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As a result of the 9/11 terrorist attacks and the bombings in Madrid and London, a prevention
focussed counter-terrorism approach has developed across the European Union (EU). While the
majority of these laws, regulations and policies recognise the importance of the rule of law and
human rights, it remains relevant to examine whether in theory and in practice certain security
measures that were implemented have had disproportionate effects on ethnic and religious

minorities and thereby violate non-discrimination standards. This study briefly discusses the concept
of preventive counter-terrorism, after which it will go on to consider the use of preventive counter-
terrorism measures in the EU as well as their potential discriminatory side-effects. A case study will
be presented of two of the member states: the Netherlands and the UK. In the conclusion, the need
for systematic evaluation of the effect of preventive counter-terrorism measures in relation to
compliance to non-discrimination standards is discussed.
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Introduction

As a result of the 9/11 terrorist attacks and the bombings in Madrid and London, a prevention focussed counter-
terrorism approach has developed across the European Union (EU). Preventive counter-terrorism is appealing
because it implies interventions that remove the ability or, better still, the motivation of potential terrorists to
carry out their lethal designs. Member states such as the United Kingdom (UK) and The Netherlands that have
primarily experience with addressing ‘home grown’ terrorism, have developed preventive counter-terrorism
measures in response. The majority of these laws, regulations and policies recognise the importance of the rule of
law and human rights. However, it remains relevant to examine whether in theory and in practice certain security
measures that were implemented have had disproportionate effects on ethnic and religious minorities and
thereby violate non-discrimination standards. For instance, a 2008 survey conducted by the European
Fundamental Rights Agency showed that a considerable number of minorities in the EU feel that they are being
stopped by law enforcement officials on the basis of their ethnicity or immigrant status.®

When national intelligence and security services, law enforcement officials and other civil servants
implement and execute counter-terrorism measures in a discriminatory fashion, they alienate the targeted group
and thereby reduce opportunities for effective co-operation. This especially applies to preventive counter-
terrorism measures including counter- and de-radicalisation policies, automatic border control, passenger name
records data, alien deportation on the grounds of national security or public order, surveillance cameras, stop and
search practices, and administrative measures including control orders. Strong claims are made by both
supporters and criticasters of certain measures, with little supporting evidence and in highly charged political
climates.? Notwithstanding the intensity of this debate, in most cases there has been little systematic evaluation
of the effect of these particular counter-terrorism measures in terms of effectiveness in preventing terrorist
crimes and/or of adverse results for human rights such as perceived or real discriminatory outcomes.

Despite serious methodological and empirical challenges including limited access to confidential data,
mistrust and limited opportunities for the informed exchange of information, there is increasing research and
advocacy from a human rights perspective on security and counter-terrorism measures in relation to non-
discrimination standards. Given the EU and its member states’ commitment to addressing terror threats with full
respect for the fundamental rights on which the Union is based, and the research evidence indicating that policies
that are experienced and/or perceived as unfair and discriminatory are ineffective and possibly even counter-
productive, it is important to give these questions serious consideration. The need for greater scrutiny of current
efforts to prevent terrorism increases as European authorities seek to support improved understanding and
exchange of good practices in preventing terrorism under the Stockholm Programme.?

The United Kingdom (UK) and the Netherlands have been longstanding pioneers in efforts to develop
early interventions to identify individuals who may be on a path to violent radicalisation, and to use a range of
police, judicial and administrative measures to intercede prior to an actual terrorist attack and, at times, well
before there is any evidence of planning or material support for the execution of terrorist acts. While the need to
prevent acts of terrorism and extremist violence is clear, it is important to use only those approaches that can be
shown with a persuasive degree of assurance to be effective, and meet (inter-)national non-discrimination
standards.*

1 European Union Agency for Fundamental Rights, European Union Minorities and Discrimination Survey: Data in Focus Report 4: Police Stops and Minorities
(Vienna: FRA, 2010).

2 European Parliament Committee on Civil Liberties, Justice and Home Affairs Working Document 1 PE456.713v01-00 of 19 January 2011 on the EU Counter-
Terrorism Policy: Main Achievements and Future Challenges, pp. 2-3.

3 The Stockholm Programme defines the EU’s framework for police, rescue services and customs cooperation, criminal and civil law cooperation, as well as
asylum, migration and visa policy for the period of 2010-2014. For more information on the Stockholm Programme see: European Council, ‘The Stockholm
Programme: an Open and Secure Europe Serving and Protecting Citizens’, Official Journal of the European Union (4 May 2010).

4 See among others Peter Neumann, ‘Prisons and Terrorism: Radicalisation and Deradicalisation in 15 Countries’ (The International Centre for the Study of
Radicalisation and Political Violence (ICSR)/ The National Consortium for the Study of Terrorism and Response to Terrorism (START), 2010), pp. 1-68; Bob de
Graaff, ‘Hoe Breed?: Contraterrorisme- en Radicaliseringsbeleid Onder de Loep’ [Counterterrorism and Counter-Radicalisation Policy Reviewed], in Jaap van



Preventive Counter-terrorism and Non-discrimination in the European Union: A call for systematic evaluation

This study briefly discusses the concept of preventive counter-terrorism. Furthermore it will consider the
use of preventive counter-terrorism measures in the EU as well as their potential discriminatory side-effects. Two
member states, the Netherlands and the UK, serve as case studies. In the conclusion, the need for systematic
evaluation of the effect of preventive counter-terrorism measures in relation to compliance to non-discrimination
standards is discussed.

Preventive Counter-terrorism Measures

Counter-terrorism is a complex and multifaceted subject that encompasses a host of different strategies for
dealing with violent extremism. Its central purpose can be described as ‘devising methods and policies to cause
non state groups that employ [terrorism] to stop using violence to achieve their political objectives.’®
Paraphrasing Alex Schmid, it is possible to divide these methods and policies into two broad categories: namely,
those efforts that fight the manifestations of terrorism and those that attempt to address the conditions
conducive to the spread of terrorism. It is the latter category of preventive counter-terrorism measures that
constitutes the focus of this report.®

While a preventive approach to counter-terrorism is to be lauded for its emphasis on averting violence
rather than responding to it, the manner in which such policies are currently being implemented by various
countries and international organisations raise significant questions related to the right to privacy, data
protection, the presumption of innocence as well as the position of ethnic and religious minorities. For instance,
what, if any, are the discriminatory side-effects of preventive counter-terrorism measures taken by the EU, the
Netherlands and the UK, and how do these (unintended) consequences affect legislation and preventive policies?
Before addressing these questions, the following section will briefly explore the concept of preventive counter-
terrorism and its potential merits.

Why (not) focus on prevention?
The most obvious advantage of a counter-terrorism policy that focuses on prevention is its ability to avert the
deaths and injuries of innocent civilians who might otherwise have fallen victim to a terrorist attack. Moreover, by
forestalling the societal polarisation and calls for revenge that frequently follow terrorist acts and which in turn
may lead to a vicious cycle of retaliation, preventive strategies can also have clear longer-term benefits.’
However, policies that focus on preventing terrorism are not necessarily limited to averting an imminent
attack. A broader or more fundamental form of preventive counter-terrorism attempts to remove the factors
conducive to the spread of violent extremism. By engaging in dialogue with radicalising individuals or
organisations and by addressing the grievances that engender an environment in which violent radicalisation may
occur, governments can take steps towards the long-term resolution of a conflict and diminish the appeal to
resort to terrorism. Such a focus on conciliation and mediation will certainly not yield results overnight, and
politicians advocating this form of prevention must be prepared to be in it for the long haul. That said, removing

Donselaar, Peter Rodrigues (eds.), Monitor Racisme & Extremisme: Achtste Rapportage (Leiden/Amsterdam: University of Leiden/ Anne Frank Foundation,
2008), pp. 125-140.

5 Robert J. Art and Louise Richardson, ‘Introduction’, in Robert J. Art and Louise Richardson (eds.), Democracy and Counterterrorism: Lessons from the Past
(Washington: United States Institute of Peace Press, 2007), p. 1.

6 Alex P. Schmid, ‘Prevention of Terrorism: Towards a Multi-Pronged Approach’, in Tore Bjgrgo (ed.), Root Causes of Terrorism: Myths, Reality and Ways
Forward (London: Routledge, 2005), p. 223.

7 Northern Ireland’s ‘Troubles’ and Italy’s experience with domestic terrorism both provide many examples of the reciprocal nature of terrorism-related
violence. For example, see: Steve Bruce, The Red Hand: Protestant Paramilitaries in Northern Ireland (Oxford: Oxford University Press, 1992), pp. 31, 56, 136-
138; Leonard Weinberg, ‘The Red Brigades’ in: Art and Richardson (eds.) (see note 4 above), pp. 30-31.
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or reducing the sources of conflict between and within societies will likely offer the best chances for averting
terrorism in the long run.®

From this perspective, preventive counter-terrorism measures have an impressive potential. As will
become evident in this paper, on the other hand, implementing policies designed to prevent radicalisation or to
identify possible suspects is considerably more difficult and their efficacy is hard to ascertain. It is also interesting
to note that the very idea of preventing terrorism through tackling its root causes does not enjoy universal
appeal. As Rik Coolsaet points out, the ‘prevention paradigm’ is far more commonplace and accepted in Europe
than it is in the United States of America, where notions of ‘evil’ as the only explanation for terrorism are
persistent.” Perhaps it is partly because of this that Schmid states that the past decades have witnessed the
dominance of counter-terrorism policies focused on fighting occurrences of terrorism rather than preventing such
incidents from arising in the first place.™

Without downplaying the devastating effects terrorist attacks can have on individuals and societies, most
European countries rarely experience such occurrences, and even those states that in the past have endured
them on a frequent basis, such as Germany, Italy, Spain and the UK, can hardly be said to have been threatened
by them on an existential level. The large amounts of time, human effort and capital being spent on preventive
policies could be seen to derive from the increasing risk-aversion inherent to many Western societies. The
problems stemming from this are two-fold; first of all, a risk-free society is an unobtainable illusion that may lead
(or, depending on one’s point of view, has led) to citizens demanding unrealistic levels of protection from their
government.'! The closely related second point is that the desire to minimise the risks posed by terrorism and
crime can lead to the creation of ‘surveillance societies’ in which large amounts of citizens’ biometric and
personal data are stored, transferred, shared and otherwise processed on a daily basis. Not only does this raise
the spectre of 1984-esque totalitarian government control, in a more immediate sense it poses concrete risks to
citizens’ rights to privacy, freedom of expression and association, the protection of personal data and the
presumption of innocence. These infringements on human rights represent the shadow-side of the preventive
counter-terrorism paradigm.*?

Putting prevention into practice

Broadly put, what avenues for carrying out preventive counter-terrorism policies can be identified? According to
Schmid, good governance, democracy, the rule of law and social justice are the four essential pillars which
together form the basis for preventing terrorism. In societies with functional government institutions, where
citizens interests’ are represented by capable politicians who can be held accountable and where those same
citizens also enjoy access to a fair and balanced judicial system, disputes and grievances can be addressed in a
legal and non-violent manner, thereby significantly diminishing the number of people who would turn to political
violence to express their dissent.”

In such liberal democracies, government representatives have access to various preventive instruments.
Engaging in dialogue with radical individuals and groups before they turn to violence and using negotiations or
concessions to remove the sources of contention could be seen as the political strand of prevention. In the sphere
of economic and social measures, Schmid argues in favour of suppressing the financing of terrorist groups and
avoiding a high rate of joblessness among relatively highly-educated young people, a demographic he identifies as

8 Schmid (see note 6 above), 223; Harmonie Toros, ‘““We Don’t Negotiate with Terrorists!”: Legitimacy and Complexity in Terrorist Conflicts’, Security
Dialogue, vol. 39, no. 4, 2008, pp. 407-426; Gus Martin, Understanding Terrorism: Challenges, Perspectives, and Issues (Thousand Oaks: Sage Publications,
2003), p. 367.

9 Rik Coolsaet, ‘EU Counterterrorism Strategy: Value Added or Chimera?’, International Affairs, vol. 86, no. 4, 2010, p. 860.

10 Schmid (see note 6 above), p. 223.

11 Ulrich Beck, Risikogesellschaft: Auf dem Weg in eine Andere Moderne [Risk Society: Towards a New Modernity] (Frankfurt am Meinz: Suhrkamp, 1986);
Maartje van der Woude, ‘Brede Benadering Terrorismebestrijding’ [The Broad Approach to Counterterrorism], Openbaar Bestuur, vol. 11, no. 11, 2009, p. 2.
12 David Marukami Wood (ed.) et al., ‘A Report on the Surveillance Society’, (Surveillance Studies Network, September 2006), pp. 1-102.
http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/02_11_06_surveillance.pdf. Retrieved 2 February 2011; Raf Jespers, Big Brother in Europa (Berchem: EPO
2010), pp. 305-326.

13 Schmid (see note 6 above), pp. 226-227.
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being especially prone to radicalisation.'* Governments can also develop a ‘strategic narrative’ to diminish the
appeal of the terrorists’ message while winning support for its own, and timely and accurate intelligence is
another crucially important aspect of detecting and preventing terrorist plots. Finally, there are a host of judicial
measures that politicians can enact to increase the power of the executive and the judiciary vis-a-vis terrorist
organisations.™

Preventing Terrorism in the European Union, the Netherlands and the United Kingdom

States’ abilities to implement preventive laws and policies in the fields outlined above are most effective within
their own national borders. Yet many of today’s terrorist threats have an international or transnational character;
operatives planning attacks in Western countries have frequently visited training camps in failed or failing states,
may receive planning advice and instructions from handlers in foreign countries or are supported logistically and
financially by an international network. How can efforts to address root causes be fruitful in this context? As this
section will show, while states are aware of these concerns and committed to addressing them on paper, the
difficulties of actually doing so may explain why in practice preventive counter-terrorism has a strong domestic
focus aimed at identifying and removing radicalising individuals and groups before they have an opportunity to
strike.'®

A preventive focus shared by the EU, the Netherlands and the UK aims at halting the financing of terrorist
organisations and individuals. After the fateful attacks of 9/11, the United Nations (UN) Security Council adopted
a binding resolution calling on its members to fight terrorist financing by freezing the assets of organisations and
individuals who have committed, or are likely to commit, terrorist attacks. This UN Security Council resolution
1373 has since formed an important basis for cooperation on counter-terrorism among EU member states.’

The EU’s counter-terrorism strategy consists of four strands; prevent, protect, pursue and respond. The
preventive aspect of this strategy is in turn divided into three segments; disrupting radicalisation and terrorist
recruitment, ensuring mainstream opinion prevails over extremist views and promoting with a strong third
country dimension security, justice, democracy and equal opportunity.*® This latter aspect would appear to be the
most suited to addressing the conditions conducive to the spread of violent radicalisation and terrorism, but on
how to actually achieve this outside of the EU’s borders, the Union is somewhat vague. ‘Outside Europe, we must
promote good governance, human rights, democracy, as well as education and economic prosperity, through our
political dialogue, assistance - and responsible media programmes. And we must work to resolve conflict.’*®

Due to the international character of contemporary terrorism, the Dutch government attaches
considerable significance to international cooperation as a means of preventing attacks. *° This policy focus
corresponds with the preventive portion of the UN’s global counter-terrorism strategy, which emphasises
increased cooperation between states within the framework of existing international law that outlaw terrorism-

14 Ibid., pp. 228-229.

15 Ibid., pp. 226-234; Lawrence Freedman, The Transformation of Strategic Affairs. Adelphi Paper 379 (Abingdon: Routledge, 2006).

16 Schmid (see note 6 above), p. 227; Europol, TE-SAT 2010: EU Terrorism Situation and Trend Report (The Hague: Europol, 2010), pp. 7, 20, 22-26, 98;
National Coordinator for Counterterrorism (NCTb), ‘Actueel Dreigingsniveau’ (NCTb, 2011).
http://www.nctb.nl/onderwerpen/Actueel_dreigingsniveau/index.aspx. Retrieved 27 January 2011; House of Commons, Prevent Strategy (London: The
Stationary Office, 2011).

17 Committee on the Evaluation of Counterterrorism Policy (Suyver Committee) Report IBIS-13171 of May 2009 on An Integrated Evaluation of
Counterterrorism Policies [Naar een Integrale Evaluatie van Antiterrorisme Maatregelen], pp. 41-42; Council of Europe Committee of Experts on Terrorism
Profiles on Counter-Terrorist Capacity of April 2007 on the United Kingdom, p. 3.

18 Council of the European Union Note 15893/1/10 of 17 January 2011 on the EU Action Plan On Combating Terrorism; Council of the European Union Note
15443/07 of 23 November 2007 on the European Union Strategy for Combating Radicalisation and Recruitment to Terrorism, p. 3.

19 Ibid. 2007, p. 5; lbid. 2011, pp. 6-7.

20  National Coordinator for Counterterrorism (NCTb), ‘Nationale Contraterrorismestrategie 2011-2015’ (NCTh, 2011).
http://www.nctb.nl/Actueel/persberichten/2011/persbericht- 110414.aspx. Retrieved 19 April 2011), pp.30-31, 76-78; House of Representatives of the
States General, Terrorismebestrijding: Brief van de Ministers van Justitie en van Binnenlandse Zaken en Koninkrijksrelaties, [Counterterrorism: Letter from
the Ministers of Justice and of the Interior and Kingdrom Relations] Parliamentary Papers 2003-2004, 29745, no. 1, 10 September 2004, p. 18.
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related violence. Specific attention is paid to such topics as increasing cooperation under existing international
treaties, bringing terrorists to justice, strengthening international judicial cooperation, extradition programmes
and the intensification of information sharing on terrorism-related subjects between states.?’ The Dutch
government recognises that failed and failing states are enablers of international terrorism, and that countries
without the capacity to detect terrorist organizations operating within their borders are also grounds for concern.
While it acknowledges that the effects of policies geared towards preventing or containing failed states will only
become apparent in the long-run, the Dutch government believes that helping the latter category of states
improve their counter-terrorism capabilities can yield short-term benefits.

The UK’s counter-terrorism strategy, ‘Contest’, also emphasises the international nature of contemporary
terrorism and cites the importance of addressing the root causes that can lead to violent extremism.?? Overseas
capacity building, international outreach to Muslim communities, poverty alleviation, development aid and peace
operations are designated as important elements of the UK’s counter-terrorism strategy, even if they are not
directly part of Contest but the work of, for example, the Foreign and Commonwealth Office.? Although there is
a lack of evidence for a causal relationship between poverty and terrorism, the British government is to be lauded
for its attention to terrorism’s enabling factors.?* These are long-term goals and progress towards them is hard to
measure.” Furthermore, with no clear end in sight for the conflicts in Afghanistan, Iragq and Israel — subjects the
British recognise as key grievances fuelling terrorism — these efforts to reduce extremism and political violence
abroad may be of limited utility.?

In a more general sense, addressing the conditions conducive to the spread of terrorism abroad will
require at least some degree of engagement with organisations many voters and politicians consider morally
reprehensible. There must be sufficient willingness to ‘talk to terrorists’ among politicians and sufficient domestic
support for such controversial courses of action. With many such organisations blacklisted even if they represent
considerable constituencies (as is evident in the case of Hamas), and with the struggle against terrorism until
recently considered a ‘war’ by the world’s foremost power, it is hard to conceive of a sizeable and effective
international strategy to prevent terrorism taking shape any time soon.”’

Addressing the factors conducive to a complex phenomenon such as (international) terrorism is a very
difficult undertaking. Add to this the strong incentive for governments to be seen to deal with terrorism and the
moral and political difficulties of negotiating with terrorists and a possible explanation arises for the emphasis
that the EU, the Netherlands and the UK place on a more narrow and immediate interpretation of prevention.?®
An interpretation that focuses on the early identification of individuals who may be radicalising and the use of a
range of policing, judicial and administrative instruments to intercede prior to a terror attack, sometimes even
before there is any evidence of planning or material support for acts of terror. An interpretation of prevention,
finally, that is primarily concerned with threats as they occur within a country’s borders.

There are of course also very good reasons for focusing on the domestic terrorist threat that have little to
do with public pressure and limited abilities to alter the internal affairs of far-away states. As the 2004 bombing of
the Madrid railway station and the 2005 attacks on London’s public transport made apparent, European states
may be most immediately at risk from ‘home-grown’ terrorism, rather than the international networks and
organisations directly associated with al Qaeda and its cohorts. Indeed, as Coolsaet argues, these attacks ‘firmly

21 United Nations General Assembly Resolution A/RES/60/288 of 20 September 2006 on the United Nations Global Counterterrorism Strategy, p. 5.

22 British Government (see note 16 above), pp. 46, 50, 54, 56, 80

23 Ibid., pp. 68, 85, 92, 96-99.

24 See, for example: James A. Piazza, ‘Rooted in Poverty?: Terrorism, Poor Economic Development, and Social Cleavages’, Terrorism and Political Violence,
vol. 18, no. 1, 2006, pp. 159-177; Schmid (see note 6 above), p. 227.

25 British Government (see note 16 above), pp. 59, 96,

26 Ibid., pp. 43-44.

27 Isabelle Duyvesteyn and Bart Schuurman, 'Dialoog en Onderhandeling met Terroristische Organisaties: Voorbeelden en Lessen uit de Westerse en Niet-
Westerse Wereld (1945-2009)' [Dialogue and Negotiation with Terrorist Organizations: Examples and Lessons from the Western and Non-Western World],
(Research and Documentation Centre (WODC), June 2010) pp. 1-101.

28 Duyvesteyn and Schuurman (see note 27 above), pp. 28-35; Beatrice de Graaf, Waar zijn wij Bang voor? Veiligheidsdenken en de Angst voor de Ander
[What are We Afraid Of? Security and the Fear of the Other] (Rotterdam: Guys & Godoy, 2011), pp. 20-25.
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anchored radicalisation, intertwined with the so-called ‘home-grown dimension’, at the heart of EU counter-
terrorism endeavours.’”

The preceding has touched upon the concept of preventive counter-terrorism in a general sense and has
attempted to indicate that it is a difficult concept for states to put into practice beyond their own borders. This
paper now turns to the way in which the EU, the Netherlands and the UK have attempted to implement

preventive policies at home.

Preventive counter-terrorism in the European Union

The EU’s response to terrorism has been partly event-driven.*® Following the attacks of 9/11, international
terrorism immediately became a key concern for the Union and led to the formulation of a counter-terrorism
action plan. This plan has since undergone several modifications and currently lists details of how the various
strands (prevent, protect, pursue and respond) of the EU’s Counter-terrorism Strategy are to be put into
practice.’® Another key measure that was taken following the September 11 attacks was the 2002 Framework
decision on combating terrorism, which will be outlined in more detail below.*?

The March 2004 terrorist attacks in Madrid similarly led to a flurry of counter-terrorism measures in the
Union. The EU’s counter-terrorism action plan was modified to incorporate joint investigation teams (JITs) that
would enable member states to more effectively tackle this transnational phenomenon, to allow greater
cooperation and effectiveness regarding the exchange of terrorism-related information, to create a specialised
counter-terrorism unit within Europol and to strengthen EU-US cooperation on counter-terrorism-related
matters.>

The 7/7/2005 terrorist attacks in London initiated another wave of counter-terrorism legislation and
policies. The Madrid and London attacks had made it clear to policy makers that the terrorist threat had taken on
a new dimension; that of home-grown terrorist groups with little or no direct links to al Qaeda and its affiliates.
This realisation triggered an increased interest in the pathways that led to radicalisation; why would EU citizens
wish to take up arms against their own states and what measures could be taken to prevent this from occurring in
the future? Besides various counter-terrorism measures aimed at restricting terrorists’ ability to operate, for
example through the implementation of European Arrest Warrants, the 2005 bombings also led to the adoption
of the EU’s current Counter-terrorism Strategy and its four separate strands.®*

According to Coolsaet, the EU’s “"domestic” approach to fighting terrorism has always focused on devising
measures and institutions to complement member states” own counter-terrorism initiatives and abilities with a
strong focus on criminalising terrorism.>* Such is indeed the approach taken by the 2005 strategy. With regard to
the ‘prevent’ strand, the document states that the EU ‘can provide an important framework to help co-ordinate
national policies, share information and determine good practice.”*® Key elements of the prevent strand are
combating radicalisation and recruitment into terrorism, empowering mainstream opinion and promoting
security, justice and democracy.?’

Yet despite the prevent strand having been labelled as the EU’s foremost counter-terrorism pillar, many
of the most important countermeasures adopted in the decade since 9/11 do not seem to fit this category.*® At
least, not if prevention is seen as addressing the factors conducive to the spread of terrorism. Instead, the EU

29 Coolsaet (see note 9 above), p. 869.

30 European Parliament Committee on Civil Liberties, Justice and Home Affairs (see note 2 above), p.3; Coolsaet (see note 9 above), p. 858.

31 Council of the European Union (see note 18 above), pp.3-8.; Council of the European Union Note 5771/1/06 of 13 February 2006 on the EU Action Plan
on Combating Terrorism.

32 Council of the European Union Framework Decision 2002/475/JHA of 13 June 2002 on Combating Terrorism; David Casale, ‘EU Institutional and Legal
Counter-Terrorism Framework’, Defence Against Terrorism Review, vol. 1, no. 1, 2008, p. 52.

33 Casale (see note 32 above), p. 52.

34 Ibid., pp. 52-53; Coolsaet (see note 9 above), pp. 867-869.

35 Coolsaet (see note 9 above), pp. 871-872.

36 Council of the European Union Note 14469/4/05 of 30 November 2005 on the European Union Counterterrorism Strategy, p. 8.

37 Ibid., pp. 7-9; Council of the European Union (see note 18 above), pp.3-8.

38 Coolsaet (see note 9 above), p. 866.
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seems to have concentrated most of its ‘prevention’ efforts on creating and strengthening the aforementioned
framework, particularly with regard to streamlining member states’ judicial responses to terrorism and collecting,
retaining, processing and cross-sharing large amounts of personal data, a practice which can undermine the
presumption of innocence by making people who have not committed any offense the subject of an
investigation.39

On the subject of these judicial responses to terrorism it is instructive to remark upon the so-called
‘Framework decisions’. These powerful legal tools were used by the Council of the EU to aligh member states’
laws under the EU’s third pillar of Police and Judicial Cooperation in Criminal Matters (PJC). In 2002 and 2008 such
Framework decisions led to the adoption of specific counter-terrorism legislation across EU member states.*

The 2002 Framework decision on combating terrorism called for a harmonisation of counter-terrorism
legislation amongst member states and advocated creating specific laws against terrorism-related offences where
these did not exist while attaching suitably high penalties to such infractions. This Framework decision defined
terrorist offences as crimes aimed at seriously intimidating a population, compelling a government or
international organisation to perform or abstain from a certain act, and/or destabilising or destroying the
political, economic or social structures of a government or international organisation.** Furthermore, leading a
terrorist organisation, being a member of such an entity or (indirectly) aiding or abetting such a group also
became offences after the implementation of the 2002 Framework decision on combating terrorism.**

Reflecting on the increased importance of the internet for terrorist groups, the European Council adopted
a second Framework decision on counter-terrorism in November 2008. This piece of legislation amended the
2002 Framework decision so that public provocation to commit a terrorist offence, recruitment for terrorism and
(assisting with the) training for terrorism came to be seen as specific offences.* For the European Commission,
the strengthened 2008 Framework decision was not just about increasing the ability of member states to punish
individuals involved directly and indirectly in terrorism, it ‘was amended to deal more specifically with
prevention.”* But the ability to level heavier sentences against individuals involved in terrorism-related activities
is more reactive than proactive and therefore a very narrow interpretation of preventive counter-terrorism
measures.

Following the adoption of the Lisbon Treaty in December 2009, which streamlined EU treaties and
institutions, the EU’s pillar structure was disbanded and the legal framework of framework decisions, directives,
regulations and decisions was simplified. One of the results of this change has been that the barriers between
external and internal security matters have largely disappeared, making a far more integrated EU counter-
terrorism approach feasible by increasing the cooperation of agencies formerly situated under the pillar of
Common Foreign and Security Policy (CFSP) with their PJC counterparts. The Lisbon treaty has also restructured
the legal framework into ordinary and special legislative procedures, emphasised the equality of the law-making
position of the Council and the Parliament and increased the EU’s authority with regard to police and judicial
cooperation.”® Whereas formerly decisions relevant to these subject areas were reached by unanimous
agreement between the member states, today qualified majority voting has significantly expanded the power of
the EU’s institutions to generate and implement such policy on their own.*® Last but not least, although the
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European Commission continues to propose the majority of legislation, the European Parliament, Member States
and other bodies can now initiate legislative procedures too.*’

Although not yet completely part of the EU’s legal framework, the 2005 Priim Convention has also played
an important role in increasing EU member states’ cooperation with regard to transnational crime, terrorism and
illegal immigration. Originally drawn up and signed by Belgium, Germany, France, Luxemburg, The Netherlands,
Austria and Spain, this convention’s success has attracted the attention of other European states as well as the EU
itself, which in 2007 proposed to partly incorporate the treaty. The convention calls for closer cooperation and
increased interoperability on such topics as DNA information and fingerprints, vehicle registration and police
work.*®

There are a plethora of EU institutions which concern themselves in one way or another with the Union’s
internal and external security and thereby have a role to play in implementing its counter-terrorism strategy. The
increased authority and expanded opportunities for cooperation that the Lisbon treaty offers these institutions
has in many instances given an impetus to plans for building, expanding, or increasing inter-agency access to
databases that contain extensive biographical and biometric information on EU citizens and foreign nationals.
Databases that are used, inter alia, for security and immigration policy. Such databases are used to identify
individuals who may pose a security risk, enabling the relevant authorities to launch an investigation to assess the
actual level of risk. In theory, such profiling techniques enable a pro-active and preventive response to serious
crime and terrorism; removing likely offenders from the general public before they are able to carry out or
complete their criminal designs.*

Europol is a prime example of such an institution, a core EU agency tasked with improving the
cooperation of and coordination between member states’ law enforcement agencies in order to more effectively
tackle transnational crime and terrorism. The Europol Information System contains extensive personal
information on individuals who could have the intention to commit a criminal offence. Such a broad criterion for
inclusion in this database potentially allows for biographic and biometric information on virtually anyone to be
recorded, which raises a number of concerns related to the presumption of innocence, privacy and data
protection. Furthermore, Europol has the ambition to integrate this system with similar databases operated by
other EU institutions and member states, creating a vast pool of information that is accessible by a veritable host
of institutions, countries and agencies. In fact, Europol also wishes to make possible the free exchange of personal
data and biometric information with partner agencies in the United States of America, making data on EU citizens
accessible transatlantically.*

Another EU agency that focuses on pooling large amounts of information on potentially unwanted
individuals is Frontex, the EU’s External Border Agency, which is tasked with protecting the Union’s borders,
primarily from illegal immigrants. It strives to establish an integrated border security system that utilises
biometric information as well as data garnered from satellites, unmanned drone aircraft and high-tech detection
and border-surveillance technology.” Neither Frontex nor Europol is exclusively tasked with counter-terrorism,
yet both institutions have a role to play in implementing EU policy in this area and the data that they gather can
be directly used for the purposes of preventing terrorism by identifying possible perpetrators.>’

Numerous large-scale databases containing personal data and biometric information on EU citizens and
foreign nationals already exist, and are being developed, within the EU. Among them the Visa Information System
(VIS), which was expanded to include biometric information following the 9/11 attacks specifically, though not
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exclusively, to contribute to ‘internal security and fighting terrorism.”>” The Schengen Information System (SIS |
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and SIS I1): a very large database that contains ‘immense lists of wanted and unwanted persons and objects
information, which is distributed among the member states for border security and law enforcement purposes.>
Furthermore, the European Commission put forward a new legislative proposal to use Passenger Name Record
(PNR) data to among other prevent terrorist offences.

In 2007, the Council of the EU launched an initiative to create the European Criminal Records Information
System (ECRIS), a project that, when completed, will ease the sharing of information on convicted criminals
between member states.>® There is also Eurodac, a ‘fingerprint system created to coordinate asylum applications

across EU member states.””’

Lastly, to conclude this (not exhaustive) overview, it is worthwhile to point out that
EU also allows information on European citizens who travel to the US to be transferred to American authorities as
part of the Passenger Name Record Data Transfer Agreement and the Electronic System for Travel Authorization
(ESTA). Currently, the European Commission has proposed a new draft for EU Passenger Name Record legislation,
which intends to fight terrorism and serious crime by sharing personal fight information collected airlines with
other nations. >

What all of the aforementioned institutions, databases and agreements have in common is the desire to
collect, store and share increasing amounts of personal data and biometric information on EU citizens and foreign
visitors. One of the main goals of such systems and institutions is to increase the Union’s ability to fight crime and
terrorism and to pre-emptively investigate or arrest individuals who might pose a security threat. Even if it is
implicit, prevention is at the heart of these endeavours. But with few, if any, oversight mechanisms in place and
plentiful problems with data protection and privacy issues, these databases constitute a key concern for civil
liberties and human rights advocates and have even attracted the concern of the EU’s own Agency for
Fundamental Rights (FRA).>

The FRA is tasked with monitoring, investigating and reporting on the development of fundamental rights
in the EU. It is one of the agencies particularly concerned with the use of personal data and biometric data for the
large-scale profiling of potential terrorist suspects, a practice which has become one of the main thrusts of post-
9/11 terrorism prevention but one that has a very poor track record, with few ‘real’ threats being identified and
many innocent civilians being subjected to discrimination and stigmatisation on the basis of such broad indicators
as place of birth and religious convictions.®

The desire to streamline member states’ and EU agencies’ ability to access each other’s databases, to
create new data storage facilities and programmes and to further the cooperation and coordination between
member states’ judicial systems, police forces and intelligence agencies is of central importance to the EU’s 2010-
2014’s Stockholm Programme. This five year strategic approach was approved by the Council in December 2009
and aims to develop what the EU calls its ‘area of freedom, security and justice’.®* Together with the Europe 2020
Strategy, a ten-year plan for reviving the European economy, ‘Stockholm’ is a major element of the EU’s long-
term planning.®

Although it claims to put citizens’ interests first, the Stockholm Programme has attracted criticism, among
others from the FRA and Amnesty International, on account of its weak stance on non-discrimination and its
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doubtful protection of the rights to privacy and data protection.®® Within the realm of counter-terrorism, the
Programme has expanded the definition of terrorism to encompass radicalisation and extremism, thereby
significantly enlarging the pool of potential suspects and raising the spectre of citizens who practice their right to
protest becoming the victims of restrictive and repressive ‘counter-terrorism’ policies.®* Some, like Investigative
Journalist Tony Bunyan, warn that ‘there is an emerging picture across the EU that demonstrations and the
democratic right to protest are among the next to be targeted to enforce “internal security”.®

Lastly, the EU has introduced a number of administrative and organisational initiatives. Perhaps the most
notable of such undertakings has been the creation of the office of Counter-terrorism Coordinator. This office,
which has received criticism for being a paper tiger, is responsible for improving EU cooperation on Counter-
terrorism and coordinating the various programmes and efforts that are already in place.®® Furthermore, efforts
are currently underway to simplify the management of the EU’s extensive databases by establishing an Agency for
the operational management of large-scale IT systems within the next few years. Equally deserving of attention
are the plans to create a Joint Situation Center (SitCen), in effect an effort to coordinate member states’ civil and
military intelligence agencies. SitCen would function as the EU’s own intelligence agency and cooperate closely
with Europol and Eurojust. As with many of the institutions and information systems that concern themselves
with the EU’s internal and external security, critics worry that democratic control of this new institution is
lacking.®’

Finally, the EU has also commissioned a considerable amount of research on fighting terrorism and
countering radicalisation and has convened expert meetings between academics and counter-terrorism
practitioners to develop best-practices. In the 2011 EU Action Plan on countering terrorism, reference among
others is made to Member State cooperation in relation to monitoring websites, community policing projects,
developing long-term disengagement and de-radicalisation tools targeted at youngsters and cooperation with
third countries.®®

Preventive counter-terrorism in the Netherlands
On a national level, the Dutch government employs what it refers to as a ‘broad approach’, aimed at addressing
both the effects of terrorist violence and preventing such incidents from occurring by early intervention and
countering violent radicalisation.®® The General Intelligence and Security Service (AIVD) plays a central role in the
preventive part of this counter-terrorism strategy, using its considerable resources to map ‘trends’ in
radicalisation and to pinpoint individuals and organisations who could pose a threat to Dutch society. The Office
of The Netherlands National Coordinator for Counter-terrorism (NCTb) is primarily concerned with streamlining
Dutch counter-terrorism policies and efforts, but also conducts threat level assessments of its own.”®

The Dutch government’s pre-emptive approach to counter-terrorism has also led to several important
legal and policy reforms. Some of these reforms were undertaken in order to implement EU Framework decisions
while others were the products of domestic politics. Such legislation has consistently viewed terrorism as a
criminal act, consequently strengthening the ability of law enforcement and public prosecutors to deal with it. Of
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particular interest is the 2004 Crimes of Terrorism Act (‘Terrorism Act’).”* Enacted to implement a 2002 EU
Framework decision that would make suspects convicted of terrorism-related crimes eligible for more severe
punishment, this law was modified beyond the original EU requirements to incorporate terrorist recruitment and
conspiracy to commit terrorist acts as distinct offences.”

Another legal reform that falls within the preventive counter-terrorism category is the 2006 Act on
Shielded Witnesses” which broadens courts’ abilities to hear intelligence officers as witnesses, thus increasing
prosecutors’ ability to use intelligence reports as evidence against suspects.” In that same year, the Dutch
government also enacted legislation to amend the criminal procedural code, the 2006 Act on expanding the scope
for investigating and prosecuting terrorist crimes. This Act allows the police to search suspects without requiring
concrete suspicion of a crime, broadened their ability to utilise ‘special investigative powers’ and made it possible
for people suspected of terrorism-related offences to be held in custody for up to 27 months.” A key concept of
the amendments to the criminal procedural code was that the police no longer required ‘suspicions of a terrorist
crime’ but could act upon ‘indications of a terrorist crime’, a considerably lower threshold standard of evidence.”®

The Dutch counter-terrorism strategy also includes various institutional reforms as well as administrative
policies. Following the 2004 Madrid attacks, the decision was taken to establish the so-called Counter-terrorism-
Infobox (CT-Infobox).”” This initiative has brought together a host of security, police and intelligence related
institutions, such as the AIVD, the NCTb, the National Police Services Agency (KLPD), the military intelligence
agency (MIVD), the Ministry of Security and Justice and the Immigration and Naturalisation Service (IND). The goal
of the CT-Infobox is to integrate information on networks and individuals who might be involved in terrorism-
related activities or subject to radicalisation, thus enabling a timely response by the institution best suited to the
particular task.”®

Since 2004, criminal law, immigration law, administrative measures or a combination of these
instruments have been used against individuals who according to the CT-Infobox posed a threat to national
security.” Furthermore, the 2000 general Alien’s Act has a special provision on aliens posing a threat to national
security or public order.?® This can be used in the case of alleged involvement in terrorism and may be used
instead of the criminal justice track. Thus, for example, ‘aliens against whom evidence was lacking, or who were
acquitted in a criminal procedure, have subsequently been successfully declared an ‘undesirable alien’ (a
prohibition to enter the territory for an unlimited period of time).®" An assessment that a person constitutes a
threat to the national security is made on the basis of an individual report from the AIVD. This report is not shared
with the subject of the report. Only the immigration judge assigned the case may review the file and request
further information from the intelligence officer or others; this review takes place behind closed doors at AIVD
headquarters. It is not known by any of the actors interviewed for these purposes how much of the dossier is
made available to the judge, or for that matter how often judges have requested further background information
on the file.*
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Furthermore, the draft Bill on Administrative Measures for National Security enabled a variety of
preventive security measures in relation to natural persons.®® This could imply a restriction on the freedom of
movement or association and would codify so-called disturbance or interference orders, which would justify law
enforcement officials (at the behest of the mayor) to disturb suspects on an almost daily basis. Even though the
Bill was recently withdrawn while pending before the Senate,® it codified practises that are to a certain extent
were already in use and have to some extent been dealt with by new administrative and criminal legislation.®
Among other these new preventive powers enable the authorities to take temporary measures exclusion orders
(forbidding persons from entering a particular area), restraining orders (forbidding them from going near a
particular person), a requirement to report to the police at set times. Under these new provisions, when several
conditions are fulfilled (necessity and a person’s behaviour), individuals may be subjected to these preventive
measures by order of the mayor, the public prosecutor or a judge for a limited period of time.%®

According to the National Counter-terrorism Strategy 2011-2015, personal disturbance as well as early
intervention will continue to play a key role in future policies to prevent terrorism.®” Early intervention is
executed among others through initiatives designed to counter radicalisation. Using both ‘hard’ and ‘soft’
measures, this broad approach aims to recognise such radicalisation processes at an early stage in their
development and abort them using ‘specific intervention strategies’.?® They appear to include administrative,
financial, communicative and immigration-law related measures. 8 One of the most concrete counter-
radicalisation measures is the person-oriented intervention or disturbance, whereby individuals suspected of
radicalisation are among other made to understand that law enforcement personnel is following their every
move.”

Taking a broader look at this subject brings into view a wider variety of programmes that appear to be
predominantly concerned with improving the social integration of minorities. Examples include efforts to
counteract discrimination in the labour market, increasing the chances young people have of finding employment
by way of apprenticeship programmes and improving intercultural understanding, for example via sports events.
In addition, Dutch counter-radicalisation initiatives focus on developing strong communities and improving
youngsters’ understanding of Islam.? While this study is not the place to provide a full overview, it should be
noted that there exist programmes aimed at de-radicalising right-wing extremists as well as (potential) Islamist
fanatics.’> Somewhat remarkable, however, a 2009 evaluation of Dutch counter-terrorism measures implies that
numerous government officials feel that counter-radicalisation instruments are under-utilised, with most counter-
terrorism measures focusing on situations in which radicalisation had already occurred.®

Preventive counter-terrorism in the United Kingdom
In order to prevent terrorism the British government has relied on the extension of powers of intelligence and
security services as well as specific policies. Its counter-terrorism strategy is called Contest and consists of four
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strands; pursue, prevent, protect and prepare. Contest was launched in 2003 and has undergone a renewal in
2009. Responsibility for putting the various programmes that make up Contest into practice rests with the Office
for Security and Counter-terrorism (OSCT), which was founded in 2007.** According to the British government
that re-focused the prevent strategy in 2011, efforts are intended to respond to the ideological challenges of
terrorism, identify and support vulnerable individuals and cooperate with institutions and organisations where
there are risks of radicalisation.” In the independent oversight of the prevent review and strategy, it is stressed
that the policy should be free of discrimination and that support for extremism is often associated with a
perception of discrimination.”® In the equality impact assessment of the prevent strategy stakeholders
emphasized that the previous strategy had had a disproportionate impact on belief, religion and race. There
might be a perception among young man that this practice continues.”’

Over the course of the following paragraphs an attempt will be made to clarify how the UK has tried to
accomplish these aims. To illustrate, according to the West Midlands Police, ‘prevent’ is a key element of Contest
and one that focuses on building relationships with local communities with an eye to preventing radicalisation
and addressing the conditions conducive to the spread of terrorism. More specifically, this entails challenging
violent or extremist rhetoric and supporting mainstream opinion, disrupting those who spread messages of
violence, supporting individuals vulnerable to terrorist recruitment, increasing the resilience of communities to
extremist propaganda and addressing the grievances which may make individuals and communities vulnerable to
such exploitation.?® On paper at least, the focus on addressing the root-causes of radicalisation and the desire to
intervene before individuals turn from extremism to violence is very reminiscent of the Dutch and European
counter-terrorism programmes.

Pre-charge detention of terrorist suspects is one such measure that has extended the powers of the
executive to thwart potential terrorist plots. As determined by the Terrorism Act 2006 suspects could be detained
for up to 28 days before having to be charged with a particular offence. In a January 2011 review of British
counter-terrorism policies, a report written by Lord Ken Macdonald, the ability to hold suspects for such an
extended period of time was criticised and a recommendation was issued to reduce the maximum time of
detention to 14 days.”® As of the 25" of January 2011, pre-charge detention in the UK was indeed reduced to a
maximum of 14 days when the order which allowed a 28 day limit was not renewed.*®

Other preventive counter-terrorism measures that focus on removing possible suspects, and in this case
also suspicious objects, from public life are stop and searches without reasonable suspicion and the use of
surveillance cameras. Stop and searches by law enforcement officials on the street, at airports or ports allows
individuals and their property, such as cars, to be subjected to a search without a specific indication that the
individual in question has committed an offence. The Macdonald Review has supported the 2010 European Court
of Human Rights ruling that this measure is unlawful in its current form and recommends that limitations in time
and place be attached to the practice.’® Both detentions without trial and ‘stop and search’ powers are granted
by the Terrorism Act 2000. In 2010, ‘stop and search’ powers were restricted: except for airports and ports British
law enforcement officials are now require reasonable suspicion that a person is a terrorist before being allowed
to exercise it. As a 2011 investigation has indicated that people from ethnic minorities are far more likely to be
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targeted at airports and ports, there are still significant human rights concerns.'®? Surveillance cameras are used
to deal with reducing crime, anti-social behaviour and countering terrorism. However, in addition to invading on
people’s privacy surveillance cameras may also contribute to the stigmatisation of minorities and particular areas.
For instance, impact research in Birmingham shows that surveillance cameras, which had been deployed in areas
with significant Muslims populations, strained the relations between the police and local communities.*®

A further powerful piece of legislation is the 2000 Regulation of Investigatory Powers Act (RIPA), which
specifies when and how local authorities may use covert surveillance techniques such as wire-tapping, informants
or undercover officers, and the monitoring of digital communications such as email.'® There has been a lot of
concern in the UK that local authorities have abused these powers to investigate citizens for minor infractions
instead of using them to fight and prevent serious crime including terrorism, and that use of the Act has not been
subjected to the appropriate judicial review.'®

Under the Terrorism Act 2000, the UK government can also proscribe organisations that openly espouse
racial or religious hatred or incite their followers to violence, if these organisations can be ascribed a terrorist
motive. The Macdonald Report argues that such a practice is illiberal and disproportionate and proposes a more
measured response that targets the specific individuals guilty of incitement rather than entire groups or
organisations.’® The Act also prohibits the gathering of information (often taken to mean photographs) which
could be used for terrorism-related purposes. In combination with the stop and search powers, this prohibition
has resulted in the use of counter-terrorism legislation against citizens taking harmless photographs.'”’

Another preventive counter-terrorism measure employed by the British has focused on preventing the
financing of terrorism. Under the Terrorism Act 2000 several distinct offences have come into being that prohibit
raising funds for terrorism-related purposes, directly or indirectly using money or property for purposes of
terrorism as well as any activities aimed at “facilitating the retention or control of terrorist property in any way’.'®
In accordance with UN Security Council Resolution 1373 of 2001, the UK also freezes the assets of individuals and
organisations suspected of involvement in (international) terrorism.'®

The list of preventive counter-terrorism measures in use by the British government does not stop there.
However, similar to the Dutch, the British have used the deportation of foreign nationals and so-called control
orders for ostensibly pre-emptive purposes. The Macdonald Report makes clear that deportations are only
acceptable when the deportee will not be subjected to torture or mistreatment in their countries of origin.'*® The
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ability to use control orders is granted by the 2005 Prevention of Terrorism Act.”~ This measure allows the British

government to place a variety of restraints upon individuals suspected of involvement in terrorism-related

12 control orders have

activities but against whom there is insufficient evidence to initiate criminal proceedings.
attracted considerable criticism on account of their alleged unlawfulness and because, by essentially placing
suspects under house arrest, no further evidence can be gathered to confirm or deny their alleged involvement in
terrorism.'*?

The introduction of the Terrorism Act 2006, which, further adds as an offense the encouragement of

terrorism, for example by glorifying events such as the 9/11 attacks or by directly inciting others to carry out acts

102 ‘Asian People 42 Times More Likely to Be Held under Terror Law ’, The Guardian (23 May 2011). For more information see also Tufyal Choudhury and
Helen Fenwick, The Impact of Counter-terrorism Measures on Muslim Communities, Equality and Human Rights Commission Research Report Series nr.72
(Manchester: Equality and Human Rights Commission, 2011), pp.18-28.

103 Ibid. 2011, pp.36-38.

104 ‘Regulation of Investigatory Powers Act 2000, The Guardian (19 January 2009).

105 ‘Extent of Council Spying Revealed’, BBC News (26 March 2009); Macdonald (see note 99 above), pp. 6-7; ‘Hidden Cameras in Parts of Birmingham “Will
Be Removed”’, BBC News (5 July 2010).

106 Macdonald (see note 99 above), pp. 7-8.

107 Ibid., pp. 5-6.

108 Council of Europe Committee of Experts on Terrorism Profiles on Counter-Terrorist Capacity of April 2007 on the United Kingdom, p. 2.

109 Ibid., p. 3.

110 Macdonald (see note 99 above), pp. 8.

111 Committee of Experts on Terrorism (see note 108 above), p. 3.

112Liberty, ‘Control Orders’ (Liberty 2011). http://www.liberty-human-rights.org.uk/human-rights/terrorism/control-orders/index.php. Retrieved 24 March
2011; Dominic Casciani, ‘Q&A: Control Orders’, BBC News (3 January 2011).
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of terrorism. The 2006 Act also outlaws the distribution of terrorist material such as pamphlets, video’s and digital
material. Finally, it makes it an offense to train or otherwise prepare for terrorism or to provide such assistance to
others.™

Preliminary Conclusion

Succinctly put, it appears that the desire to prevent terrorism and serious crime is leading the EU and states such
as The Netherlands and the UK to design and adopt counter-terrorism measures, which affect human rights
compliance. For instance, the presumption of innocence is pressured by (preventive) stop and searches and
personal disturbance and the rights to privacy and data protection are infringed by mass covert surveillance.
Likewise, when authorities implement and execute preventive counter-terrorism measures in a discriminatory
fashion, they also alienate the targeted group, which are often ethnic or religious minorities, and thereby may
reduce opportunities for dialogue and co-operation. Even though both supporters and human rights advocates
make strong claims, in most cases the effect of these particular counter-terrorism measures in terms of
effectiveness in preventing terrorist crimes and/or perceived or real discriminatory outcomes are undetermined.
Therefore the following section of this report seeks to contribute to a clearer understanding of the issues at stake.

Preventive Counter-terrorism Measures and Non-discrimination

Many politicians and citizens in the EU feel that in exceptional circumstances curtailing the rights and liberties of
minorities associated with terrorism is justified. Most people recognise that absolute human rights such as the
right to life should be respected, but in order to fight terrorism adequately, particular rights including the
discrimination prohibition as well as the right to equality may need to be limited. For instance, significant effort is
being put into fighting - violent - extremism in British Muslim communities, but less in far-Right communities is
discriminatory.™™ This point of view has been described as the balance (and/or) proportionality response

116

thesis.”™ Since 9/11, numerous governments as well as influential scholars such as Micheal Ignatieff have

17 The basic assumption holds that in order to protect security, public interest must be weighed

supported it.
against human rights. If this means that the rights and liberties of minorities are limited than this is an
unfortunate side-effect of counter-terrorism measures, which is tolerated by the majority population. Other
scholars, such as for instance Daniel Moeckli, argue that the balancing metaphor is misleading and that for legal,
practical and public legitimacy reasons the right to non-discrimination and equality in the ‘War on Terror’ should
be upheld.'*® Additionally, human rights advocates such as The Eminent Jurists Panel, in its report on Terrorism,
Counter-terrorism and Human Rights, recommend that (preventive) counter-terrorism measures should respect
the rights of minority communities and be fully non-discriminatory.**’

Increasingly, human rights and civil rights organisations and community groups who stress the relevance
of assessing the discriminatory side-effects of counter-terrorism efforts are being heard by (inter-)national bodies.
For instance, in his 2010 European Counter-terrorism Strategy discussion paper, the European Counter-terrorism
Coordinator acknowledges the relevance of assessing the impact that counter-terrorism measures have on

minority groups.™° Also, although the majority of official evaluations on the impact of counter-terrorism do not

114 Committee of Experts on Terrorism (see note 108 above), p. 4.

115 Arun, Kundani, Spooked: How not to prevent violent extremism (London: Institute of Race Relations 2009), pp.23-24. Even though the new prevent
strategy was recently re-focused and recognized the issue, it may in practise remain problematic (House of Commons (see note 95), pp.4-5/13-17).

116 Andrew Ashworth, ‘Security, Terrorism and the Value of Human Rights’, in B.J Goold and L. Lazarus (eds). Security and Human Rights (Oxford: Hart
Publishing, 2007), pp.207-209, 224.

117 Michael Ignatieff, The Lesser Evil: Political Ethics in an Age of Terror (Princeton: Princeton University Press, 2004), p.46.

118 Daniel Moeckli, Human Rights and Non-Discrimination in the ‘War on Terror’, (Oxford: Oxford University Press, 2007), pp. 234-237.

119 International Commission of Jurists, Assessing Damage, Urging Action: Report of the Eminent Jurists Panel on Terrorism, Counterterrorism and Human
Rights (Geneva: International Commission of Jurists, 2009), pp. 116, 165.
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explicitly discuss the (potential) discriminatory effect, a few, such as the 2011 British review on Counter-terrorism
and Security Powers, address it."*! Despite these significant developments, the effect of most counter-terrorism
efforts on the rights and liberties of minorities is uncertain. This can be primarily attributed to the fact that
discriminatory side-effects are usually related to other human rights infringement, including fair trial, the right to
privacy, data protection and freedom of movement and expression. Therefore in this section the existing reviews
on preventive counter-terrorism measures are considered. This discussion is preceded by an introduction of the
(inter-)national standards on equality and the ban on discrimination.

Non-discrimination Standards in the European Union

In the EU the right to equal treatment and the ban on discrimination are fundamental human rights.
Discrimination between individuals on the basis of race, ethnic origin, religion, sex, sexual orientation, nationality,
language etc. is prohibited by several international conventions that are directly or indirectly applicable.'?* These

include almost all UN human rights conventions?

and the Council of Europe’s European Convention for the
Protection of Human Rights and Fundamental Freedoms (ECHR)***, especially Article 14, and the Twelfth Protocol
to the ECHR'. The EU legal framework that affects equal treatment and the prohibition of discrimination

includes the EU Race Directive, Anti-discrimination Directive,?® Privacy Directives,*”

Lisbon Treaty, and Charter
of Fundamental Rights.*?® The EU Race Directive, which seeks to curb discrimination on the basis of race or ethnic
origin, deals solely with equal treatment in the supply of goods and services and not with nationality and the
Lisbon Treaty, which prohibits discrimination on the basis of nationality, applies this prohibition only to EU
citizens.'”

Like other EU Member States, The Netherlands and the UK are party to most international human rights
conventions and subjected to the EU’s legal framework. Discrimination between individuals on the basis of race,
ethnicity, religion, sex, nationality, language etc. is prohibited by international conventions that are directly
applicable in the Kingdom of The Netherlands, as well as by the Dutch Constitution, the Equal Treatment Act, and
a number of provisions of criminal and administrative law.™° Article 1 of the Dutch Constitution, for instance
enshrines both a principle of universal equality and a ban on discrimination.**! Some of these statutory provisions
relate to institutional policy and the actions of police, security, immigration and customs officials. The Dutch Equal

121 House of Commons, Review of Counter-Terrorism and Security Powers: Equality Impact Assessment (London: British Government, 2011).

122 For more information see European Union Agency for Fundamental Rights, Handbook on European Non-discrimination Law (Vienna: FRA, 2011).
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128 The Charter of Fundamental Rights of the European Union (7 December 2000, amended 12 December 2007 Strasbourg) is not part of the Lisbon Treaty
(2007/C306/01), which modernised and reformed the Treaty on European Union and the Treaty establishing the European Community, but EU institutions
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residents cannot derive any rights from it; Article 18, Lisbon Treaty.

130 The Netherlands adheres to a monistic system in which international conventions and the decisions of organisations established under international law
are self-executing and do not have to be transposed into national legislation. See articles 93 and 94, Constitution of the Kingdom of the Netherlands, 12
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Treatment Commission, which is about to transform into the Netherlands Institute for Human Rights, is a
specialised body that promotes and monitors compliance with equal treatment laws.**

As the UK is the birthplace of Common Law, which predominantly depends on judicial precedents, the
doctrine of stare decisis, there is no written law apart from some special acts, administrative guidelines and
practise directions. Hence, there is no constitution, and international law only becomes directly applicable due to
special acts. For example, the ECHR was implemented with the 1998 Human Rights Act. Similarly EU legislation is
adopted and then transposed into national law.™*® Discrimination between individuals on the basis of race,
religion and belief, sex, sexual orientation, age, disability, gender reassignment and pregnancy and maternity is
prohibited by the Equality Act as well as a number of criminal (for example the Crime and Disorder Act) and
administrative acts. Furthermore, there is a general equality duty, which focuses on the elimination of unlawful
discrimination, the integration of equality and good relations in the everyday business, especially of public
authorities, and the Equality and Human Rights Commission is responsible for consultation and engagement,
monitoring and data collection as well as equality impact assessment. ***

Despite this significant legal framework applicant in the EU, the effect of most counter-terrorism efforts
on non-discrimination standards has received modest attention. Among other explanations this can be attributed
to the fact that even though according to international law non-discrimination is a non-derogable right, counter-
terrorism reviews, following the European Convention of Human Rights regime, have tended to focus on the
infringements on the primary human right, for example the torture prohibition, fair trial or freedom of
movement, rather than non-discrimination norms as such. **> Furthermore, even though expert opinion differs
when it comes to the absolute protection the prohibition of discrimination and the principle of equality, there is a
consensus that it is legitimate to draw distinctions on the basis of specific scrutiny tests, including proportionality,
effectiveness and necessity.**® This is clear from the case law of the European Court of Human Rights and the

Data Protection Convention of the Council of Europe.*®’

Goldschmidt and Rodriques, for instance, maintain that
whenever there is a breach of human rights, law enforcement officials must ask themselves whether the
advantages of profiling outweigh the disadvantages, and whether the objective cannot be attained in some less

extreme way. 138

Non-discrimination reviews

Even though in debates about preventive counter-terrorism measures the right to equality and the prohibition of
discrimination are receiving ever increasing attention, the issue of non-discrimination remains ambiguous due to
legal, political and social factors. The UK government’s counter-terrorism strategy reflects this ambiguity as,
although there is no explicit mention of a specific focus on the Muslim community at a national level, it is implicit
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in many of the programmes.™> Combined with the fact that the website of a specific police force does make such

a focus explicit, this might be seen as indicative of how the terrorist threat is perceived by elements of the UK

132 For more information see Dutch Equal Treatment Commission, ‘Homepage’ (CGB, 2011). http://www.cgb.nl/english. Retrieved 4 March 2011; Dutch
Human Rights Institute, ‘Home’ (CGB, 2011). http://www.naareenmensenrechteninstituut.nl/. Retrieved 4 March 2011.

133 Neil Davidson, Davidson Review: Implementation of EU Legislation (London: The Stationary Office, 2006), p.12.

134 Equality and Human Rights Commission, Public Sector Duty, http://www.equalityhumanrights.com/advice-and-guidance/public-sector-equality-
duty/introduction-to-the-equality-duty/. Retrieved 7 April 2011; Equality Act, 2010, Section 149. For more information see the website of the Equality and
Human Rights Commission, Retrieved 4 April 2011.
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Racism and Intolerance (ECRI) General Policy Recommendation No 11 CRI(2007)39 of 29 June 2007 on Combating Racism and Racial Discrimination in
Policing, p 9.

137 European Court of Human Rights, Timishev v Russia, Application no. 55762/00, 55974/00, Judgment of 13 December 2005, sections 56-58; Council of
Europe Convention 1981/108 of 28 January 1981 on the Protection of Individuals with regard to Automatic Processing of Personal Data.
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Bedreiging Vormen voor de Openbare Orde en Veiligheid’ [The Use of Ethnic and Religious Profiles in Preventing and Investigating Criminal Offences that
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government.™® The EU also appears to make an effort to stress that ‘the threat comes not only from Islamist
terrorism, but also from separatist and anarchist terrorists.”*** The Dutch government, more specifically the NCTb
and AIVD, states that it does not specifically focus its ‘broad approach’ on a certain group or ideology, but at the
same time does imply quite clearly that in the 21% century the terrorist threat derives mostly from Islamist groups
and individuals.'*

Some preventive counter-terrorism measures distinguish by their very nature. For instance, restrictive
measures on admission or travel bans in the EU are focused on persons and entities involved in terrorist acts.*
They therefore distinguish between immigrants who are believed to be associated with terrorism and those that
are not. To a certain extent, the discriminatory side effects of preventive security measures are tolerated by
society at large. The majority population in several EU member states may not be aware of or concerned with for
example the fact that the minorities who personally or as part of their household own a car have a higher
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likelihood to be stopped by law enforcement officials.”™ Additionally, many EU citizens do not know that minority

groups are generally less aware of anti-discrimination legislation compared the majority population and therefore
rarely issue complaints.*®

Furthermore, discrimination usually occurs in combination with an infringement on other rights such as
the freedom of movement. For instance, police stops in theory affect the entire population, but in practice may
18 Last but not

least, notwithstanding a number of official evaluations, there are few empirical studies that independently

sometimes be implemented selectively against one ethnic or religious group (‘ethnic profiling’).

substantiate different treatment in the EU, The Netherlands and the UK. In the subsequent section, a number of
existent reviews of (preventive) counter-terrorism measures and references to non-discrimination are considered.

Reports about the European Union
International human rights committees and civil society organisations have stressed the risk of the negative
impact of EU counter-terrorism measures on minorities and immigrants for a number of years. Common side-
effects concerns relating to preventive counter-terrorism measures include the violation of the presumption of
innocence, the privacy of individuals and personal data protection, as well as the stigmatisation of entire or ethnic
or religious groups and the presumption of the existence of collective sins by, for instance, coupling ‘terrorism’ to
‘Islam’ in a nations collective memory. **’ Security measures such as the aforementioned personal databases and
detection and identification technologies have a tendency to become permanent, thereby normalising the
exception. The European Data Protection Supervisor has expressed his concern about the (mis)use of personal
data, which in combination with the broad powers of national authorities could lead to discrimination and
stigmatisation.148

Also, it is not just a question of whether or not people with a minority and immigrant status in the EU are
disproportionally affected by preventive counter-terrorism measures, the very fact that they experience or
perceive being treated differently creates anxiety, mistrust, resentment and disengagement.’* For example,
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Been Let out of the Bottle?: Ethnic Profiling in the Netherlands, Public Space: the Journal of Law and Social Justice, vol.5, no. 2, 2010, pp. 1-21; Frank
Bovenkerk , Wie is de Terrorist: Zin en Onzin van Ethnic Profiling [Who is the Terrorist? Sense and Nonsense of Ethnic Profiling] (Rotterdam: Ger Guijs, 2009).

147 Agnes Hankiss ‘Cornerstones of the EU’s Counter-Terrorism Strategy’ (Hungarian Civic Union in the European Parliament, July 2010); ENAR (see note 136
above), pp.8-9; Open Society Institute (see note 39 above); Office of the High Commissioner of Human Rights (OHCHR), Human Rights, Terrorism and
Counter-Terrorism: Factsheet No.32 (Geneva: OHCHR, 2008), pp.37-38.

148 European Economic and Social Committee, Soc/388-CESE 1570/2010 of 31 March 2011 on the EU Counter-Terrorism Policy, p.7.
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significant numbers of European Muslims feel that since 9/11 they are under surveillance and experience this as a
form of stigmatisation. Therefore any potential benefits that this practice offers from a counter-terrorism
perspective must be weighed against the increased alienation and stigmatisation that it engenders. As the
effectiveness of preventive counter-terrorism measures is hard to judge, one wonders when their
implementation is justified and when it can be counterproductive: could these measures mobilise the very
individuals and groups they are supposed to prevent from turning to political violence?**°

Even though during the last decade civil society has sometimes had difficulties in having its cases heard
and systematic evaluations of counter-terrorism measures in terms of effectiveness and their impact on human
rights have been modest, there are signs that EU politicians and policymakers are becoming more receptive

towards the issue of non-discrimination and equality.™"

The EU Agency for Fundamental Rights has conducted
several studies in relation to discrimination after 9/11 and has published reports on ethnic profiling. **?
Furthermore, in his 2010 European Counter-terrorism strategy discussion paper, the European Counter-terrorism
Coordinator acknowledges the relevance of assessing the impact on minority groups, both in the context of
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radicalisation as well as recruitment.” Moreover, the European Parliament has expressed interest in evaluating

the side-effects of preventive counter-terrorism policies.™*

Reports about The Netherlands

In relation to (preventive) counter-terrorism measures non-discrimination concerns are not widespread in Dutch
political and public discourse. A January 2011 government evaluation of Dutch counter-terrorism measures
concludes that there are no grounds to assume they violate basic human rights standards as set by the European

Convention on Human Rights.155

In addition to the fact that this conclusion is based on the government’s own
evaluation and not that of the European Court of Human Rights (ECHR), assessments by international human
rights committees present a slightly different point of view. A 2009 Council of Europe report on The Netherlands
expressed concern with the legislative and administrative counter-terrorism measures enacted by the Dutch
government. For example, it argued that terrorism was too broadly defined in Dutch law, thus running the risk
that far-reaching investigative measures and severe penalties can be used too widely and indiscriminately.™® That
same year, the UN Human Rights Committee published its Concluding Observations on The Netherlands, in which
it expressed similar concerns, citing inter-alia the lack of judicial oversight on the use of exclusion and disturbance
orders and the relatively indiscriminate use of telephone taps."’

Although the Dutch government does not acknowledge the need for specific evaluation in relation to non-
discrimination, some evaluations of preventive security measures such as of the compulsory identification and
preventive searches mention it. In 2005, the legal obligation to permanently carry ID documentation was
introduced as a preventive (security) measure, which automatically abolished the requirement that no one could
be asked to produce his or her ID unless suspected of a specific offence.”® According to the Minister of Justice,
the requirement that police personnel stick to the ‘reasonable exercise of one’s duties’ constituted a sufficient
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151 European Parliament Committee on Civil Liberties, Justice and Home Affairs (see note 2 above), pp. 2-3; Open Society Institute (see note 39 above);
ENAR (see note 136 above), pp.6-7; European Economic and Social Committee SOC(2011)388 of 31 March 2011 on the EU Counter-Terrorism Policy, pp.4-6.
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156 Council of Europe Report CommDH(2009)2 of 11 March 2009 on the Commissioner for Human Rights Mr. Thomas Hammarbergs’s visit to the
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157 United Nations Human Rights Committee CCPR/C/NLD/CO/4 of 25 August 2009 on Concluding Observations of the Human Rights Committee on the
Netherlands, pp.8-10.
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safeguard against the indiscriminate use of this measure.”® However, evaluation has shown that compulsory
identification is relatively ineffective, that it was (initially) applied too widely, and that contrary to what had been

180 1t should be noted, however,

feared within civil society, there is no evidence of an increase in discrimination.
that this latter conclusion was substantiated using information from investigating officers and supervisory
officials; scholars have drawn attention to the risk of prejudice in this matter.®® Another consequence of
compulsory identification is that the increased checks on aliens are impeded by the absence of valid identity
documents or residence permits.*®?

Since 2002 anyone within a designated ‘security risk zone’ during a set period of time may be subjected to
a ‘preventive search’ by law enforcement officials in The Netherlands. This instrument was introduced at
municipal level as an additional means of maintaining public order or searching for weapons. These powers are
vested in the mayor by means of a by-law, which is passed by the municipal council after consultations between
the mayor and the public prosecutor.’®® A number of permanent security risk zones have been designated in

order to facilitate investigations relating to crimes of terrorism.®*

The instrument of preventive searches has
implications for the presumption of innocence, the freedom of movement and the right to privacy, and may lead
to ethnic profiling. Although preventive searches enjoy political and public support and there exists a draft Act
that would extent the occasions on which they could be used, various stakeholders feel that this measure could
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be applied selectively.”™ Partly due to this criticism the Dutch National Ombudsman is currently investigating this

power.166 Several evaluations, among others in Rotterdam and Amsterdam, have shown that it is unclear whether
preventive searches are effective.'®’

Even though Dutch civil society advocates on an equality platform, it has not been extremely vocal about
discrimination and equality in relation to (preventive) counter-terrorism measures. For instance, when in 2010,
just before Christmas, 12 Somalis were arrested for possibly being involved in a terror plot, there was a lot of
media coverage. However apart from a few Somali minority organisations civil society did not react

significantly.’®® Some awareness-rising and advocacy has been conducted in relation to data collection, storage,
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170 35 well as ethnic profiling'’*. Furthermore, the Dutch government perceives

and mining™®, migrants in the EU
the role of civil society in relation to (preventive) counter-terrorism as rather instrumental. For example, the
national counter-terrorism strategy 2011-2015 states that civil society can contribute to a realistic and positive

perspective about The Netherlands abroad, but civil society as such was not actively consulted in its design.'’

Reports about the United Kingdom

With the attacks on New York, Madrid and London still well-entrenched in European citizens’ collective
memories, a focus on Jihadist extremism is to be expected in the UK. Yet, through a (perceived) exclusive focus of
preventive counter-terrorism measures on the Muslim community, states including the UK run the risk of
discriminating and isolating precisely those citizens whose support and cooperation is deemed essential to detect,
prevent and halt radicalisation and terrorism. British Muslim and human rights organisations have expressed
grave concerns with the government’s ‘prevent-strand’.'”®> According to these organisations, a prime ground for
concern is that the government deals with the Muslim community from a counter-terrorism point of view,
treating all its members as potential terrorists. Not only does this stigmatise and alienate an entire community,
undermining the trust that is essential for real progress on preventing radicalisation to be made, it also fans the

flames of the growing Islamophobia in the UK.'"*

Furthermore, in 2010 the UN Human Rights Committee
published its Concluding Observations on the UK in which it expressed concerns, citing inter-alia the lack of
judicial oversight on the use disturbance orders and exclusion orders.*”

Local authorities in the UK have been criticised for their use of covert surveillance. It appears that some
municipalities have abused these powers to investigate citizens for minor infractions instead of using them to
fight and prevent serious crime and terrorism, and that use of the Act has not been subjected to the appropriate
judicial review.'® In fact, the clandestine gathering of intelligence on individuals belonging to the Muslim
community is one of the key criticisms that the British human rights organisation Liberty puts forward in its

review of the ‘prevent strand’ of Contest.'”’

Although it is not clear from the Liberty report whether these
activities are undertaken on the basis of the 2000 Regulation of Investigatory Powers Act mentioned earlier, their
consequences appear to have been counterproductive. For example, by using community service providers such
as teachers as first-line intelligence gatherers for the security services, the trust that is essential for successfully
carrying out such occupations has been undermined. Without this trust, community service providers will be hard
pressed to gain the level of engagement, particularly with the young, necessary for ‘challenging extreme views
which may lead to violence.”*”®

Furthermore, ‘prevent’ has embedded police officers in Muslim organisations in order to improve the
governments’ awareness of local developments. But through such practices, the credibility of these organisations
has been undermined and British Muslims have started to feel stigmatised by what appears to be round-the-clock

surveillance motivated by little else than their religious convictions.’”® There is a true danger here, for ‘if
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Antiterrorism Legislation Reviewed], (Utrecht: Aim For Human Rights, November 2005), pp. 20-21.
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discrimination that specifically targets Muslims is not taken seriously, it negates one of the government’s own
intentions to address grievances that terrorists can exploit.”*® In fact, an ‘equality impact assessment’ undertaken
by the British government to complement its counter-terrorism measures review states that ‘it is likely that the
majority of those arrested under counter-terrorism legislation since 2005 would describe themselves as

Muslims.” 8!

Preliminary Conclusion

The threat of terrorism and serious crime is leading the EU and member states such as The Netherlands and the
UK to design and adopt prevent counter-terrorism measures, which affect human rights compliance. Existing
national and international human rights frameworks prohibit discrimination in all of its forms, yet some
preventive measures as practiced by the EU, the UK and The Netherlands have in the past led to or could in the
future lead to the stigmatisation of entire ethnic and religious communities, most notably by stressing an implicit
general connection between Islam and terrorism. Despite a lack empirical based studies and evaluations,
academics and civil society organisations have been drawing attention to the potential for discrimination inherent
in such counter-terrorism instruments. Perhaps the most telling indicator is the finding that minority communities
in Europe feel that they are unduly targeted by the authorities as potential suspects, purely on the basis of their
religion or appearance. Even if this is sometimes mere perception, it nonetheless influences polarisation and
distrust versus the government. Henceforth state compliance with non-discrimination standards may contribute
to legitimising preventive counter-terrorism laws and policies throughout society, and not just among the
majority population.

Reflections

This study discusses the prevention focused approach to counter-terrorism by European authorities and whether
its (possible) discriminatory side-effects require systematic evaluation. The need for greater scrutiny of counter-
terrorism legislation and policies increases as the European Union (EU) and its member states seek to support
improved understanding and exchange of good practices in preventing terrorism under the Stockholm
Programme. At present few independent assessments of (preventive) counter-terrorism measures in the EU and
The Netherlands and to lesser extent the UK exist. Recalling the issues which are at stake, this is a shortcoming
which deserves to be addressed forthwith. Therefore, this research paper calls for a coherent and systematic
evaluation of (preventive) counter-terrorism legislation and policies in the EU as well as its member states.

Preventive counter-terrorism measures are appealing because they imply interventions that remove the
ability or, better still, the motivation of potential terrorists to carry out their lethal designs. On paper, the Dutch
and British governments, as well as the EU, underline their dedication to preventing terrorism by addressing the
factors conducive to the spread of violent extremism, through intervening early to disrupt radicalisation processes
and via introducing a range of special measures such as for example stop and search practices. But the difficulties
associated with actually addressing these highly complex problems at the international level and the more
pressing necessity of being seen to prevent terrorist attacks on the home front seems to have led the EU, the UK
and The Netherlands towards a more limited form of preventive counter-terrorism that focuses mainly on
domestic threats.

Yet as this preliminary study has shown, it is debatable whether this limited domestic focus is truly
preventive in the sense of seeking to remove the factors that could contribute to the choice of individuals or

180 An-Nisa Society (see note 173 above), p. 1.
181 House of Commons (see note 121), p. 8.
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groups to turn to political violence. Although the EU, UK and The Netherlands are ostensibly committed to such
policies, in the day-to-day reality this commitment is sometimes seen to get pushed to the background by a more
reactive desire to sentence, disrupt or collect information on individuals of whom there already exists a strong
suspicion that they are involved with terrorism-related activities. ‘Prevention’ thus becomes much more narrowly
focused on stopping potential suspects from committing a terrorist act rather than attempting to remove such
individuals’ motivation for taking up arms against the government and its citizens.

Of course, a government’s duty to protect its citizens and maintain national security warrants such a more
restrictive form of prevention. But as this research paper has indicated, the problem with such an approach is not
just its limited dedication to addressing the actual grievances that may inspire terrorism. Various legal reforms in
the UK and The Netherlands have strengthened the power of the executive branch of government to an extent
that could be considered, disproportionate and unnecessary, restricting human rights of Europeans and
immigrants in the name of countering terrorism. The collection of large amounts of personal data breaches the
presumption of innocence by indiscriminately gathering information regardless of whether or not the person in
question is actually suspected of involvement in a crime. Coupled with the use of profiling techniques that target
very broad segments of society such as Muslims and foreign nationals breaches (inter-)national non-
discrimination standards. Furthermore, ethnic profiling has proven quite ineffective - and sometimes even
counterproductive - in actually combating terrorism.

One of the side effects of the preventive approach to counter-terrorism is that it may breach non-
discrimination standards. Thus, while prevention in the narrower sense of, for example, disrupting existing
terrorist networks or stopping imminent attacks is certainly legitimate, there are two specific grounds for
concern. The first regards proportionality and necessity; arguably, many of the preventive counter-terrorism
measures outlined in this research present risks to (democratic) oversight procedures and human rights
compliance that exceed their potential benefits as counter-terrorism instruments. Henceforth any non-
discrimination or equality impact assessment should incorporate both integral as well as per (preventive) counter-
terrorism law or policy whether the measure was (and still is) necessary and proportional. This assessment should
be transparent and conducted on the basis of involvement and consultation with external and internal
stakeholders. Furthermore, (independent) research and collecting qualitative and quantitative data is a pre-
condition for a thorough evaluation. The second concern is that the efficacy of these (preventive) counter-
terrorism measures ranges from uncertain to distinctly counterproductive, as is the case with data mining and
ethnic profiling techniques. This makes it all the more important to critically assess the desirability of adopting
stringent counter-terrorism legislation, administrative measures and the creation of ever-larger and
interconnected databases containing personal data. Preventive counter-terrorism legislation and policies that sort
little effect and discriminate delegitimize counter-terrorism efforts of European authorities and may alienate
minorities.
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