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The field of cyberterrorism has existed for as a long as it has been possible to interdict or 

compromise computer systems. While contributions of scholars, researchers, and practitioners 

have enriched discussions, there are longstanding and unresolved issues of definition which 

can give rise to confusion. Does cyberterrorism mean attacks only by individuals groups that 

fall within widely accepted definitions of “terrorist” or “terrorist organizations?” To what 

degree does the aim or intention of the malicious actor matter? For the purposes of the present 

volume, this study (without sidestepping these questions) examines attacks against computer 

infrastructure and Critical Information Infrastructure (CII) by all actors with capability, and 

not just groups such as Al-Qaeda or ISIS. As the author notes and establishes early in his 

discussion, this is necessary given that while conventional terrorist groups  might have  intent, 

they have not to date  acquired the capability to carry out a genuinely destructive cyber-attack 

of the type that might lead to major loss of life or infrastructural damage. It is (for the most 

part) states which have this capability. Cyber prevention and preparedness covers a wide range. 

This three-part chapter includes technical aspects of cyber protection, systems (and people) 

resilience, risk mitigation, as well as nurturing talent within a viable cyber ecosystem. Three 

case studies (Estonia, Singapore, and the US) are given where these and other relevant issues 

are examined.  
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Part I - Introduction 

 

Meaning of “Cyberterrorism:” Past, Present, and Future 

What is cyberterrorism? Is cyberterrorism simply terrorist acts (causing death, serious 

disruption, fear in the target population, attempting to change the ideology of a people) carried 

out using digital or cyber electronic means, or does it involve  cyberattacks carried out by 

terrorists and terrorist groups? Does the actor actually matter? Can cyberterrorism technically 

speaking be done by a state?  

In 1997 Mark Pollitt, special agent for the FBI, offered an early working definition of 

cyberterrorism: “Cyberterrorism is the premeditated, politically motivated attack against 

information, computer systems, computer programs, and data which result in violence against 

non-combatant targets by sub national groups or clandestine agents.”1 

It is tempting, following Pollitt’s influential - and early - attempt at definition, to simply 

suggest that cyberterrorism can only be committed by what are considered terrorist 

organizations (that is, non-state actors or the clandestine agents highlighted by Pollitt). But 

consider another relatively early, and still useful definition from James Lewis, who in 2002 

defined cyberterrorism as “the use of computer network tools to shut down critical national 

infrastructures (such as energy, transportation, government operations) or to coerce or 

intimidate a government or civilian population.”2 Lewis’ definition is similar in some respects 

to Pollitt’s, but Lewis leaves open the possibility that state action might be caught within his 

definition as well.  

Finally, consider a widely-cited definition by Dorothy Denning:  

 

“Cyberterrorism is the convergence of cyberspace and terrorism. It refers to 

unlawful attacks and threats of attacks against computers, networks and the 

information stored therein when done to intimidate or coerce a government or 

its people in furtherance of political or social objectives. Further, to qualify as 

cyberterrorism, an attack should result in violence against persons or property, 

or at least cause enough harm to generate fear. Attacks that lead to death or 

bodily injury, explosions, or severe economic loss would be examples. Serious 

attacks against critical infrastructures could be acts of cyberterrorism, 

depending on their impact. Attacks that disrupt nonessential services or that are 

mainly a costly nuisance would not.”3 

 

Denning is precise when it comes to what types of acts constitute cyberattacks, and, like Lewis, 

is actor-agnostic: her definition leaves open the possibility that actors apart from conventional 

non-state terrorist groups and organizations might be caught.  

Past surveys of experts aimed at either arriving at definitions of cyberterrorism (or indeed 

aimed at eliciting views on whether a definition is necessary) tend to have shown more than 

anything else that there is no single accepted definition; nor is there likely to be one in the near 

future.4 This chapter avoids tendentious discussions on contested definitions of cyberterrorism; 

nor for that matter has this author chosen to dwell on the vexed question as to whether or not 

all cyberattacks are cyberterrorism attacks.5 The first part of this chapter is a discussion of 

cyberattacks by what are conventionally understood as terrorist organizations. Following this, 

in the second part of the chapter the discussion is broadened to study cyberattacks by 

malevolent actors. These could be state and non-state actors; necessarily, the instruments could 

be used by terrorist groups or individuals. Preparedness against, and prevention of, 

cyberattacks are then discussed with three case studies (the US, Estonia, and Singapore) in the 

third and final part of this chapter.  
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Cyber Attacks by Terrorist Organizations 

Cyber-attack plotting by terrorist organizations has a long history. This section discusses two 

periods: the late 1990s to early 2000s where cyber-attacks were largely aspired to, to early 

2000s to 2015 when intent became more visible.  

 

 

1990s –2000s: Aspiration 

Terrorist groups such as Al-Qaeda have had a presence on online platforms since the late 

1990s.6 Using the internet was (and is) cheap and (relatively) anonymous; it also bypassed 

mainstream or traditional news sources with the websites and forums, certainly in the earlier 

phase, largely free from any meaningful censorship. This route also provided the means to 

quickly reach a growing audience.7 

Al-Qaeda’s leadership had, from early on, a vision of attacking Western critical 

infrastructures, and it does seem that this vision could have encompassed remote attacks by 

computer or digital means.8 This aspirational goal devolved in time to the wider Al-Qaeda-

sympathetic diaspora, members of which would, from time to time in the 2000s, make claims 

on various online platforms concerning the development of cyber/hacking capabilities and 

impending cyber-attacks (such as DDoS attacks). In general, these either never materialized or 

were markedly unsuccessful.9 

From time to time, individuals who claimed some sort of affiliation or link to Al-Qaeda 

would gain something of a reputation for hacking prowess. An example was Younis Tsouli, 

who became infamous as “Irhabi 007” (“Terrorist 007”) from 2003 until his arrest a few years 

later. Starting out in various extremist forums where he uploaded instruction manuals on 

computer hacking, he began to support online operations linked to Al-Qaeda, and in 2005 

became the administrator of the extremist internet forum al-Ansar. Tsouli’s actual hacking 

ability appears to have been moderate at best, but by the time of his arrest by October 2005 he 

had gained a wide reputation as a hacker of some prowess, as well as having the ability to 

securely distribute across the internet Al-Qaeda’s messages.10 

 

 

2000s – 2015: Intent 

From the early to mid-2000s, governments, analysts, and observers began to have a 

heightened appreciation of how terrorist organizations (such as Al-Qaeda and Hezbollah) were 

becoming more adept in their understanding of the possibilities that the internet and digital 

technologies afforded them, and how this could in turn lead to a mastery of the tools needed 

for a successful cyberattack.11  

In 2011, an Al-Qaeda video called on followers and sympathizers to launch cyberattacks 

against Western targets. The video, which came to public attention the following year, 

apparently observed that the US was vulnerable to cyberattacks, just  as airline security was 

vulnerable in 2001 in the period leading up to the 9/11 attacks. The video called on Muslims 

“with expertise in this domain to target the websites and information systems of big companies 

and government agencies.”12 However, no cyberattack from Al-Qaeda Central ever seems to 

have materialized.  

There was an uptick in interest, and in the number of groups themselves, after the 

declaration of the Caliphate in 2014.13 ISIS, as well as various pro-ISIS influencers and 

cheerleaders were keen in disseminating key texts online, or dispense advice to jihadi aspirants, 

through various online means, including (besides mainstream online platforms) encrypted 

messaging apps such as Telegram, which have become increasingly popular, notwithstanding 

recent crackdowns by Telegram itself and by national governments. Needless to say, these 

platforms and apps were instrumental for many individuals on various points of their 
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radicalization journey to meet each other virtually, exchanging views and information, and, 

through this discourse, further influencing or reinforcing each other’s beliefs. Further, there is 

evidence that plotting of terrorist attacks has increasingly taken place on social media, 

encrypted messaging apps, or the “Dark Web.” In some cases, the perpetrator can be guided 

“remote-controlled,” as it were, by an overseas mastermind, sometimes in near real-time.14 

These areas have become an increasing focus of concern for security agencies. 

While various ISIS media units have been successful in disseminating messages and 

slickly-produced propaganda online, the lack of genuine cyber disruptive capability could be 

said to have continued on into the ISIS era. Threats of hacking were not altogether infrequent. 

On 11 May 2015, Rabitat Al-Ansar, a pro-ISIS collective, released a video titled, “Message to 

America: from the Earth to the Digital World,” threatening hacking attacks against American 

and European targets. The following year, it tweeted plans to hack US targets, including 

government websites on 11 September 2015; these appear not to have materialized.   

At an individual level, ISIS members or individuals with pronounced pro-ISIS sympathies 

did have some technical knowledge of the type to create basic attacks, and, in some cases, were 

able to co-opt cadres of like-minded individuals to attempt attacks. A prime example is Junaid 

Hussain Abu Hussain al-Britani, a UK national who went to Syria in 2013. Prior to his move, 

he appears to have been a hacktivist with allegiance to various causes (including the Palestinian 

cause, and against far-right groups in the UK; an illustration of the point that the line between 

hacktivism and cyberterrorism may sometimes be not all that clear-cut),15 as well as associating 

with well-known hacking collectives such as Anonymous. He also founded “Team Poison,” 

responsible for hacking NATO, and the British Ministry of Defense. He was jailed in 2012, 

with his incarcerations playing some part in hardening his views. After his release, he 

resurfaced in Syria, becoming not simply a key ISIS influencer on Twitter, but, it appears, an 

important member of ISIS’ cyber offensive operations team. During this time Junaid attempted 

attacks against various websites linked either directly or indirectly with the anti-ISIS coalition 

(or against countries that supported anti-ISIS efforts).16  

Other pro-ISIS elements have had basic hacking and data exfiltration ability. In 2016, Ardit 

Ferizi, originally from Kosovo, became the first person ever prosecuted in the US on 

cyberterrorism charges, in a case that, according to US officials, represented “the nexus of the 

terror and the cyber threats.”17 Ferizi (who was sentenced to 20 years imprisonment), went 

online by the moniker Th3Dir3ctorY, was arrested in Malaysia (where he had been studying 

computer science) in October 2015. According to the US federal criminal complaint filed 

against him, Ferizi and his associates stole the personal information of more than 1,300 US 

military and government personnel through hacking an unnamed US company. This personal 

information was then passed to Junaid Hussain, who, in the name of the Islamic State Hacking 

Division (ISHD), released details of these individuals in August 2015 - the same month that 

saw him killed in a drone strike. The publication of the “kill list” was something of a minor 

propaganda coup.18 But some of Hussain’s “kill list” releases were actually not hacks nor the 

exfiltration of data, but detailed open source research.19 Indeed, in the recent history of doxing 

and the release of kill lists, the sense is that these were not highly sophisticated attacks, with 

some of these releases involving (essentially) repackaged information available elsewhere.20 

A case in point was the January 2015 hack of the CENTCOM (US Central Command) Twitter 

and YouTube pages. Besides posting threatening messages against the US on the pages, what 

appeared to be US military documents (although not classified) were released.21 This was not 

a hack into a sensitive military network, and was characterized (although something of a 

propaganda coup by the perpetrators, who may have included Junaid Hussain) as “cyber-

vandalism.” by US authorities.22  

Pro-ISIS online groups such as the United Cyber Caliphate have continued what could be 

best described as low-level hacks, attempting DDoS attacks in 2016 and 2017.23 The attacks 

were mainly focused on targets in the Middle East, and although some of the targeted sites 
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appear to have been briefly knocked offline, the action points more towards a kind of 

resourcefulness rather than a high level of technical mastery.24 Separately, hackers sympathetic 

to some degree to ISIS – in this case the group known as the Tunisian Fallaga Team – carried 

out a series of attacks against the UK’s National Health Service (NHS) – involving defacing 

websites to show gruesome images of the Syrian Civil War.25 

Overall, the cyber offensive ability of groups conventionally thought of as terrorist 

organizations (such as Al-Qaeda or ISIS) should be considered to be of a fairly basic order, 

with no compelling evidence that these groups have been able to launch a full-scale cyber-

attack of the type that causes harm, death, or destruction, or which has instilled fear in the 

population of a country.26 While concern over potential cyberattacks has grown in recent years, 

commensurate with the growth in digital and cyber infrastructure, the vast majority of serious 

attacks that have caused either serious damage or disruption (or monetary loss) can be traced 

to criminal organizations, or states, but not to terrorist organizations. It is states, for the most 

part, who up till this point of time have a serious capability in the cyber sphere to cause 

destruction through cyber/digital means.27 

The remainder of this chapter does not confine itself to what governments and the private 

sector have done to protect against attacks by terrorist groups or subnational groups. Good 

prevention and preparedness does not by its very nature attempt to distinguish who the 

malicious actor is, and national preparedness has to be premised facing major threats first, 

whatever their origin. As Gen. John Gordon, Assistant Secretary for Intelligence at DHS (also 

at the time serving as chairman of the Homeland Security Council), observed at the RSA 

Conference in 2004, “The damage will be the same whether the attacker was a bored teenager, 

an organized criminal or a [hostile] nation or state. We need to focus on the vulnerabilities—

and not get too hung up on who the attacker will be.”28 

 

 

Cyber Attacks by Malevolent Actors 

While terrorist groups lack the ability to severely impair the operations of state machinery, 

technologically advanced states with resources and developed cyber offensive capabilities can 

(given time and planning) severely impact terrorist organizations through cyberattacks (for a 

sense of what the various actors are capable of, see Figure 1). In 2016, the US Cyber Command 

and the National Security Agency commenced a major cyber operation, Glowing Symphony, 

which severely impacted ISIS’ media operations.29 In a separate operation from the same year, 

cyber operatives from the Australian Signals Directorate hacked into ISIS communications 

thousands of miles away, interdicting ISIS communications, directly assisting anti-ISIS 

coalition forces about to launch a major operation.30 

In the pursuit of national objectives, states – and for the time being states alone - can deploy 

cyber weapons capable of physical damage. In the earlier era, assumptions on hacking and 

computer network attacks tended to take into account compromises of computers or networks 

(“disruptive” activity), assuming that critical infrastructures were less vulnerable as they were 

far more difficult to penetrate.31 These assessments for the 1990s and most of the early 2000s 

were correct at that time, but events in recent years have shown that this assessment can no 

longer be regarded as tenable. As computer networks have become increasingly enmeshed with 

critical infrastructure, corresponding vulnerabilities have multiplied. This means that the attack 

surface has grown dramatically in recent years. One of the earliest cyberattacks that caused 

physical damage is Stuxnet, a malware which was responsible for causing damage at the 

Iranian uranium enrichment facility in Natanz between 2009 and 2010.32 Stuxnet is commonly 

agreed by experts to have been the joint creation of the security services of the US and Israel 

(although both countries have not officially accepted responsibility). 
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Figure 1. Cyber Attacks from Actor to Aim 

 
  Actor Target Attack mode (Primary) Aim/ 

Motivation 

Cyber 

Warfare 
• States • Military and 

civilian 

infrastructure, 
CII (critical 

information 

infrastructure) 

• Private sector 

• Private Sector 

(ICS, SCADA 

systems) 

• Civilians 

• Government 

institutions 

• Terrorist 

groups and 
non-state actors 

• APTs (Advanced 

Persistent Threat) 

and other 
malware 

(including 

implanting 
malware/APT 

reconnaissance 

prior to open 

hostilities)  

• Social 

engineering 

• Phishing attacks 

• Watering hole 

attacks 

• IOT attacks 

• Botnet Attacks 

• Disinformation 

campaigns/ 

influence 
operations/ 

attacks against 

election system 
 

• Force 

surrender; 

• Negotiated 

settlement on 

favorable terms 

• Degrade 

opposing side’s 

ability in 
peacetime/ 

prior to 

commencement 
of declared 

hostilities 

• Subversion/ 

undermine 

resilience of 
target 

Cyber 

Espionage 
• States 

 
 

• State 

infrastructure/ 
military-

industrial 

complex 

• Private sector 

• ICS, SCADA 

systems 

 

• APTs 

• Data exfiltration 

• Social 

engineering 

• Theft of 

intellectual 
property / 

commercially 

sensitive or 
valuable 

information 

Cyber Crime • Criminal 

groups 

(including 
criminal groups 

acting on 

behest of 

states);  

• States 

• State 

infrastructure 

• Private sector 

 

• Malware 

(including 

ransomware) 

• APT 

• Social 

engineering 

• Phishing attacks 

• Watering hole 

attacks 

• IOT attacks 

• Botnet attacks 

 

• Financial gain 

Ideological/ 

Cause-based 

attacks/ 

Hacktivism 

• Extremist /anti-

establishment  
groups; 

• Black Hat 

hackers 

• States 

• Private sector 

• DDoS 

• Phishing 

• Basic malware 

• Defacing 

websites 

• Doxing 

• Force political 

/social change 

• Sow fear in 

target 
population 
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Computer malware can cause physical damage and potentially loss of life (even though the 

latter has not yet happened). In recent years, analysts therefore have been forced to treat 

malware-based attacks against critical infrastructure (including ICS (Industrial Control and 

SCADA (Supervisory Control and Data Acquisition) systems as a serious cyber threat. 

Another case in point is an attack against an unnamed steel mill in Germany that occurred, 

it appears, sometime in or just before 2014. The malware affected the operations of a blast 

furnace, causing a great deal of (unspecified) damage.33 The malicious actor, not formally 

named, deployed tolls and showed skills of a high level. These included a combination of spear 

phishing, social engineering methods aimed at particular individuals, as well as familiarity with 

the not just conventional IT security systems but also mill’s specialized control systems.34 

Many cyberattacks fall just short of those described above in terms of severity (or 

immediacy) but still have a serious fallout.  Saudi Aramco, the state petroleum and natural gas 

company of Saudi Arabia, was hit by a major cyberattack in August 2012 that affected 30,000 

workstations. Critical files were overwritten with an image of a burning American flag. A 

group “Cutting Sword of Justice” claimed the attack was in retaliation for the Saudi regime’s 

“crimes and atrocities taking place in various countries around the world.”35 The malware had 

a data wiping capability, and could thus be considered destructive to some degree as opposed 

to simple DDoS style attacks.36 The attack was seen by some as a hacktivist attack, but state 

responsibility (possibly Iran) cannot be ruled out.37 

Some cyberattacks exhibit more aspects of reconnaissance, probing vulnerabilities, or 

deployment of assets in advance of (or in preparation for) the outbreak of hostilities. From 

around 2016, for example, there began to be reports of Russian attempts to probe the US power 

grid. No physical damage was caused, and the probing appears to have been more of a sniff 

out vulnerabilities operation.38 The US appears to have returned the favor, with evidence 

suggesting that relevant agencies have begun in recent years to aggressively intensify existing 

efforts to probe and implant malware in the Russian power grid.39 

Government control over their cyberweapon creations is not fool proof: malware that is 

kept for use at a later date (or else meant for a specific use) can escape “into the wild” and be 

used by others. An example is the EternalBlue exploit, allegedly stolen from the National 

Security Agency (NSA) in 2016 and leaked online in April 2017 by a group known as Shadow 

Brokers. This, in turn, enabled high profile cyberattacks, including the infamous WannaCry 

attacks, used by states as well as cybercriminals, as well as the 2017 NotPetya malware 

campaign, which crippled parts of the Ukrainian government (an attack thought to have been 

executed by the Russian military) before spreading to multinational corporations such as FedEx 

and Maersk, causing billions in damage.40  

Certain states that might be considered “rogue” nations might attempt cyber offensive 

methods that are more commonly associated with criminal enterprises. North Korea, for 

example, is thought to have been responsible for a string of attacks against various state and 

non-state targets. Its activities in recent years have included cyber theft and attacks against the 

international banking system. These attacks, which included hacks against cryptocurrency 

exchanges, generated income to fund, inter alia, North Korea’s nuclear program.41 These hacks 

also included attacks against the international banking system through the exploitation of 

weaknesses of the SWIFT payments system, most notably a February 2016 heist which saw 

the theft of $81 million from the account of the Bangladesh Central Bank at the Federal Reserve 

Bank of New York.42 APT 38, a group linked to the North Korean regime, is thought to be 

responsible, and has also been linked to cyber heists targeting numerous other financial 

institutions.43 

When states undertake a course of offensive cyber action, there are often “guardrails” that 

might prevent collateral damage. The malware might, for instance, have an expiration date, or 

else it might be precisely tailored and only usable in certain locations and contexts.44 But states 

that occasionally exhibit “rogue” cyber behavior do not exhibit such guardrails, with the 
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malware either capable of causing indiscriminate damage, or the attack itself designed to be 

visible and to embarrass or draw attention to the attack or the target. The well-known cyber 

hack against Sony Pictures, allegedly carried out by North Korea in 2014, is a case in point, 

with confidential Sony documents posted online by the hackers.45 

Cyber strikes may be carried out by states in retaliation for certain actions. In the wake of 

the drone and missile attacks against Saudi oil processing facilities in Abqaiq and Khurais on 

14 September 2019, for example, reports suggested that the US carried out a retaliatory cyber 

strike against Iran, the country which was widely thought to have been behind the attack on 

Saudi Arabia. This cyber strike was severe enough to affect physical hardware.46 The US also 

appears to have carried out a cyberattack in June 2019 against Iranian maritime installations, 

partly as retaliation for attacks in May and June 2019 against shipping in the Gulf of Oman and 

the Persian Gulf, and the destruction of a US drone by an Iranian missile on 20 June 2019.47 

States with advanced capabilities routinely engage in cyber espionage and theft of 

intellectual property as well. An example of an APT group linked to a series of hacks 

attempting to steal intellectual property and industrial secrets is APT 10/Cloudhopper, which 

has been linked to the Chinese Ministry of State Security (MSS).48 The cyberattack against the 

Norwegian software firm Visma in 2018 which saw client information stolen also appears to 

have been carried out by hackers working on behalf of the Chinese state security apparatus 

(part of a wider, organized campaign.)49 In the US in particular, there has, in recent years, been 

considerable discussion and public debate about the scale of intellectual property theft 

conducted by China, with then-National Security Agency Director and Commander of Cyber 

Command Keith Alexander calling this in 2012 “the greatest transfer of wealth in history.”50   

As events of recent years have shown, some states are willing and able to attack other states 

using cyber means (hacking) combined with social media manipulation, information warfare, 

troll farms, hackers, and cyber espionage operating in a mesh. The aim can be to undermine 

the resilience of a country, to humiliate it, or to influence the course of the democratic process. 

Although a full treatment would be beyond the scope of this chapter, it is worth at this point to 

consider briefly Russian interference in the 2016 presidential election in the US. One prong of 

this interference involved subversion and the creation of fake groups on social media to sow 

dissension in society. Another prong involved hacks and subsequent publishing of stolen 

material from the Democratic National Committee’s servers in 2015 and 2016, by (it appears) 

more than one group linked to Russian intelligence services.51 One of the groups involved, 

Fancy Bear (or APT 28), which has been linked to GRU, Russia’s military intelligence agency, 

is thought to be responsible for the 2015 hack of the German Bundestag.52 German officials 

were clear that the Russian state could, if it wished, release the exfiltrated messages in the form 

of doxed material or for disinformation purposes, or to damage the integrity of the German 

elections.53 The same group has been identified as being behind the attempted interference 

(through the exfiltration and publication of emails) in the 2017 election campaign of 

presidential candidate Emmanuel Macron.54  

Finally, activity by criminal or hacktivist elements not linked to states also needs to be 

considered. In recent years, cybercriminals have in recent years been capable of causing a type 

of severe impairment which - while not amounting to physical damage - can still hinder certain 

types of operations. In March 2018, for example, Atlanta’s municipal administration (including 

government departments and the police records system) was severely affected by ransomware 

attacks using the SamSam virus which saw the administration of this American city spend over 

$2.5 million to regain control.55 In addition to the financial sector, in recent years the healthcare 

sector has also increasingly come into the crosshairs of criminal enterprises. Theft of data 

(including research data) and personal information can be very lucrative, as the data can be 

used for identity theft and can be resold on the Dark Web. Increasingly, a particular risk area 

for healthcare has been the use of Internet-of-Things (IOT) -enabled devices (such as 

pacemakers) which can be compromised.56 More generally, it appears to be just a matter of 
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time before the nascent IOT is compromised in other sectors as well. While some of the 

methods themselves are not yet firmly in place, there is evidence that the criminal underground 

is on the lookout for ways to refine its approaches in this respect.57 Individual hackers or small 

hacker collectives have not yet reached a level capable of causing serious disruption or major 

monetary loss, but their activities have on occasion garnered attention from media and law 

enforcement. A case in point is LulzSec, a loose hacker collective with a small group of 

members which was behind various hacks in 2011. LulzSec’s activities included attacks against 

Fox Broadcasting, Britain’s National Health Service (NHS), and Sony Pictures (attacks 

included gaining access to administrator passwords, causing website outages, and accessing 

customer details). Law enforcement in the UK and the US took action and some of the members 

were arrested and charged.58 There have been occasions where the actions of individual actors 

or small groups have had an outsized effect on ICT infrastructure. One example is the Mirai 

botnet, created in 2016 by three college-age students in the US, for no greater purpose than 

trying to gain an advantage in the online game Minecraft. Mirai eventually escaped into the 

wider online world, taking control of a huge number of other computers and IOT-enabled 

devices. Together with the various variants it spawned, it was from October 2016 to early 2017 

responsible for over 15,000 individual DDoS attacks, and for a time affected the internet in the 

Eastern US.59  

 

 

Part II: Four Tiers of Preparedness and Prevention 
 

   
“We will be in a world of ceaseless and pervasive cyber insecurity and cyber-conflict 

against nation-states, businesses and individuals.” 
 

- Glenn S. Gerstell, General Counsel, National Security Agency, September 201960  

 

 

This section will discuss the four tiers of preparedness and prevention: international 

cooperation; government; private sector; and the public.  

 

 

1. International Level  

In the past, there have been global (or regional) efforts to strengthen cooperation on cyber 

issues through treaties and international agreements.  An example is the Convention on 

Cybercrime, commonly known as the Budapest Convention, which entered into force in 

2004.61 The Convention covers (inter alia) information sharing and mutual assistance, as well 

as developing a common framework for tackling cybercrime, including interference into 

computer and ICT systems.   

Efforts like the Budapest Convention might be considered useful beginnings, but the 

critical issues within the global cyber debate continue to be argued over, with key protagonists 

unable to reach agreement on what exactly constitutes cyber conflict (and what level of cyber 

operations qualify as “use of force” or  “attack”), whether the law of armed conflict applies in 

cyberspace, and what constitutes acceptable state behavior in cyberspace both in times of 

conflict and peace, and what constitutes acceptable and proportional response  to a cyber-

attack.62 Academics and experts have from time to time made efforts to come up with 

(necessarily non-binding) manuals on these issues.63 While some of these efforts have been 

well-received, they have had limited real-world effect. The same may be said of efforts by 
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individual governments – even well-regarded ones which have done considerable thinking on 

these issues – to set out national positions on some of these very problem-fraught issues.64 

It is no accident that some of the key norm-shaping mechanisms have been conceived under 

the ambit of the UN. The UN Secretary-General António Guterres himself has on several 

occasions expressed concern over the use of cyber means for malicious purposes, noting that 

cyberattacks had contributed to diminishing trust among states.65 Cyber features prominently 

in the UN’s Agenda for Disarmament, especially when it comes to promoting responsible 

behavior and ensuring peace and stability in cyberspace.66 There are, at the time of the writing 

of this chapter, within the UN two separate ongoing deliberative processes that are ongoing – 

the UN Group of Governmental Experts (GGE) and the UN Open-Ended Working Group 

(OEWG). Both seek to address the issue of promoting responsible state behavior in 

cyberspace.67 

A full discussion on global debates on international norms, rules of the road, and acceptable 

state behavior falls beyond the scope of this chapter. However, it can be observed here that 

amidst ambiguity and lack of settled consensus on norms, some powers could be said to have 

already entered into a state of undeclared cyber warfare – activity that is usually deniable (or 

denied) and calibrated to stop just short of the level that might invite an armed response or a 

declaration of hostilities in the physical world.68 Given this reality, and given the absence of 

any likelihood of global agreement on acceptable behavior in cyberspace, governments 

themselves, depending on national contexts, often have had to take the overall lead in securing 

sovereign cyber defenses. The private sector (given the risks of damaging hacks, ransomware 

and IP theft) has also begun to pay considerably more attention to cybersecurity than in the 

past. 

Finally, good cyber hygiene and preparedness at the level of the individual has also been 

increasingly emphasized by experts and governments as the cornerstone of cyber resilience.  

 

 

2. Government/National Level – The Cyber Ecosystem  

As we increasingly become networked at a personal level, and as the economic foundations of 

states are increasingly tied to digital infrastructure and the digital economy, governments, 

corporations, individuals and national (as well as international) ICT infrastructures face an 

enormous range of threats. These span from state actions almost amounting to cyberwarfare to 

hacking, espionage (which can involve the theft of secrets and IP), to botnets created for 

various purposes.  

That is just the present. With an unavoidable future of information technology ever more 

embedded in our everyday lives, plus the promise – and peril – of the Internet of Things (IOT), 

cyber threats that did not exist in a not-so distant past are now moving from the realms of the 

conceptual into concrete emergent threats. The intensification of the threat should not therefore 

be measured solely in terms of numbers of malware attacks; the diversification of the malware 

itself and evolution of hackers’ methods bear watching.69  

The use of Artificial Intelligence (AI) in cyberattacks is a case in point. Experts note that 

conceptual models for AI-powered attacks (for example, to evade anti-virus mechanisms, or to 

crack passwords) exist and can be used to strengthen existing malware.70 There have already 

been cases of voice “deepfakes” used to trick unsuspecting company employees to make 

payments to fraudulent accounts (by using AI to convincingly spoof the voice of the CEO or 

senior company official).71 

The cyber environment is therefore by default a compromised one. Cybersecurity has had 

to become much more than simply the state or its constituent parts repelling attacks. 

Governments and corporations alike have increasingly come to acknowledge that cybersecurity 

paradigms envisaging complete protection, and all attacks repelled, is chimerical. Rather than 

focusing on absolute prevention, or trying to achieve a “good” level of cybersecurity, some of 
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the most practical – not to mention sensible - approaches emphasize overall risk mitigation, 

minimizing the impact of cyber intrusions, and defense-in-depth to enable systems 

continuity.72 In practice, this means a shift in focus toward cyber resilience, which the US 

National Institute of Standards and Technology, has usefully defined as “the ability to 

anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or 

compromises on systems that use or are enabled by cyber resources.”73 

One aspect of resilience and overall risk management has to do with technical approaches 

and systems engineering. This might involve regular systems upgrades and building in of 

specific redundancies and back-ups with the system. These should not be treated as an 

afterthought: the systems that are genuinely cyber resilient are those which have these security 

features and redundancies built into the architecture from the design stage. If done correctly, 

the mission-critical functions of an enterprise will be better able to withstand cyberattacks, 

respond adaptively, and also operate even when compromised to some degree.74 

States that have considered the issue deeply, however, assess that cyber resilience is not simply 

a technical or engineering competence. High-level direction and decision, as well as a 

comprehensive vision, is necessary in order to communicate national objectives in the cyber 

domain.75 Increasingly, this has come in the guise of holistic cyber security strategies or 

masterplans. These might encompass (for example) robustness (containing threats and 

repelling them), resilience (which either at the government or private sector level might involve 

mitigation, sharing information, public education), and other aspects of defense (early warning, 

deterrence), with these three factors being interdependent.76 By the end of 2018, over 90 

countries had such a strategy.77 The actual content however varies from country to country: 

Finland’s Cyber Security Strategy has three main prongs: the development of international 

cooperation, better coordination of cybersecurity management, planning and preparedness of 

cyber security and the development of cyber security competence and skills, while the  four 

pillars of Singapore’s Cybersecurity Strategy pertain to resilient infrastructure(s), a safer 

cyberspace, a vibrant cybersecurity ecosystem, and strong international partnerships.78 

Government has a critical role in instilling a mindset and culture of cybersecurity 

throughout all levels of society. It also sets standards (e.g. through regulation), and ensures 

accountability. Transparency at all levels (government, the private sector, and the public at 

large) is critical in order for relevant agencies to obtain a holistic threat picture. Several nations 

have thus introduced within their cyber legislation or frameworks mandatory reporting of cyber 

breaches – especially breaches that cross a certain threshold of severity. Australia, for example, 

made it a legal requirement through its Notifiable Data Breaches Scheme in 2017 

for organizations to notify individuals as soon as practicable when their personal information 

is involved in a data breach that is likely to result in “serious harm.”79 Typically, overarching 

cyber legislation extends to cover the private sector, with governments assessing that 

cybersecurity is a public good that cannot be provided by the market. A further calculation is 

that it is unsatisfactory to allow cybersecurity standards to be left to the private sector (which 

might see cybersecurity primarily as a cost item, or which might lack incentives to invest in 

cybersecurity) to decide.80 

At the heart of national cyber defenses, in terms of operational readiness, ought to be a 

Computer Emergency Response Team (CERT). Ideally, this should be much more than a team 

of technical experts attempting to defeat malware attacks. Although the core work of CERTs 

involves minimizing the risks and effects of cyberattacks, effective CERTs look holistically at 

the cyber threat surface and mitigation efforts: these might involve data security, endpoint 

security, testing and national (or sector-specific) cyber drills.  

     Near the top of state/CERT priorities for cyber defense has to be the protection of critical 

information infrastructures (CII) – computer systems directly involved in the provision of 

essential services. Examples might be the power grid, telecommunications services or the 

banking system. CII are complex and often interdependent, and the prospect of a sophisticated 
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cyberattack crippling CII (potentially with knock on effects cascading through the economy 

and through other sectors) has now become a tangible threat.81 It is on account of this that 

national cybersecurity exercises for key CII are a regular occurrence for states which prioritize 

cybersecurity. Besides multi agency involvement from the government, the best of these 

exercises bring in the private sector (which would have an operational involvement, or 

sometimes ownership in whole or in part) over the sector in question. One such exercise (held 

in November 2019) was GridEx V, which tested responses in real-time to cyber/physical 

threats against the North American energy grid. Over 6,500 participants from 425 government 

and energy sector organizations (from the, Canada, and Mexico) participated in the biennial 

event. Given the interdependencies and potential learning points, it is unsurprising that there 

was representation from other CII sectors (including   telecommunications and natural gas.82 

Governments are often in receipt of the most up to date cyber threat intelligence. 

Mechanisms need to be devised to share information on specific threats, or provide guidance 

of a more general variety from time to time to the private sector. The Australian Cyber Security 

Centre (ACSC) for example shares detailed strategies with organizations to manage or mitigate 

cyber threats, with its ‘Essential Eight Maturity Model’ coming from three tiers of maturity 

that enables organizations to see how fully aligned they are with the mitigation strategy.83 

Public-private partnerships can be useful in several respects. Chief among them is the 

creation of mechanisms that enable information sharing on cyber threats. One example is the 

US Information Sharing and Analysis Centers (ISAC) in the US, created in 1998, as a 

public/private sector partnership that serves to share information on cyber threats at the 

industry level with the aim of protecting critical infrastructure.84 These efforts were 

supplemented in 2015 by the addition of more devolved (and in theory sector-agnostic) 

Information Sharing and Analysis Organizations (ISAO), with President Obama tellingly 

observing at their creation that “Government cannot do this alone. The fact is, the private sector 

cannot do this alone either, as the government has the latest information on threats”.85 

Other nations have developed their own models for sharing information and bringing both 

public and private sectors up to speed on cyber threats. The UK’s National Cyber Security 

Centre (NCSC) is an example. The NCSC has access to government intelligence on cyber 

threats, but also pools together experts from both government and private sector, disseminating 

its threat analyses and assessment to critical infrastructure providers in and out of 

government.86   

 

 

3. The Private Sector 

As organizations transform their businesses, the threat surfaced has vastly enlarged, 

particularly with IOT devices increasingly embedded in processes.87  It has become 

commonplace that “there are only two types of companies – those that know they’ve been 

compromised, and those that don’t know. If you have anything that may be valuable to a 

competitor, you will be targeted, and almost certainly compromised.”88 Private sector 

enterprises have to consider risk mitigation and cyber resilience as seriously as the government, 

which itself often has limited ability or leverage to be able to enforce some of the best practices 

discussed above.   

Certain sectors have a holistic appreciation of cyber threats, and have a strong incentive to 

put in place measures to protect their systems and client data. Notwithstanding several well-

known successful attacks against them, financial institutions (to take one example) do regular 

penetration testing, and share information on threats with national cyber authorities or with the 

financial regulator. But in practice, this level of vigilance and mitigation is not consistently 

replicated throughout the private sector. One all-too-common error is treating cyber-security 

as an issue solely in the domain of IT specialists; another is that executives at the C-Suite level 

may simply treat cybersecurity as another cost item. Even where managements might be 
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willing to allocate resources to cybersecurity, the assumption often is that the issue can be dealt 

with by allocating funds in the budget cycle.  Many companies fail to appreciate that this is far 

from sufficient. Given that cyber-threats represent in fact a global enterprise risk, mindset shifts 

are required from top management down, with cyber taking center stage rather than being 

tacked on as an afterthought.  

The actual best practices for cybersecurity are well-known, and, if the right mindset exists 

at the management and employee level, relatively simple to implement. Some examples:  

• Providing appropriate training of employees to understand the vulnerabilities (both 

cyber and behavioral); embedding data security in every aspect of daily operations.  

• Downloading the latest security software and patches; protecting resources through 

regular maintenance (including remote maintenance). 

• Use of two-factor authentication, or other means (for example, physical tokens) 

identify verification; other forms of access management. 

• Use of encryption; secure connections to websites (https as opposed to http) at 

scale.89  

• Other systems safeguards (segmentation; privilege restriction; Enterprise Digital 

Rights Management; creating redundancies). 

• Use of automated scanning and testing; endpoint detection and response.90 

What has been presented above should (in theory at least) operate in a situationally-aware 

mesh. While there are no failsafe solutions either individually or in combination, observing 

these tenets does afford a degree of mitigation and preparedness.91 Several high-profile 

cyberattacks have been shown through subsequent investigation to have been avoidable if such 

measures of a basic nature had been in place. For example, the breach of the credit reporting 

agency Equifax in 2017, which resulted in the compromise of data pertaining to just under 150 

million individuals, could have been prevented by installing basic patches for a vulnerability 

that had been known for months.92 

One further observation: some of the most commonplace threats stem from attacks 

committed by “insiders.”93 The insider threat has been described by the DHS’  National 

Cybersecurity and Communications Integration Center as “…a current or former employee, 

contractor, or other business partner who has or had authorized access to an organization’s 

network, system, or data and intentionally misused that access to negatively affect the 

confidentiality, integrity, or availability of the organization’s information or information 

systems.”94 In practice, the insider threat can extend beyond malicious employees to those who 

were negligent or careless (or who were co-opted in some way) in a manner that allows 

malicious actors to exploit, or do damage to the ICT systems and data of the company, 

enterprise or government agency in question. While some of the measures described further 

above might mitigate aspects of the insider threat, there are also other solutions that can be 

deployed. These include user-behavior monitoring software, or predictive analytics 

(incorporating tools such as machine-learning applications) that can identify behaviors that fall 

outside of accustomed patterns.  

Corporations in the private sector as well as governments that take cyber security seriously 

have one thing in common – they recognize the need to develop multidisciplinary teams 

examining (and tasked with maintaining) cyber security from all angles – not just the technical. 

Experts who understand behavioral sciences are needed to complement computer and software 

engineers.95 In addition, innovative thinking should be encouraged when it comes to rooting 

out potential weaknesses. Bug bounty programs (where “ethical” hackers are tasked with 

finding weaknesses in code and applications) have been useful in both the private and public 

sector, and governments with a holistic view on these matters have tended to encourage a 

culture of ethical hacking.96 Separately, enterprises (as well as government agencies) 

sometimes employ “red cells” or “red teams” to test the level of cyber security both at the 
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systems and employee level. At a basic level, these teams may (just like CERTS) send out 

spoof phishing emails to test the levels of employee alertness. But true red teams, typically 

employed by agencies with a mature security posture, are capable of far more advanced 

activities if given the remit, and go beyond simple penetration testing. They may be allowed 

(for example) to try almost any measure to hack into the systems of the enterprise or agency, 

testing the responses of the in-house CERT.97  

One final comment: the “offensive” side in cyber always seems to be one step ahead of a 

defense frantically playing catch-up.98 This is often not on account of technical failures such 

as deficiency in malware detection, but it is often tied to a lack of awareness of cyber security; 

indeed, many high-profile hacks have had at their root human weakness. These might span an 

entire spectrum, ranging from weak (and easily exploited) passwords, failure to secure Wi-Fi 

connections,  the opening of  phishing emails that contain malicious code, being lured to an 

online “watering hole,” or thoughtlessly inserting a compromised USB thumb-drive into an 

open port. It has thus become a commonplace that humans are the weakest link in 

cybersecurity. Several national cyber centers, including some of those mentioned above, give 

to the general public also guidance on cybersecurity.)99 But the cyber threat is not as visible as 

(say) terrorism, and, unlike kinetic attacks by terrorists, the attack may have been ongoing long 

before the target is aware. Good cyber hygiene at the personal level is often a key component 

of national plans for shoring up cyber defenses. While it cannot be said that any country has 

achieved complete competence of cybersecurity over the government, private sector and 

people pillars, some have advanced further in the journey than others. The defense efforts of 

three countries which have gone about this are the US, Estonia, and Singapore. These will be 

discussed in the following case studies. 

 

 

Part III: Case Studies: Estonia, Singapore, and US 

 

“The Estonian cyberspace can be defended if the state and society as a whole 

participate in the defence, the necessary experts have been trained, and society is 

aware of the dangers of the virtual world and knows how to avoid them and acts 
correctly if problems occur.” 

 

- Estonian National Security Concept, 2017100 
 

 

“For Estonia, cybersecurity does not mean protecting technological solutions; it means 
protecting digital society and the way of life as a whole.” 

 

- Estonian Cybersecurity Strategy, 2019-2022101 

 

 

Estonia: What Doesn’t Kill You… 

 

The internet, and the connectivity it brings, constitute the sine qua non to the functioning of 

the modern Estonian state. It is the backbone of utilities (such as the electrical grid), 

government communications, and services. Unsurprisingly, 99 percent of public services are 

dispensed online given the internet penetration was almost 90 percent in 2018.102 In 2005, 

Estonia became the first country in the world to hold elections over the internet, partly 

facilitated through the e-ID, the Estonian  national digital identity system, which can be held 

by every Estonian (regardless of location).103 As the 2017 Estonian National Security Concept 
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observes, the state would be unable to function without digital services that are integrated into 

society – but “this increases the impact that potential attacks have on [the Nation’s] security. 

Due to the connectivity between communications and information systems, an interruption in 

one vital service may influence the availability of many others, thereby endangering the 

functioning of the state as a whole.”104 

Reaching the current level of awareness and preparedness has been a learning journey, to 

say the least. In April 2007, Denial-on-Service (DDoS) attacks of severe magnitude severely 

disrupted online services of government, media, and banking (this at a time when 97 percent 

of all bank transactions were conducted online, and where 60 percent of the population used 

the internet daily). Other targets included the Estonian Parliament.105 The magnitude of the 

attacks was such that White House cybersecurity advisor Howard Schmidt observed, “Estonia 

has built their future on having a high-tech government and economy, and they’ve basically 

been brought to their knees because of these attacks.”106  

Estonian officials initially pointed the finger at Russia, but subsequently, partly it appears 

on account of the technical difficulty in pinning down attribution, there was some 

backtracking.107 There was, however, compelling evidence of Russian links, with at least some 

of the hackers identifying as Russian, and with some of the attacks originating from Russian 

IP addresses.108   

The attacks were severe enough for the Estonian CERT (which had been set up in 2006) to 

request for international and NATO assistance.109 But this does not mean it was caught 

completely unprepared. Estonia already had a high level of technical cyber expertise, some of 

which had been used earlier, in 2005, to secure Estonia’s online election. This expertise, and 

the networks that Estonian cyber defenders (who were drawn from both the private and public 

sectors) had built over the years, proved useful during the 2007 attacks.110 International 

contacts were also leveraged on for assistance to block suspicious IP addresses.111 

Important lessons were learnt and conclusions drawn during the post-mortem, with Estonia 

since 2007 undergoing a complete transformation in terms of preparedness, mitigation, and 

response to cyberattacks. This has also encompassed a turn towards securitization of ICTs and 

digital technologies critical infrastructure. The latter point concerned the technical question of 

the architecture of ICT systems and building in redundancy. As one informed observer noted 

in this connection, “a distributed architecture where there is no single point of failure is way 

more resilient.”112 So seriously is “distribution” taken that some critical backup servers are 

now located in a data center in Luxembourg – in theory, if a cyberattack in Estonia wiped out 

data or if Estonian ICT and servers were to be physically destroyed or taken over through 

invasion or annexation, “data continuity” would be ensured and the core aspects (included land 

and business registries, which are among the several databases transferred) could “reboot.”113 

Separately, the Estonian government also subsequently decided to locate critical servers 

and databases in different locations throughout the country – minimizing the risk of total data 

failure should there be physical destruction of one site. E-health and e-ID records are for 

example stored in separate data centers.  

 

 

Organization 

Lessons were also learnt organizationally. In 2009, an inter-agency body, the Cyber Security 

Council, was established within the Security Committee of the government. The Council, 

chaired by the Secretary General of the Ministry of Economic Affairs and Communications, 

supports strategic level inter-agency cooperation and oversees the implementation of the 

Estonian Cybersecurity Strategy (on which more details are provided below). Also in 2009, 

pursuant to the first National Cyber Security Strategy issued the year before, the Department 

of Critical Information Infrastructure Protection (CIIP) was added to the structure of Estonian 

Informatics Centre (EIC), the state agency tasked with cyber security for essential information 
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and communication systems. The intention was to give a strategic layer of oversight (and the 

ability to give holistic recommendations) to the operational work already done by the Estonian 

CERT.114 The EIC was itself in 2011 re-organized into the Estonian Information Systems 

Authority (EISA), becoming Estonia’s central cyber security coordination center under the 

Ministry of Economic Affairs and Communications. EISA is responsible for the development 

and administration of state information systems, and drafting cyber policies; it has in addition 

the overarching responsibility for cyber incidents Estonian networks.115  

     Estonia has also become known as a country capable of articulating its cyber vision in a 

clear-eyed manner. The first Estonian cybersecurity strategy, issued in 2008, was one of the 

first of its kind in the world. The third edition, the Cybersecurity Strategy 2019–2022, expands 

and amplifies on the earlier strategies. Its fundamental principles:   

• Protection and promotion of fundamental rights and freedoms as important in 

cyberspace as in the physical environment.  

• Seeing cybersecurity as an enabler and amplifier of Estonia’s rapid digital 

development, which is the basis for Estonia’s socioeconomic growth. Security must 

support innovation and innovation must support security.  

• Recognition of the security assurance of cryptographic solutions to be of unique 

importance for Estonia as it is the foundation of the Estonian digital ecosystem.  

• Transparency and public trust are considered fundamental for digital society. 

 

     Therefore, Estonia commits to adhere to the principle of open communication.116 The 

strategic objectives of the Strategy include the following: 

 

• A sustainable digital society: Estonia as a sustainable digital society relying on strong 

technological resilience and emergency preparedness. 

• Cybersecurity industry, research and development: Estonian cybersecurity industry 

as a strong, innovative, research-oriented and globally competitive, covering all key 

competences for Estonia. 

• A leading international contributor: Estonia as a credible and capable partner in the 

international arena. 

• A cyber-literate society: Estonia as a cyber-literate society ensuring sufficient and 

forward-looking talent supply.117 

The holistic approach through the emphasis on fundamental principles and strategic objectives 

is especially noteworthy: what can be seen is not just recognition of the need for cyber 

protection, but for awareness and cyber literacy and the building up of a capacity and talent 

pipeline. Cybersecurity is not something that protects systems and CII; it is a fundamental part 

of the future growth, which is why Estonia seeks to be at the forefront of the field.  

 

 

People 

The active involvement of the Estonian public in cyber defense is notable and has been matched 

by few other nations. The Ministry of Defense, the overall authority for military aspects of 

cyber defense, works closely with the Estonian Defense League, a voluntary national defense 

organization. The League formed a Cyber Unit in 2010 with the aim of protecting Estonian 

cyberspace and digital society (essentially, the ability of ordinary Estonians to function and 

interact with each other, as well as with the government, online).118 Members of the unit, who 

as League members are volunteers, are either IT professionals or have specific IT skills. They 

are mobilized when circumstances require (for example, crisis management in the event of an 

attack on CII, or boosting the capability of in-house CERTS when a specific sector comes 
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under attack). The unit maintains readiness through regular training and exercises, and also has 

a role when it comes to boosting cyber awareness in the public domain.119 Those involved in 

the Cyber Unit have, in addition to the requisite skills, a sense of duty to the country, with work 

in the Cyber Unit also being a useful avenue for those who for various reasons are unable to 

serve in the armed forces. Another attraction of the unit is that (given the nucleus of highly 

skilled professionals) there are good networking opportunities within, and the connections 

made and skills learnt in turn lead to a diffusion of competence and expertise back into the 

private sector.120 

Estonian cyber preparedness now ranks as one of the highest in the world.121 It has helped 

other nations further afield build their cyber capacity,122 and is also a key player in the EU’s 

cyber agenda. But just as important in terms of the wider multinational response that arose 

from the 2007 attacks is NATO’s own analysis and reaction. These are worth highlighting.    

Before the attacks, NATO’s focus was less on cyber threats and more on countering real-world 

aggression by Russia.123 The 2007 attacks (followed by the Russian-Georgian conflict, which 

took place one year after, also marked by information operations and cyber warfare) were a 

wake-up call – it forced an internal assessment on NATO’s cyber posture. The realization that 

cyber defense should now be a NATO priority in the wake of the 2007 attacks played a part in 

the creation of the Tallinn-based, and NATO-accredited, Cooperative Cyber Defense Center 

of Excellence (CCDCOE) in May 2008.124 The CCDCOE functions as a multidisciplinary 

center bringing together cyber experts, researchers, analysts from various sectors (the military, 

government, academia and industry) from over two dozen nations (and funded voluntarily by 

them). The focus is on research, development, training and education on all aspects of cyber 

defense.125 Over time, the CCDCOE has drawn in collaborations and partnerships with 

technology companies from the Nordic world; in addition, countries much further afield have 

found it useful to either maintain links with CCDCOE or plan to join it as partners.126 

The beginnings of the fundamental reassessment and reorganization of NATO cyber 

architecture can be traced to the years immediately following 2007. The year 2008 saw the 

formation of what was at the time NATO’s primary executive body for cyber, the Cyber 

Defense Management Authority (CDMA). The CDMA, headquartered in Brussels, had as its 

chief role the direction, coordination and assessment of the various member states’ cyber 

capabilities. This role, since taken over by Cyber Defense Management Board (CDMB), 

includes coordinating response to any cyberattack against NATO or its member states.127 

     At the operational level, there was also fresh emphasis on the importance of the NATO 

Communications and Information (NCI) Agency’s NATO Computer Incident Response 

Capability (NCIRC TC), which has originally been set up in the aftermath of the 1999 Kosovo 

conflict.128 Following further reorganizations, centralized cyber defense for NATO came under 

the NATO Communications and Information Agency (NCIA), with the NCIRC becoming part 

of NCIA.129 A key part of the NCIRC was the Rapid Reaction Team (RRT), which became 

operational in 2012. The core of RRT is constituted of a group of experts who can be supported 

by further NATO professionals if the given case requires it. By the end of 2012, the RRT 

capability became operational.130  

In 2014, NATO Member States made cyber defense a core part of collective defense, 

declaring that a cyberattack could lead to invoking the critical NATO collective defense clause, 

Article 5 of the NATO Treaty.131 Moreover, in 2016, NATO members recognized cyberspace 

as a domain of military operations, (adding it to the conventional domains of air, land and sea), 

and further pledging to make cyber defense a priority.132 This was followed in 2018 by the 

establishment of the NATO Cyberspace Operations Centre (CyOC), which comes under the 

NATO military command structure.133 In the same year, Estonia created its own cyber 

command, whose mission besides cooperating with NATO allies is, inter alia, to defend the 

country’s information systems, and to conduct “active cyber defense” operations where 

appropriate.134 
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Given the importance attached to cyber defense by the Estonian government and also given 

Estonia’s geographical location, it is unsurprising that some of the largest NATO cyber defense 

exercises are held there. An example is the NATO flagship cyber exercise (organized with the 

cooperation of Estonia’s Cyber Command), held in Estonia in 2019 (an earlier edition in 2016 

had also been held in Estonia). Amongst the participants, besides cyber experts (including 

members of the Estonian Defense League cyber unit), were government officials, academic 

experts and individuals from the private sector.135 

Another major exercise is Locked Shields, organized by the NATO CCDCOE since 2010. 

Locked Shields is a real-time exercise that sees red team/blue teams under pressure to defend 

(or find a way to undermine) the cyber defenses of an unnamed country. New technological 

challenges are regularly injected into the exercise. The 2019 edition (which involved more than 

1,200 experts from nearly 30 nations taking part)  saw as the key scenario a fictional country 

under hostile attack,  with the attacks including a cyber-component, severely disrupting (inter 

alia) power generation and distribution, 4G communication systems, maritime surveillance, 

and other critical infrastructure components. Blue teams were tasked with maintaining 

operations while at the same time understanding the higher strategic level calculations.136   

Estonia has also been an early, and innovative mover in public-private partnerships for 

cybersecurity and artificial intelligence (AI), with official support being given to startups in 

these fields.  Initiatives include inviting start-ups to join its defense artificial intelligence and 

cybersecurity accelerator, the first of its kind in Europe. One accelerator, CyberNorth, was 

launched in 2019 by the business-to-business accelerator Startup Wise Guys, in collaboration 

with the Estonian Defence Industry Association, and supported by the Ministry of Defense. 

Participants benefit from intensive mentorship by industry, cybersecurity and defense sector 

mentors, as well as benefiting from seed money (and the possibility of further investment if 

successful).137  

Efforts are also being made to impart good cyber hygiene, and teach cyber skills, at an 

early stage. The Ministry of Defense (together with private sector and educational institutions) 

supports a program known as CyberOlympics, which aims to identify (and train) future cyber 

talent, and to educate the wider public (especially the young) about cybersecurity and 

opportunities in the cybersecurity field. One aspect is a cyber-defense competition, which sees 

the winners having the opportunity to represent Estonia at higher level (including international) 

competitions.138 Another aspect, CyberNuts, aimed at younger students, sees students test 

themselves in a survey on digital safety and cyber security, which was organized as part of the 

CyberOlympics project. The 2018 edition involved over 9,000 student participants.139 

Beneath the seemingly rosy picture of the state of Estonian cyber preparedness, it is worth 

noting that the 2019-2022 cyber strategy lists significant challenges, including some related to 

problems with strategic leadership, lack of ICT specialists, and insufficient volume of R&D.140 

Some observers have also pointed to the fact that Estonia’s digital infrastructure suffers from 

a lack of investment.141 

The need to stay up to date has been thrown into relief through incidents in recent years 

involving the Estonian e-ID card. The discovery of vulnerabilities in the cards has in some 

cases necessitated software updates (or the revocation of security certificates). Although these 

do not appear to have been exploited by malicious actors, the discovery of these vulnerabilities 

(with the attendant potential for ID theft) does raise the issue of the security of access to -

government services.142 

Having become a model for the world, Estonia sees its cyber preparedness closely observed 

by other nations seeking to prepare themselves for a new generation of threats.  The likelihood 

of its continued position as exemplar depends not just on the strides other nations make, but 

also on the degree to which Estonia builds on progress made since 2007 and addresses its own 

existing areas in need of improvement. 
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Singapore’s SMART Nation: “Baking” in Security 

 

“Cyber security is a key enabler for Smart Nation. We can’t be a Smart Nation that is 
trusted and resilient if our systems are open and vulnerable.” 

 

- David Koh, Chief Executive, Cyber Security Agency, 9 June 2016.143 
 

 

“We have to bake [data] security into the design [of the SMART Nation].” 
 

- Dr Vivian Balakrishnan, Minister in charge of the SMART Nation 

initiative, 27 November 2019.144 

 

 

The Smart Nation: Opportunity and Risk 

Singapore is firmly on the path to becoming a SMART Nation – a vision launched by its Prime 

Minister, Lee Hsien Loong in 2014.145 This is, in the words of the government agency tasked 

with implementing the vision,  

 

“.…an ongoing digital revolution, and advancements in digital technologies 

are transforming the way we live, work and play. We envision a Smart Nation 

that is a leading economy powered by digital innovation, and a world-class city 

with a Government that gives our citizens the best home possible and responds 

to their different and changing needs. 

 

At the broadest level, the economy is the biggest domain driving Singapore’s 

growth and competitiveness. It is supported by the Government, which is 

leaning forward to catalyse growth and innovation across all domains, 

including the public sector. Crucially, these efforts are underpinned by efforts 

to ensure that all segments of society are able to harness digital technologies 

and benefit from them.”146 

 

The nascent vision brings with it seemingly immense possibilities in terms of economic 

development, societal advancement, and interconnectedness (through, for example, the 

Internet of Things (IoT).  But the vision also brings with it a vastly expanded threat surface. 

The SMART City generates a large amount of data which is of interest to criminal syndicates, 

as well as states keen to learn more about the underlying resilience and vulnerabilities of the 

nation.147 

A second issue is awareness at the people level. Here, it is worth making a comparison 

with Estonia. Both countries are technologically advanced and relatively small, and both have 

suffered serious cyberattacks in the past. But while Estonia has a large neighbor that might 

attempt to undermine it from time to time, including through the use of cyber means 

(particularly at times when the bilateral relationship is especially fraught), Singapore has no 

such adversaries – at least none located at its doorstep. Singapore has, by almost all measures, 

been shielded for decades from major security incidents of the type that others, including near 

neighbors, have seen – not least terrorist attacks. This can partly be put down to an 

exceptionally competent security apparatus that works largely out of the limelight. But the 

sheer fact of Singapore’s “normalcy,” somewhat counterintuitively, weighs against efforts to 

protect the people and systems from cyber threats. The latter type of threats, unlike kinetic 

terror threats (which are visible), cannot easily be measured (since there is often no visible 
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damage, nor are there direct fatalities). The seemingly invisible nature of the threat therefore 

has bred a degree of complacency and poor security consciousness.148 A major nationwide 

cybersecurity survey conducted by the Cyber Security Agency (CSA) in 2019 found seven out 

of ten respondents exhibiting high levels of concerns when it came to have their computers 

hacked, having personal information stolen, or falling victim to an online scam. But less than 

half of respondents felt like they themselves would fall victim to a cyberattack.149 

Compounding complacency is the lack of awareness of the dangers that the much-heralded 

future brings. The reality of the SMART nation means innumerable IOT nodes at the 

individual, household or precinct level. These might include smart devices at home, personal 

SMART wearables, or smart CCTV systems – all might have interlinkages, and all can in 

theory be compromised, especially in a climate where individuals do not routinely change 

default passwords, and routinely log onto unsecured Wi-Fi networks.150 

Another concern is the security of Singapore’s Critical Information Infrastructure (CII). 

Singapore has eleven designated CII, which encompass sectors that are responsible for delivery 

of critical services. These are: government, InfoComm, energy, aviation, maritime, land 

transport, healthcare, banking and finance, water, security and emergency, and media. CII 

protection is a core part of Singapore’s Cybersecurity Strategy, launched in October 2016.151 

One concern, falling into the category of “Digital Pearl Harbour” scenarios, has to do with the 

ICS and SCADA systems that play a critical role in Singapore’s utilities. The provision of 

some of these utilities and resources could almost be considered an existential issue - a large 

part of Singapore’s water supply is imported from neighboring Malaysia. Although there has 

to date been no major ICA/SCADA attack against Singapore’s utilities (not of the type that has 

caused massive disruption or physical damage), there has been a significant attack against one 

CII (healthcare – discussed below).152 It unsurprising that CSA has in recent years organized 

large multi-sector cyber preparedness and crisis management exercises involving all CII 

operators.153  Separately, a masterplan developed by CSA and industry partners, the Ops-Tech 

Masterplan, which has a core focus safeguarding CII through public-private partnerships, has 

also been unveiled in 2019.154 

 

 

Awareness and Talent 

Singapore has decided to make cyber security a national priority. Partly in recognition of cyber 

threats, and also of the threats posed by hybrid activity and disinformation, a new “digital 

defense” pillar was added to Singapore’s Total Defense framework on 15 February 2019, the 

first addition of a new pillar (the others being military, civil, economic, psychological defense) 

since the introduction of the Total Defense concept in 1984.155 

Beyond the symbolic, concrete moves aimed at raising ground awareness and instilling 

cyber hygiene from a young age have gathered pace in recent years. CSA regularly runs 

campaigns targeting ordinary citizens, aimed at getting them to understand the basics (such as 

strong passwords, how to recognize phishing emails).  CSA’s Cybersecurity Awareness 

Campaign began in 2017 and, into its third edition in 2019, involves roadshows for the general 

public, including in educational institutions. There is the recognition, like in Estonia, that the 

youth are a demographic segment that should be particularly drawn in early into the 

cybersecurity ecosystem.  Besides working cooperation with the Ministry of Education to 

introduce cyber wellness programme in schools,156 CSA runs Singapore Cyber Youth 

Programme (SG Cyber Youth), which has multiple sub-initiatives within it. An example is the 

Youth Cyber Exploration Programme (YCEP) boot camp, which saw in 2019 all five 

polytechnics in Singapore hosting 400 students from over 30 secondary schools. The top 

students from these boot camps took part in the inaugural YCEP Central Capture-the-flag 

(CTF) Competition.  CSA also plans to reach out to thousands of youths in the coming years 

through boot camps, competitions, learning journeys and career mentoring sessions.157  
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Bug bounty programs have also been used with increasing regularity by government 

agencies. A major such program is run by GovTech, which has the lead role in implementing 

Smart Nation vision and leading the government’s own digital transformation. These programs 

thus far appear to have proved reasonably effective in unearthing vulnerabilities; added plusses 

include demonstrating a culture of openness and willingness on the part of officialdom to 

engage with the ethical hacking community, in addition to spotting talent that can potentially 

contribute to national cyber defense down the line in more tangible ways.158 

 

 

Government/Government-linked Systems 

Singapore consistently ranks highly in various regional and international surveys of cyber 

preparedness and readiness.159 But these have not prevented Singapore, its government 

agencies, and other institutions within the country from being the victim of cyberattacks, with 

David Koh, Chief Executive of the Cyber Security Agency of Singapore, observing “Singapore 

is under constant attack on the cyber front. We are a prime target for cyber criminals, gangs, 

hacktivists and even state actors.”160 

Some of the best-known cyberattacks have targeted government agencies. The IT system 

of the Ministry of Foreign Affairs (MFA) was breached in 2014.161 In another cyberattack in 

2017 against a Ministry of Defense system providing system internet to personnel working in 

Singapore Armed Forces (SAF) premises, hackers stole national identity card numbers, 

telephone numbers and birth dates of approximately 850 personnel.162  Other noteworthy 

cyberattacks that did not directly target government ministries, but targeted data linked to 

government. In April 2017, in the first sophisticated cyberattack against Singapore universities, 

hackers infiltrated the networks of the National University of Singapore (NUS) and the 

Nanyang Technological University (NTU) in what appeared to have been an attempt to steal 

sensitive government and research data.163  

Internet separation was implemented on government networks in 2017, affecting 

approximately 143,000 civil servants.164 It was recognized, even at the time of implementation, 

that the measure was not a fool proof solution to protect government servers. But the aim was 

to afford some mitigation - to prevent malware finding its way into classified government 

systems, and to prevent classified emails from finding their way to unsecured computers and 

personal devices.165 

 

 

The SingHealth/IHiS Breach 

Internet separation has something of a bearing on Singapore’s worst cyberattack in its history, 

which took place between June and July 2018, targeting Singapore’s health records system. 

The agency targeted, Integrated Health Information Systems (IHiS), was the central IT agency 

responsible for Singapore’s healthcare sector. IHiS was not a government ministry, but the data 

compromised (1.5 million SingHealth patients and the outpatient prescription records of 

160,000 others, with the health data of Singapore’s Prime Minister repeatedly targeted) came 

under SingHealth, Singapore’s largest cluster of public healthcare institutions. The attacker 

was well-resourced and persistent, with the authorities suggesting that an unnamed state actor 

lay behind the APT responsible for the breach.166 Malicious activity finally came to a complete 

halt after internet surfing separation was implemented on SingHealth systems on 20 July 

2018.167 

 

The high-level Committee of Inquiry (COI) examining the causes of the breach as well as the 

response to it found lapses in procedures and especially human weaknesses168 While some 

individuals in the incident response team had attempted in the midst of the attack to remediate 



892  HANDBOOK OF TERRORISM PREVENTION AND PREPAREDNESS 

matters, there were also basic failures (on the part of a key incident response manager) when 

it came to recognizing the severity of the attack, and (somewhat startlingly) recognizing what 

in the first place constituted a security incident. These human failures, besides leading to delays 

in the ongoing attack being reported up the chain of command and to authorities such as CSA, 

also meant that opportunities to mitigate the effect of the cyberattack were missed.169 

     The inquiry made 16 main recommendations to improve processes and prevent a recurrence. 

One category of priority recommendations concerned improving competencies and staff 

awareness (including more effective incident response), as well as levels of cyber hygiene. The 

recommendations also included ensuring privileged administrator accounts would be subject 

to greater monitoring, and the use of two-factor authentication when engaged in administrative 

tasks. On the “technical” side, recommendations included real-time monitoring of databases, 

implementing a robust patch management to address security vulnerabilities, and putting into 

place controls to better protect against data theft.170  

Beyond policy-related and technical aspects of the recommendations, more important was 

the overall philosophy the COI took, as these had implications for cyber preparedness in all 

other large organizations that might have data others covet. The COI in its report suggested the 

near-inevitability of sophisticated attackers being able to breach any network. Organizations 

therefore had to adopt an “assume breach” mindset and “defence in depth” strategy. This 

involves inter alia: arming themselves with sophisticated security systems and solutions which 

can facilitate early detection of malware, and by adopting emerging technologies, such as 

database activity monitoring endpoint detection and advanced behavior-based analytics.171  

Breaches like the IHiS/SingHealth incident have the potential to affect public confidence 

in the government as custodian of public data.172 As a result, the government in March 2019 

convened a high-level Public Sector Data Security Review Committee, chaired by the minister 

in charge of Public Sector Data Governance. The five main recommendations of the Committee 

(which reviewed data management practices across all 94 public agencies to identify risk areas) 

will be mentioned here as they have a bearing on cyber preparedness:  

● Improving data protection and preventing data compromise through measures like 

protecting data directly when stored to ensure it is unusable even if extracted. 

● Improving detection and response to data incidents through measures like 

designating the Government Data Office to monitor and analyze data incidents that 

pose significant harm. 

● Raising competencies and instilling a culture of excellence through measures such 

as training all public officers to attend improved data security training every year. 

● Accounting for data protection at every level through measures like amending 

Singapore’s Personal Data Protection Act to cover third-party vendors handling 

Government data.  

● Ensuring a continuous approach to improving data security through measures like 

improving the Government’s expertise in data security technology. 

Lapses found by the committee (members of which were present in the majority of agencies 

reviewed) included failings in management of privileged user accounts, user access reviews, 

and encryption of emails with sensitive data.173 These findings came on top of earlier 

government audit findings made public which had similarly pointed to weaknesses in 

government agencies’ IT controls.174 

A concerted push to accelerate remediation could be discerned from late 2019 onwards, 

with the Smart Nation and Digital Government Group (SNDGG – which consists of the Smart 

Nation Office under the Prime Minister’s Office and GovTech), working with public agencies 

to effect deep changes at the “technical, process and people levels to address the systemic 

causes” behind findings of vulnerabilities by earlier committees. Announced in early January 

2020 were several measures to reduce vulnerability at the IT, systems, and people level. These 
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pertained to areas of concern that had been flagged repeatedly by previous committees, such 

as the introduction of automated tools across government agencies that would enable review 

of the activity logs of privileged user accounts and flag any unexpected behavior, with a new 

system planned that would perform targeted checks using audit and incident data. Finally, in 

the works is a comprehensive revision of the government instruction manual dealing with IT 

security, with the new standards to be benchmarked against leading industry practices.175 

     These initiatives to protect government systems and data require adequate funding. 

February 2020 saw the announcement during the course of the annual Parliamentary budget 

debate of $1 billion over the next three years to build up the Government’s cyber and data 

security capabilities. The funds will be used to safeguard citizens; data and critical information 

infrastructure systems, with the Deputy Prime Minister and Finance Minister Heng Swee Keat 

emphasizing in the course of his announcement how data security is a vital prerequisite and 

key enabler of Singapore’s digital economy.176   

 

 

The Private Sector 

One of the SingHealth/IHiS COI recommendations was that partnerships be formed between 

government and industry to achieve a higher level of collective security.177 There have been 

some positive developments. A case in point is the launch of a joint venture center of excellence 

(a partnership between an entity partly-owned by a government investment arm and IronNet, 

founded by former NSA Director Gen (retd.) Keith Alexander) to protect critical infrastructure 

against sophisticated cyberattacks.178 

However, at the level of ordinary business, significant issues exist. Some of these have to 

do with factors cited further above which are common to companies around the world: key 

personnel at the management or C-suite level might still view cybersecurity as purely a IT issue 

(not a business risk), with investments in cybersecurity seen as a cost item on the balance 

sheet.179 While major multinationals and institutions such as banks may have the resources and 

the perspective to recognize the need not just for investments in cybersecurity but also for the 

right mindset, a lack of knowledge and resources is preventing local small and medium 

enterprises (SMEs) from adopting robust cybersecurity measures.” Many attacks that target 

SMEs come either from pre-identified risks or from insider threats.180 CSA and other agencies 

such as the Infocomm and Media Development Authority (IMDA) have worked on this issue. 

On offer are tailored cybersecurity solutions and a one-stop portal to access grants to acquire 

and deploy these solutions.181 

Observers of Singapore’s SMART Nation drive will have been given considerable food 

for thought by events of recent years. Despite many positives, it is clear that all major 

constituents - government, private sector, and citizens and residents – still have areas for 

improvement. The private sector needs (especially below the level of MNCs and other well-

resourced entities) to take cybersecurity more seriously and to see it as a continuing enterprise 

risk. The government needs to heed lessons of various lapses and breaches; lest the overall 

levels of public confidence reposed in the state to keep Singapore safe start to dip (of which 

there has been no sign yet). The people, for their part, can only progress to a certain level of 

maturity if the key drivers of awareness and education remain the slew of well-intended 

initiatives from relevant government agencies. If the people themselves are not seized with 

these issues, there may be further amplification of the sentiment, evinced already by some 

observers, that the weakest link in Singapore’s cybersecurity efforts may well be the people.182 

All this will in turn have a bearing on Singapore’s future. It will certainly, given time, 

become a truly SMART Nation. But will it become a secure SMART Nation? 
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United States of America 

The US was a pioneer in national approaches to securing cyberspace, with the national 

security and intelligence communities aware since the 1990s that various state and non-state 

actors could seek to undermine or cause outright damage to the country through cyber 

means.183      This has been a continuing – and developing – threat perception. The 2019 

Worldwide Threat Assessment given by Director of National Intelligence (DNI), Dan Coats, 

before the Senate Select Committee on Intelligence ranked cyber as the number one threat, 

above terrorism.184 Every DNI Worldwide Threat Assessment (which represents the 

consolidated view of US intelligence agencies) from 2013 onwards had presented cyber threats 

above terrorism in its hierarchy of threats to the US Securing cyber national space poses 

enormous challenges to the many agencies concerned. The enormous attack surface includes 

the government at the federal and state levels, as well as the private sector, together with CII 

(mostly under the control of the private sector). Some of this is relatively well-defended, but 

in many cases, resources, manpower and expertise are lacking. Compounding the issue are 

interagency rivalries, and differing perspectives and threat perceptions between private sector 

and the federal government.  

The sense of heightened vulnerability in the years immediately following the 9/11 attacks 

included something of a fixation with the possibility Islamist terrorists might acquire cyber 

capabilities.185 This proved to be temporary, with Richard Clarke, the first White House 

Adviser for Cybersecurity, stating in 2002 that “there are terrorist groups that are interested in 

conducting cyberattacks. We now know that Al-Qaeda was interested. But the real major threat 

is from the information-warfare brigade or squadron of five or six countries.”186 

Some of the major US initiatives after 9/11 are worth remarking on here. 

● The Office of Homeland Security (which was later in 2002 to become the 

Department of Homeland Security (DHS)) was given overall authority for the 

protection of critical infrastructure against threats (but not, as we shall see, made the 

overarching body responsible for cyber issues). In 2003, the National Cyber Security 

Division was created within the DHS, with the first US CERT coming under this 

division.187  

● The establishing by Executive Order of the President’s Critical Infrastructure 

Protection Board (CIPB) and the appointment of Richard Clarke, from the National 

Security Council, and former national coordinator for 

security, infrastructure protection and counterterrorism, as the first White House 

Special Adviser for Cyber Security and chair of the CIPB.188  

● The CIPB published under Clarke’s leadership the National Strategy to Secure 

Cyberspace in February 2003. This, the first such official strategy, was a 

foundational document, identifying eight major planks for effective cyber 

preparedness and response:  

1. Establishing a public-private architecture for responding to national-level 

cyber incidents;  

2. Providing for the development of tactical and strategic analysis of 

cyberattacks and vulnerability assessments;  

3. Encouraging the development of a private sector capability to share a 

synoptic view of the health of cyberspace;  

4. Expanding the Cyber Warning and Information Network to support the 

role of DHS in coordinating crisis management for cyberspace security;  

5. Improving national incident management;  

6. Coordinating processes for voluntary participation in the development of 

national public-private continuity and contingency plans;  

7. Exercising cybersecurity continuity plans for federal systems; and  
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8. Improving and enhancing public-private information sharing involving 

cyberattacks, threats, and vulnerabilities.189 

 

Early exercises and penetration testing in the late 1990s and early 2000s did not give 

ground for a great deal of optimism when it came to the state of overall US preparedness. A 

well-known example is the 1997 exercise, code-named “Eligible Receiver” conducted by the 

National Security Agency (NSA). NSA hackers acting as a “red team” posing as North Korean 

hackers,  penetrated various national security systems, including Pentagon computer systems 

(and in several cases, doing so with some ease, using brute force hacking, social engineering, 

and also through using off the shelf hacking tools that were relatively easily obtainable).190 The 

results were alarming to the national security establishment, to say the least. The impression 

that the government was ill-prepared to defend itself against burgeoning cyber-threats was 

reinforced by several further exercises and studies in the years immediately following. Two 

cases in point: a 2003 study by the House Government Reform Subcommittee on Technology, 

which examined (and graded) cyber security in various federal agencies, awarded more than 

half the federal agencies surveyed a low or failing grade ( D or F), including the DHS.191 In 

2006, Exercise Cyber Storm (itself overseen by the DHS), designed to test reactions of 

government agencies and the private sector to cyberattacks against key CII, found that 

participants across both government and the private sector had difficulty responding effectively 

to attacks (and indeed, in some cases, recognizing the attacks in the first place).192 

 

 

The Obama Era 

Particularly since the beginning of the Obama era, there was a move to enhance the sense of 

cybersecurity responsibility within the private sector, with, as one commentator observes, the 

White House “focused on helping the private sector protect itself, instead rather than trying to 

make cybersecurity a government responsibility.”193 This was understandable: private industry 

owns and operates about 85 percent to 95 percent of the US critical infrastructures, and, in 

theory at least, has the resources and expertise for ensuring the security of these assets. The 

posture taken by relevant government agencies was to provide support in appropriate areas (for 

example, in law enforcement aspects and investigations, and, where appropriate, information 

sharing).194 

The difficulty is that many companies prefer not to have an overly-close relationship with 

government agencies when it comes to cybersecurity. The better-resourced companies may 

have in-house CERTs, while others may prefer to use specialist providers (which may be able 

to respond more quickly than the government). Many private sector companies, once they have 

recovered from a breach, may be reluctant to work closely with government agencies when it 

comes to post-breach forensics, as (from their point of view) this might be exposing themselves 

to added scrutiny. Other weaknesses and vulnerabilities might be exposed, with government 

agencies possibly demanding additional mitigating measures for these while not seeming to 

have that much to offer in return.  

Finally, the private sector is not necessarily hardwired to see the national security 

implications of a major breach. A case in point is the November 2014 hacking of Sony Pictures 

by a group calling itself the “Guardians of Peace.” The attack was believed to be taken in 

response to The Interview, a middling Hollywood movie depicting the assassination of North 

Korean leader Kim Jong-un. Besides rendering many workstations inoperable, large amounts 

of data and emails were stolen, with some released to the public in a way that caused severe 

embarrassment to Sony.195  

Weaknesses within Sony were partly to blame for the hack. Cybersecurity practices were 

extremely careless at best, and at worst, institutionally negligent. There was awareness at the 

management level of Sony’s parent company of various failings, with internal IT assessments 
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before the cyberattack showing that basic security protocols were ignored. The internal 

network had hundreds of unmonitored devices; in addition, passwords for Sony Pictures’ 

internal computers were stored without even basic protection.196 

The FBI moved quickly, attributing the hack to North Korea within weeks.197 But it appears 

that outside of government, and particularly within the entertainment industry, many were 

skeptical on the attribution. In these circles, there also appeared to be an unwillingness to accept 

the potential seriousness of the incident.198 The Sony hack convinced influential figures within 

the administration that the US had to impose penalties for cyber misbehavior.199  

     The Sony hack was something of a turning point:  senior figures within government realized 

that the private sector when faced by a cyber-threat of serious magnitude would not be able to 

deal with the threat on its own; nor would it be able to appreciate the wider implications of a 

state-linked attack. Both the public and private sectors have to be prepared to cooperate when 

it comes to incident response.200 National Security Agency Director Michael Rogers called the 

attack a game-changer, and “a national-security issue that crosses almost every spectrum of 

our society.” Emphasizing that government and private sector had to find ways work together 

to deter and respond to cyberattacks, Rogers also observed that there had to be clarity when it 

came to giving the private sector a sense of what they could expect from the authorities, and 

what they had to do, in the event of a major breach.201   

Despite these initiatives, the legacy of the Obama presidency when it comes to the overall 

shoring up of the nation’s cyber defenses was rather mixed. To be sure, there was a substantial 

amount of intellectual heavy lifting, as evidenced by the 2009 Cyberspace Policy Review, 

which aimed at producing a  “coordinated cybersecurity plan” intended to, amongst other 

points, build capacity and pave the  way to create effective information sharing mechanisms in 

the event of cyberattacks. The resulting cybersecurity strategy also meant, theoretically, 

something of centralization of cybersecurity efforts that saw an overarching cybersecurity 

coordinator appointed within the White House.202 

There were other achievements. In 2013, the National Institute of Standards and 

Technology was directed by executive order to work with the private sector to develop the 

Cybersecurity Framework, a common set of (voluntary) cybersecurity best practices. This was 

finalized in December 2014.203 The following year, President Obama signed the Cyber 

Information Sharing Act (CISA) designed to improve the sharing of threat information between 

federal government and the private sector.  

CISA was a step in the right direction, but it did not represent a comprehensive (nor 

binding) instrument to get the private sector to work with the government. Notwithstanding the 

administration having a vision in terms of where the government and private sector had to go 

in improving cyber security, observers  were by the end of the Obama presidency questioning 

how much all the measures enacted had actually improved the nation’s overall state of cyber 

readiness. Criticisms included the government’s use of outdated technology, as well as the 

failure to keep pace with the evolving nature of cyber threats.204 

 

 

Inter/Intra-Agency Dynamics 

On top of these criticisms was the issue of interagency turf squabbles. Which agency actually 

took overall responsibility for cybersecurity? CISA technically meant that DHS had become 

the node through which the private sector could share threat information (rather than companies 

going directly to agencies such as the FBI or NSA).205 CISA built also on the National 

Cybersecurity Protection Act of 2014, which had officially authorized and codified the role of 

the DHS’ cybersecurity information sharing hub, the National Cybersecurity and 

Communications Integration Center (NCCIC). The NCCIC would provide a platform for the 

government and private sector to share information about cybersecurity threats, incident 

response, and technical assistance. But CISA did not explicitly make DHS the lead cyber 
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agency; other well-resourced agencies such as the NSA and the Pentagon all had major stakes 

and chafed at the notion that they should be subordinate to the DHS on cyber matters. They 

also did not believe that DHS could adequately protect the nation from cyber-threats.206 

More clarity was, relatively speaking, reached in 2018 with the passing of the 

Cybersecurity and Infrastructure Security Agency Act (CISA; not to be confused with the 

Cyber Information Sharing Act above).207 CISA was created out of the former National 

Protection and Programs Directorate (NPPD) within DHS. Its core responsibilities included 

protecting the nation’s critical infrastructure from physical and cyber threats, safeguarding 

government systems, providing cybersecurity governance, and working to build the national 

capacity to defend against and cyberattacks.208  

Two other DHS-related developments that show its growing maturity are worth remarking 

on here. The first concerns the 2017 revamp of CISA’s National Cybersecurity and 

Communications Integration Center (NCCIC), which is the DHS’s node for cyber that sees to 

it that operational elements are coordinated and integrated.  NCCIC provides daily operational 

cyber awareness, analysis, incident response and cyber defense capabilities to both the US 

federal government and to local authorities (as well as the private sector). The reorganization 

saw functions previously performed independently by the US Computer Emergency Readiness 

Team (US-CERT) and the Industrial Control Systems Cyber Emergency Response Team (ICS-

CERT) integrated into the NCCIC.209 The second development was the release in 2017 of the 

DHS’ National Cyber Incident Response Plan (NCIRP), an important doctrinal document that 

the delineates various lines of effort and clarified roles and responsibilities (for of the Federal 

Government, the private sector, and SLTT (State, Local, Tribal, and Territorial) government) 

in the aftermath of cyber incidents, showing also how the DHS would manage the effects of 

significant cyber incidents.210 

CISA collaborates regularly with partners when it comes to instilling a culture of cyber 

preparedness nationwide. The Federal Emergency Management Agency (FEMA) facilitates its 

National Level Exercise (NLE) every two years, with the 2020 NLE event focusing on 

cybersecurity. NLE 2020, which draws participants from government as well as the private 

sector, will integrate CISA’s cyber exercise CyberStorm (which is itself biennial).211 In 

addition to the NLE, FEMA (again in partnership with CISA) regularly runs smaller table top 

exercises and roundtables, bringing together participants from federal, state and local agencies 

(and also including representatives from academia and the private sector) to test and run 

through response plans to cyber threats.212  

Another key player in the interagency mix is the Department of Defense (DoD) Cyber 

Command (USCYBERCOM). Achieving fully operational status in 2010, USCYBERCOM 

Command was in 2017 elevated to the status of a Unified Combatant Command focusing on 

the planning and execution of cyberspace operations against  adversaries of the US (another 

key role is ensuring the security of  DoD networks). USCYBERCOM has in recent years 

refined the way it measures success. It now seeks to enable other government agencies, as well 

as industry, to defend against cyber threats.213 In doing so, USCYBERCOM collaborates (and 

shares information with) with partners such as CISA and the FBI. 214 

 

 

Threats and Threat Actors 

The vulnerability of critical infrastructure to cyberattacks has been recognized for a quarter of 

a century.  July 1996 saw the formation of the President’s Commission on Critical 

Infrastructure Protection (PCCIP) to study vulnerabilities of critical infrastructures and propose 

protection strategies.215 In its final (and influential) report, issued in October 1997, the 

commission noted that the interdependences of various critical infrastructures were real and 

that, through mutual dependence and interconnectedness, attacks on vulnerabilities “could 

have severe consequences for our economy, security, and way of life.”216  
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The rise of ISIS revived the question whether this jihadist organization could surpass Al-

Qaeda and achieve a level of sophistication and capability to carry out destructive cyberattacks 

against American CII. In May 2015, FBI Director James Comey observed that ISIL was 

“waking up” to the idea of using sophisticated malware to cyberattack critical infrastructure in 

the US. But, although senior officials were at around this time observing that ISIS seemed to 

be attempting to target critical infrastructure, there was very little by way of hard evidence, and 

none concerning major attacks. While ISIL appears to have the intent, attempted attacks do not 

seem to have risen further than DDOS, defacement, and other, relatively minor, breaches.217   

      The real threat remains the same: state actors which have the technological capability and 

intent, with means to cause damage of a serious magnitude growing in parallel with the 

increasing sophistication and interdependence of CII. In 2012, General Keith Alexander, 

National Security Agency director and commander of the US Cyber Command, stated that 

cyberattacks against US information networks started as exploitative before becoming 

disruptive, but now such attacks are moving into the realm of destructive.218 Gen. Alexander’s 

successor in both these positions, Admiral Mike Rogers suggested in 2014 that:  

 

“… the threat of a catastrophic and damaging cyberattack in the United States 

critical infrastructure like our power or financial networks is actually becoming 

less hypothetical every day…. Foreign cyberactors are probing Americans’ 

critical infrastructure networks and in some cases have gained access to those 

control systems. Trojan horse malware that has been attributed to Russia has 

been detected on industrial control software for a wider range of American 

critical infrastructure systems throughout the country. This malware can be 

used to shut down vital infrastructure like oil and gas pipelines, power 

transmission grids and water distribution and filtration systems.”219 

 

     Elsewhere, Admiral Rogers also pinpointed the key state actors – Russia and China – which 

posed the most serious cyber threats to the US, stating that they “count as peer or near-peer 

competitors in cyberspace.”220 It is, for example, Russia that has carried out reconnaissance 

against the US energy grid. DHS threat warnings to critical infrastructure operators have 

precisely highlighted this threat, providing details on how cyber actors linked to the Russian 

state targeted networks where they staged malware, conducted spear phishing, and gained 

remote access into energy sector networks. After obtaining access, the Russian government’s 

cyber actors conducted network reconnaissance and collected information pertaining to 

Industrial Control Systems (ICS). Besides the energy sector, other targets have included 

nuclear, aviation, critical manufacturing and the water sector.221  

Iran and North Korea were the other threat attacks singled out by Admiral Rogers. Despite 

having fewer technical tools, Rogers noted that they “employ aggressive methods to carry out 

malicious cyberspace activities,” with Iran recruiting hackers for cyberespionage and 

cyberattacks, including attempts to penetrate US military systems.222 

Iran appears to have ratcheted up attempts at cyberattacks against US targets following the 

assassination in January 2020 of Qassem Soleimani, the head of the Iranian Revolutionary 

Guard Corps’ Quds Force.223 Yet, attempted cyberattacks by Iran or its proxies have in fact 

already been ongoing for some time – and not simply against military targets. Between 2011 

and 2013, Iranian hackers (linked by the US to the Islamic Revolutionary Guard) carried out a 

series of attacks on the largest US financial institutions including J.P. Morgan Chase, Wells 

Fargo, Bank of America, and Citigroup.224 These hackers for the most part employed relatively 

unsophisticated DDoS attacks in 2013.  

It is not just the major players within CII that are vulnerable.  Smaller, often regional, 

players often invest less resources in cybersecurity, assuming that they are somehow below the 

radar and immune from the threat. But one or more individuals from the Iranian group above 
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attempted to penetrate the SCADA system of the Bowman dam in Rye, New York, in August 

and September of 2013. Although the dam was small, the access obtained would have 

permitted the hacker to remotely operate the dam’s sluice gate, if it had not been for the fact 

that the gate had been disconnected for maintenance at that particular time.225 Another case in 

point is the attacks in 2019 against small electricity providers (many in proximity to critical 

infrastructure) in 18 different states. These attacks (which attempted to use phishing techniques 

to implant malware) do not appear to have succeeded, and may have been more akin to 

preliminary reconnaissance operations than genuine attempts to cause serious disruption.226 

Separately, in December 2015, a group of hackers managed to infiltrate a water treatment plant 

(the exact location of which has not been made public) and change the levels of chemicals 

being used to treat tap water. The breach happened as the water company had been using 

operating systems which were more than a decade old to run its entire IT network. This server 

is also connected to the operational technology (OT) systems of the facility. Serious damage 

appears to have been averted as the hackers did not have detailed knowledge of the 

ICS/SCADA system.227 

     China’s cyberattacks against US targets include espionage (both industrial theft and the 

theft of military or sensitive government data), with officials not ruling out the possibility that, 

like Russia, China might be attempting preposition cyberattacks against critical infrastructure. 

Attacks against utilities have also been attributed to hackers working on behalf of the Chinese 

state.228 

Some cyberattacks attributed to China stand out in particular. The 2017 Equifax hack has 

already been discussed. Besides this, perhaps the best-known of all publicly-reported 

cyberattacks in the US attributed to China is the US Office of Personnel Management (OPM) 

hack. In 2013, hackers linked to China breached OPM networks, leading to an unprecedented 

leak of sensitive data of personnel (with personnel records and security-clearance files of 

approximately 22.1 million individuals, including federal employees and 

contractors compromised).229 What came to light after the breach were revelations of internal 

neglect, and extremely poor IT security within OPM and its contractors. Earlier reports had 

flagged significant and “persistent deficiencies in OPM’s information system security 

program,” but there was a great deal of lethargy when it came to taking remedial action.  Basic 

failings included the lack of multi-factor authentication for users remotely accessing OPM 

systems.230 

The US government’s CERT in CISA periodically issues warnings, and advice, on the 

persistent cyber threat emanating from certain quarters.231 US CERT has observed that Chinese 

threat hackers are exploiting relationships between managed IT service providers and their 

customers. This space is a tempting target given that IT services have access to their customers’ 

networks.  Some of the suggestions aimed at protecting against Chinese threat actors are not 

altogether too different from recommendations issued in other countries. US CERT is 

encouraging clients to implement a defense-in-depth strategy to protect their infrastructure 

assets and increase the probability of successfully disrupting APT activity. This is similar to 

(and pre-dates) the recommendations issued by the Committee of Inquiry in Singapore 

examining the IHiS breach. Measures recommended by US CERT include:  

• Applying the principle of least privilege to their environment, which means customer 

data sets are separated logically, and access to client networks is not shared. 

• Implementing robust network and host-based monitoring solutions that looks for 

known malicious activity and anomalous behavior on the infrastructure and systems 

providing client services. 

• Ensuring that log information is aggregated and correlated to enable maximum 

detection capabilities, with a focus on monitoring for account misuse; and 

• Working with customers to ensure hosted infrastructure is monitored and 

maintained, either by the service provider or the client. 232 
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Talent Acquisition and Future Challenges 

Finding the right cyber talent is a pressing issue in every nation, but especially problematic in 

a nation like the US that spreads cyber responsibilities across a multiplicity of agencies, and 

where both state and federal levels are competing with the lure of the private sector. In August 

2017, the then-White House cybersecurity coordinator Rob Joyce warned that the US lacks 

300,000 cyber-security experts needed to defend the country.233 One comprehensive report in 

2018 by Harvard’s Kennedy School and Belfer Center has pointed to the “shortage in skilled 

cybersecurity-minded talent” at the federal level.234 CISA Director Chris Krebs has himself 

weighed in, noting that talented cyber professionals would rather choose careers in big tech 

companies.235 Efforts are underway to remediate, with the Cybersecurity Talent Management 

System announced in 2018 allowing the DHS to speed up hiring and offer higher salaries for 

cyber professionals. At least in theory, this should enable the federal government to compete 

with the private sector for cyber talent. One other facet of this plan involves the government 

paying for scholarships for cybersecurity professionals, who, under the plan, will have to spend 

three to five years in government before moving into the private sector. Originally slated for 

implementation in 2019, the Talent Management System has at the time of writing (February 

2020) not yet been officially implemented.236 

The American National Guard has in various states begun to develop cyber units. Some 

have already shown their value in remediating the effects of state-level ransomware attacks.237 

Separately, cyber personnel from the National Guard make up  Task Force Echo (which 

currently has a strength of approximately 450 personnel drawn from the Army National 

Guard), which supports USCYBERCOM‘s mission.238 

Task Force Echo, while filling a critical role for USCYBERCOM, has, however, been 

criticized as “lacking societal engagement and offering no way of integrating private-sector 

talent.”239 The US has long recognized the need for volunteers to help fill the gaps in its cyber 

defense efforts. Other, more innovative solutions to fill the talent vacuum have from time to 

time been floated. Some have suggested that the US needs its own cyber volunteers, akin to 

the Cyber Unit within the Estonian Defense League.240 There are in fact already in existence a 

few examples of looser groupings, akin to cyber militia, coming together in the US in order to 

provide assistance in the wake of cyber incidents (and particularly in the event when federal 

assistance might not be immediately forthcoming). The Michigan Cyber Civilian Corps 

(MiC3) established in 2013, comprises approximately 100 volunteers from government, 

academia, and business and serves as a rapid response force against cyber incidents within 

Michigan.241 Some commentators have suggested that it is imperative that this type of effort 

be scaled up into a US Cybersecurity Civilian Corps.242 

Beyond simply protecting networks on a routine basis, it is likely that Task Force Echo and 

MiC3 will increasingly have roles assisting frontline agencies such as CISA in protecting 

critical processes such as elections. As has been well-documented, Russian hackers were 

extremely active in the run-up to the 2016 U.S. presidential election. Besides the manipulation 

of societal opinion through social-media-enabled subversion (via bots, troll factories), Russian 

hackers also broke into the Democratic National Committee’s email servers.  Russian hackers 

also attempt to seek out vulnerabilities in state election infrastructure. In certain states’ voter 

databases, Russian hackers were in a position to delete or change voter data (although it appears 

they refrained from doing so).243  

Interference in the democratic polity and the electoral process are best known from the 

Russia case study, but others have made attempts of their own too. In late 2019, a hacking 

group that appears linked to the Iranian government tried to infiltrate email accounts related to 

Trump‘s re-election campaign.244 Suffice to say that the inference in 2016 will not be a one-

off.  Chris Krebs, Director of CISA (the federal agency with primary responsibility for assisting 

state and local officials in bolstering election security), observed in February 2020 that he spent 

“40 to 50 percent of my time on election security issues (…) A top priority for us right now is 
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protecting 2020.”245  Besides election security, CISA’s other operational priorities, outlined in 

its “strategic intent” plan from 2019, include defending against Chinese threats to 5G networks 

and reducing the risk of Chinese supply chain compromise.246 

Protecting against a new generation of cyber and technology-enabled threats will be a 

critical concern for CISA, USCYBERCOM, and various state and local agencies in the years 

to come. In this battle against adversaries – many located thousands of miles away - metrics of 

success are vague and the successes themselves are often hidden under a cloak of operational 

secrecy. Achieving a better cybersecurity posture will lie not simply in technological prowess, 

but in strengthening a culture of awareness and responsibility, enhancing interagency 

cooperation, and in nurturing an ecosystem where cyber talent can flourish and can be directed 

to where it is needed the most. 
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