
678  HANDBOOK OF TERRORISM PREVENTION AND PREPAREDNESS 

 

 

 

Chapter 22 
 

Prevention of Gun-, Knife-, Bomb- and Arson-based 

Killings by Single Terrorists 
 

Annelies Pauwels 
 

 

 

Lone-actor terrorism is an emerging phenomenon that challenges Western law enforcement 

agencies. This chapter adds to previous research on the prevention and detection of attacks by 

single terrorists and does so by focusing on limiting their access to weapons. It analyses the 

weapons that have been most commonly used by lone offenders in Western Europe over the 

last twenty years: firearms, knives, explosive and incendiary devices. For each of these weapon 

types a case study of a recent lone-actor attack is analyzed. The chapter concludes that 

downstream preventive measures aimed at curbing access to weapons and practical training 

opportunities can be useful. They can direct lone actor terrorists to more readily available 

weapons, reducing the lethality of their attacks. The research presents recommendations aimed 

at further restraining access to weapons and limiting online and on-hands training in the use or 

manufacturing of weapons. Lone-actor terrorism will most probably continue to exist and 

possibly rise, as it is a direct response to increasing pressure from law enforcement and is 

actively promoted by terrorist strategists. While a hundred percent safety from lone-actor 

attacks is probably unattainable, it is possible to diminish their ability to successfully carry out 

an attack and limit their lethality. 
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Each new wave of terrorism sees the emergence of lone actors: terrorists that plan, prepare, 

and commit their acts without direction from a wider organization. Lone-actor terrorism is now 

re-emerging1 and its threat is increasing, as their attacks often appear near-spontaneous and 

aimed at causing large numbers of civilian casualties. This phenomenon poses a challenge to 

existing law enforcement techniques. The apparent lack of coordination and communication 

with a wider organization makes it harder to spot the perpetrators through usual surveillance 

and communication interception. The spontaneity of the attacks complicates efforts to monitor 

the development of the plot and its disruption. Although lone-actor terrorism seems almost 

unstoppable, previous research has identified measures that can help prevent lone-actor 

violence, and detect and disrupt their attacks.2 

This chapter contributes to that research as it seeks to analyze what can be done to prevent 

lone-actor terrorists from acquiring their most commonly used weapons. It will do so by 

examining which weapons were used in lone-actor attacks in Western Europe over the last 

twenty years. The data presented in this chapter are derived from the Global Terrorism 

Database (GTD), an open-sourced repository initiated by the University of Maryland. Lone-

actor attacks are calculated by the attacks that have been committed by a single perpetrator 

(variable nperp). While the GTD is the most widely used open-source database for calculating 

the number of lone-actor attacks, it is necessary to also pinpoint its limitations.  

First, it is important to note that even when an attack mentioned in the GTD is said to have 

been perpetrated by a single offender, the perpetrator can have been part of a group. This author 

filtered out the events that were clearly group-based attacks (i.e., separate attacks occurring on 

the same day that were part of a larger attack by a group). A clear example hereof is the Brussels 

attack in March 2016, which is listed in the GTD  under two separate entries; one of them by 

a single perpetrator as the bombing in the Maelbeek metro station was carried out by a single 

attacker, while the attack at Zaventem airport was registered as a group attack. 

Second, data entries in the database only reflect what is known at the moment of inserting 

the information into the database. This can be altered at a later stage, for instance, when 

subsequent investigations demonstrate that a single perpetrator had clear links with other 

individuals or did not act alone.  

Third, the GTD contains a large number of unknown perpetrators. Only 17 per cent of the 

terrorist attacks that took place in Western Europe over the last twenty years have a known 

number of perpetrators: 279 attacks were committed by a single attacker (nperp = 1) and 353 

attacks by more than one offender (nperp > 1).3 

Despite these caveats, the “number of perpetrators” (nperp) remains a good indicator to 

examine single offender attacks, as the GTD offers a large enough sample - 279 lone-actor 

attacks - for analysis. Another interesting variable would be “unaffiliated individual(s)” 

(individual), which indicates that the attack was carried out by one or more individuals not 

known to be affiliated with a group or organization. Yet, previous research has shown the 

difficulties in setting boundaries between affiliated and non-affiliated terrorists.4 For instance, 

a number of jihadi-inspired attackers claimed to be affiliated to or having pledged allegiance 

to ISIS, when in reality the connections were minimal or non-existent. On the other hand, right-

wing attackers have often been mislabeled  as lone actors since the degree to which they were 

connected with an extreme environment was not fully understood. 

It should also be noted that the GTD distinguishes itself from some other data collections 

by its relatively greater even-handedness. Some previous research on lone-actor terrorism has 

focused mainly on high-profile attacks (e.g., high lethality attacks) or incidents receiving ample 

coverage in mass media. This possibly gives a distorted image on the type of weapons mostly 

used by lone offenders.5 While GTD is also based on media reports, it strives for objectivity. 

Based on the GTD, this chapter presents the main weapons used by lone actors - namely 

firearms, knives, explosives, and incendiary devices. It will also analyze how lone-actors 

gained access to and used these weapons, which will be complemented by a specific case study. 
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The case studies will also cover aspects that provide a better view on the profiles of lone-actor 

terrorists (e.g., background, behavioral and operational aspects, and the radicalization process).  

 

 

Literature Review 

A number of datasets have allowed for empirical, quantitative assessments of lone-actor 

terrorism in Europe and led to some key findings on which this research builds further. First, 

there are various types of lone actors. Differences are often related to their ideological 

background, the degrees of social isolation, alternative pathways to radicalization, pre-attack 

planning and behavior, and the presence or absence of mental health problems.6  

Second, despite different profiles, researchers have determined that single terrorists 

distinguish themselves from group-based terrorists in several ways. In particular, their average 

age is higher, they are more often confronted with unemployment, despite having a 

considerable level of education.7 Ideology, ideas of justice, and empathy would also be more 

important for single perpetrators than for members of extremist groups or terrorist 

organizations.8 Lone actors also suffer more often from mental health disorders than group-

based terrorists or members of the general population.9 

Third, lone offenders are not as isolated as the terminology suggests. Lone actors 

frequently have interpersonal, political, or operational ties to larger networks. They also often 

radicalize both in online and offline radical milieus and sometimes receive concrete assistance 

in the preparation for their attacks.10  

Fourth, not all lone actors are the “stealthy and highly capable terrorists the ‘lone wolf’ 

myth alludes to.”11 They have a lower rate of attack completion and a lower lethality rate when 

compared to group-based attacks. They also adopt limited operational security measures, and 

engage in on- and offline ‘leakage behavior’ that provides others with clues about their 

extremism and their attack plans.12 However, the lethality of their attacks appears to depend on 

a number of factors, such as the robustness of counterterrorism efforts, the type of weapon 

used, and weapon-related training.13 

This research aims to provide a sense of how the use of weapons by European lone actors 

has evolved over the last twenty years. Particularly interesting is its focus on cases after 2014, 

when a significant change in weapon use by lone offenders occurred. 

 

 

Lone-Actor Attacks in Western Europe by Weapon Type 

Between 1999 and 2018, Western Europe has witnessed 353 group-based and 279 lone-actor 

attacks, with a strong increase in attacks by single terrorists particularly  since 2011. Whereas 

between 1999 and 2011, an average of five lone-actor attacks occurred per year, this number 

increased significantly to the yearly average of 31 in the following years. Lone-actor violence 

reached a new high level in 2017, when 58 attacks were perpetrated by single offenders. 

Despite a general increase in terrorist attacks in Western Europe after 2011, the increase of 

attacks by lone actors is proportionally higher.14 

Lone actors adhere to various ideologies. However, of the single terrorists operating 

between 1999 and 2018 whose ideology is known (approx. 65 per cent), most adhere to jihadi 

(82 attacks) and right-wing (51 attacks) ideologies. Western Europe has also seen a significant 

amount of separatist (27 attacks) and anarchist (15 attacks) incidents by lone offenders. While 

separatist attacks have remained rather constant over this twenty-year period, we can see a 

stark increase in jihadi, right-wing, and anarchist lone-actor attacks since 2011. 

Terrorist attacks by lone offenders vary significantly one from another. Many of them are 

not high-profile attacks and do not lead to high fatalities. One of the main reasons for this 

disparity is the types of weapons used. The following section will focus on the weapons that  
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Figure 1. Lone actor attacks in Western Europe, 1999 – 2018 

 

 
 

 

are most often used by European lone actors, highlighting what can be done to prevent access 

to them and limit their lethality rate. 

 

1. Firearms 

Firearms are an important weapon for terrorists, including lone actors. Focusing on limiting 

access to this type of weapon is important for three main reasons. First, firearms cause a higher 

lethality than other types of weapons. They make up 23 per cent of lone-actor violence in 

Western Europe since 1999. Since 2011, the proportion of gun-related attacks by single 

terrorists has decreased, as many of them have exchanged firearms for more readily available 

weapons. Yet, lone actors that do make use of firearms cause deadlier attacks. Gun-based 

attacks by lone offenders cause on average 2.3 deaths,15 which is more than most other types 

of weapons surveyed here. The only exception is vehicle-born attacks, which were on average 

more than five times as deadly per incident. 

      Second, the lone actors who did employ firearms, made increasingly use of automatic or 

semi-automatic rifles. Almost a third of gun-related violence by single terrorists in the last 

decade has been committed with these types of weapons.  

Third, firearms often serve as a facilitating tool to enable attacks through other means. 

Some of the deadliest attacks that were committed with other types of weapons have been 

facilitated by the use of guns. For instance, the perpetrators of the vehicle ramming in Nice in 

July 2016 and the Berlin Christmas attack that same year made use of a gun to obtain their 

vehicles. 
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Generally, terrorists access firearms in three ways: they can obtain them from the illicit 

market, procure them through legal means, or manufacture them. The bulk of firearms used by 

European terrorists are illegally obtained, most probably due to restrictions in place to buy 

legal weapons. The dynamics within Europe’s illicit firearms market are largely based on a 

certain level of trust between the seller and the buyer. Hence, direct or indirect criminal 

connections are crucial for lone actors to obtain illicit firearms.16 Many of the current jihadis, 

including lone actors, have such connections, as a considerable percentage of them have a 

criminal background.17 They could thus use their previous criminal networks to obtain access 

to firearms. Similar criminal connections also are present in extremist groups of other 

ideologies. Corsican separatists, for instance, maintain social and operational links with 

organized crime, which facilitates access to illegal weapons.18 

Lone actors who are not (in)directly connected to any seller of illicit weapons, have more 

difficulties to get hold of firearms. However, the internet offers them new possibilities since 

many types of weapons can be bought there. For instance, David Ali Sonboly, who opened fire 

near a mall in Munich in July 2016, had bought his pistol on the dark web.19 The internet, thus, 

serves as an enabler for the trade of illegal weapons that are already on the illicit market; its 

anonymity increases the safety of both buyers and sellers from prosecution. Nevertheless, 

acquiring firearms through the internet still bears significant risks for both parties, such as 

scamming, online detection and monitoring, or the interception of parcels through postal 

couriers.20 

Lone actors can also use a legally obtained weapon; however, such cases have so far been 

exceptionally rare in Europe.21 European firearms legislation restricts access to this type of 

weapons for lone actors. This becomes evident in comparison with the US, where access to 

firearms is less regulated. Guns were used in 38 per cent of attacks by US lone offenders since 

2011, making it the main weapon of choice for single terrorists. Most of these shootings 

involved legally obtained weapons.22 

Nevertheless, some European lone offenders did use legally obtained firearms in their 

attacks. One example is Luca Traini, an Italian right-wing extremist who used a legally-owned 

weapon to target six African migrants in Macerata in 2018.23 The use of legally-owned firearms 

by terrorists could become a more stringent problem with the rise of right-wing extremism. 

The general fascination with weapons in these circles leads to a considerable presence of 

extremists possessing legal firearms.24 In 2017, it became known that around 750 right-wing 

extremists in Germany were in possession of legally acquired guns.25 Also, the presence of 

members with a military background in the extreme right-wing movement might increase their 

legal access to (and knowledge of) weapons.26 

A third venue for lone actors to obtain firearms is by manufacturing them. This can be done 

by assembling a weapon from its singular parts, bought either online or offline or manufactured 

through 3D printing. In October 2019, a German right-wing extremist used homemade 

firearms, some parts of which were produced with a 3D printer, in his attack on a synagogue 

and Turkish restaurant in Halle.27 To date, these cases have been very exceptional, as they 

require specific knowledge. Yet, 3D printed weapons represent a serious risk since they are 

very difficult to detect: they do not have a serial number and, being made up almost entirely of 

plastic materials, they can avoid detection by metal detectors.28 

     The availability of firearms on both the legal and illegal markets is a strong determinant for 

their use by lone actors. This can also explain the disparity between different countries. The 

high proportion of legal firearms used by lone actors in the US has already been mentioned 

above. However, differences can also be found within the EU. For instance, the low level of 

legal gun ownership in the UK could explain the limited number of lone-actor attacks with 

firearms in the UK.29 The type of weapons available is also determinant for the choice of 

firearms by terrorists. For instance, the availability of semi-automatic and automatic rifles on 
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France’s illicit market could, in part, explain why the country has seen a relatively high 

proportion of attacks with such weapons.30 

While acquiring firearms is one thing, knowing how to use them is another. Generally, 

European lone actors have had limited firearms training, which could explain why gun-related 

violence by lone offenders generally does not cause large numbers of victims.31 Particular 

scrutiny is thus necessary for those extremists who have received (para-)military training. 

Particularly dangerous are European foreign fighters of different ideological currents who 

fought alongside jihadist, Kurdish, and Christian militias in the Middle East or Ukrainian and 

pro-Russian militias in the conflict in eastern Ukraine.  

The possibilities of obtaining firearms training within Europe can also be limited by 

introducing and maintaining basic obstacles to practice in shooting ranges (e.g., criminal record 

checks, registration fees). However, lone actors with a criminal background generally have 

sufficient opportunities to learn how to handle guns. The following case study on the 2015 

attack in Copenhagen shows that such “gangster-terrorists” can carry out deadly attacks. 

 

 

Case Study - 2015 Copenhagen Attack 

On 14 February 2015, Omar El-Hussein opened fire at the Krudttønden cultural center in 

Copenhagen. The target was a public free speech event around a Swedish artist known for his 

drawings of Prophet Muhammad. Later that evening, the shooter opened fire at a synagogue in 

the city. The day after he was killed in a shoot-out with the Danish police. The attacker, who 

had sworn allegiance to ISIS some hours before the first shooting, killed two civilians and 

wounded five police officers. 

The attacker’s criminal connections and skills played a key role in obtaining the weapons 

used for these attacks, namely an M95 rifle and two old pistols. He had obtained the two pistols 

through his connections with the gang scene, having been a gang member in his teenage years. 

He had stolen the rifle from the home of a member of the Home Guard - a volunteer defense 

organization that supports the Danish military and police. The offender was also familiar with 

handling weapons as he had been previously sentenced for the possession of an illegal weapon. 

The attack also sheds light on how the legal and illegal firearms markets are often 

interlinked and points to responsibilities carried by legal gun owners. The rifle was a legal 

firearm, appropriated by the attacker through a targeted robbery. In contrast, the two pistols 

had entered the illicit market as unregistered weapons, most probably confiscated in an 

unreported theft.32 The legal firearms market thus offers a number of loopholes that can 

facilitate access to firearms for European terrorists. 

The offender’s criminal profile played a key role in his attack. Following a previous 

conviction for a knife assault on a train, he had spent time in prison, where he seems to have 

acquired an extremist religious ideology. The fact that he was released from prison just two 

weeks before the attack highlights the need to focus on reducing recidivism among common 

and terrorist convicts. 33 In particular, it is crucial to promote more effective reintegration 

measures, increase follow-up after release, and improve the exchange of intelligence between 

prison, law enforcement and intelligence agencies. 

     The Copenhagen attack seems to undermine the widespread idea of unpredictable and hard-

to-prevent lone-actor attacks. The attack was carefully planned and hardly impulsive. The 

offender had attempted to rent a flat overlooking the Krudttønden cultural center through 

Airbnb for the preparation of the attacks. The pre-planned nature of the attack is further 

supported by police reports that the terrorist looked at layouts, photos and Krudttønden’s main 

website from three different IP addresses prior to the assault.34 The attacker also did not act in 

complete isolation, as four others, all affiliated with criminal gangs in Copenhagen, were 

arrested for their assisting role. They helped the offender to dispose of the assault rifle after the 

shooting, provided ammunition for the pistols, and assisted the shooter in the period between 
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the two attacks.35 El-Hussein was in fact not a loner, but firmly embedded in his community, 

as demonstrated by the large presence of (mainly) youngsters at his funeral.36 

 

 

2. Knives 

Conducting a successful attack with firearms can be complicated for lone attackers due to 

firearms restrictions and the risks of detection while acquiring them. For these reasons, terrorist 

groups such as Al-Qaeda and ISIS have called on their sympathizers to start a “knife 

revolution,” as knives are extremely easy to acquire and conceal and can nevertheless be quite 

lethal.37 This type of propaganda has contributed to a stark increase in knife-based attacks by 

lone actors. While prior to 2011 single terrorists hardly used knives in their attacks, the use of 

a bladed weapon has increased significantly and, since 2014, has become one of the two 

primary weapons of choice for lone actors (a position shared with incendiary devices). 

Stabbings are typically a lone-offender tactic, as group-based attacks with knives remain rare. 

Terrorist stabbings generally cause a low level of fatalities, despite the fact that jihadist 

outlets have provided tips to their sympathizers on how to increase the lethality of knife-based 

attacks.38 Yet, they can cause a high fear effect. Knives are a particularly scary weapon when 

used by terrorists since they are everyday tools that are readily available. This makes the 

prevention of the use of knives particularly difficult. Metal detectors can be a useful tool to 

prevent possible offenders from carrying knives and other sharp objects in crowded places. 

However, there are loopholes. The three perpetrators at the 2017 London Bridge stabbing, for 

instance, used 30-cm-long ceramic knives, which could have easily bypassed metal detectors. 

However, lone offenders do not only use kitchen knives in their attacks: axes, machetes and 

swords make up a significant percentage of bladed weapons used in lone-actor violence. The 

following case study illustrates this. 

 

 

Case Study: Trollhättan School Attack (2015) 

On 22 October 2015, 21-year-old Anton Lundin Pettersson entered a high school in Trollhättan, 

Sweden, where he killed three persons and injured one more with a sword. The attacker had 

never attended this high school himself, but had chosen it as his target because the school was 

primarily attended by students with an immigrant or foreign background.39 

The perpetrator used a Viking sword and carried a Japanese dagger, which he did not use 

in the assault. He had acquired both weapons online from a legal weapons store in the US 

shortly before the attack. The weapons, generally sold as collectors’ items, can be easily bought 

online. Therefore, no alarm bell went off with this purchase, which could have alerted Swedish 

police or security services.This attack fits the widespread perception of a lone-actor terrorist 

attack: the offender had a clean criminal record and had not communicated his plan to anyone.  

However, a closer look at his online behavior could have given a warning. The attacker 

had been visiting right-wing extremist groups and sites on social media and the internet.40 He 

had also prepared the attack entirely online. In the two weeks prior to the assault, he had 

consulted online videos on how to use the weapons. In addition, he had bought a black Nazi 

World War II helmet and a long black coat, which he wore during the attack. He also looked 

for the other preparatory elements for the attack online: he had studied the route from his home 

to the school and examined pictures of the building, pupils, and teachers. 

The Trollhättan attack is particularly interesting due to the attacker’s mental health 

condition. Like other lone actors, Petterson might have suffered from multiple mental 

disorders, which were, however, never documented. In addition to an autism spectrum disorder, 

he might possibly also have suffered a gender identity disorder, this being in strong contrast 

with his worldview and the fact that he idolized and identified with alpha males.41 The attacker 
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could also have been depressed and suicidal, mainly due to his unemployment situation, which 

he blamed on immigrants. Losing a temporary job shortly before the attack could have been 

the trigger for the massacre. It is well-documented that mental health issues, such as 

schizophrenia and delusional disorders, are more often present in lone actors than in group-

based attackers or in the general population.42 However, this should not be used as a pretext to 

stigmatize mental health patients, as mental health issues alone rarely lead the radicalization 

process.43 The overwhelming majority of patients with severe mental health illness do not 

proceed to violence, and are actually more often victims than perpetrators of violence.44 

Petterson had in his 21-year long life never been diagnosed with a mental disorder. Outreach 

for suicidal individuals could be useful, as several lone actors have shown a proclivity to 

commit suicide while taking the lives of others. Here too the attacker appears to have wanted 

to commit suicide “like a warrior.”45 

A lone-actor attack that seems hard to predict, the Trollhättan assault demonstrates how 

measures to increase preparedness against such incidents could help in saving lives. The attack 

caused a relatively low number of casualties, considering that it took place in a very crowded 

location at the beginning of a school day. The high level of preparedness of the school 

personnel turned out to be key in limiting the casualties. A quick reaction of an employee of 

the school cafeteria, where the attacker had entered the premises, made it possible to notify the 

police just two minutes later. In addition, the quick warning of the principal to students and 

staff to lock themselves up in their classrooms most probably prevented further deaths. The 

CCTV footage of the school premises show the attacker wandering around the school in search 

for more victims, but mainly finding empty corridors and locked classrooms. It is also evident 

that the attack would have resulted in more casualties if the perpetrator had managed to gain 

access to firearms. Petterson had studied mass shootings, such as the Columbine high school 

shooting and Anders Breivik’s attack. He had also considered joining a shooting club, but 

abandoned the idea because he could not afford it.46 Instead, similar to other lone actors before 

him had done, he made use of a more easily obtainable weapon. 

 

 

3. Explosives 

Explosives are one of the preferred weapons for both terrorist groups and lone actors. 

Nevertheless, over the last couple of years lone offenders have partially opted for more readily 

available tools, such as arson. Prior to 2011 explosives were used in 34 per cent of lone-actor 

attacks in Western Europe; this number decreased to 21 per cent in the following years. 

European terrorists surveyed here, mainly used home-made, rather than commercial, 

explosive devices.47 Curbing access to explosives is particularly complicated for two main 

reasons. The know-how on manufacturing explosive charges and devices can be easily found 

in online and hard-copy instructions. They explain how to construct a wide variety of bombs, 

including pressure cookers, pipe bombs, and time fuses. Detailed instructions on how to 

fabricate the explosive charge can be found online relatively easily (but these instructions are 

not infrequently deficient). European terrorists either used ready-made products (such as 

commercial explosives, military explosives, or pyrotechnics and propellants) or made their 

own explosive charges from chemical precursors.  

     Hard-copy manuals teaching how to manufacture explosives often circulate in radical 

environments. For instance, Timothy McVeigh learned how to fabricate the bomb that killed 

168 and injure 680 people in Oklahoma City from hard-copy manuals on bomb-making.48 

However, the vast majority of bomb-making instructions are available on the internet. For 

instance, in 2010 Al-Qaeda published in its online magazine Inspire an article titled “Make a 

Bomb in the Kitchen of Your Mom.” Other downloadable manuals, such as The Anarchist’s 

Cookbook and The Jolly Roger Cookbook, have provided instructions for the construction and 

detonation of explosives.49 There are even YouTube videos providing step-by-step instructions 
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on how to construct various types of bombs. On any given day there would be almost 300,000 

such videos on YouTube, a vast majority of which would be military-type instructional 

videos.50 

Since the material to fabricate explosive charges and devices are commonly used for 

commercial purposes, it is difficult to curb access to them. Home-made bombs can be made by 

using common materials, such as switches and battery power sources. A major problem is the 

availability of chemical precursors used to create home-made charges. For instance, triacetone 

triperoxide (TATP), an explosive used in various recent terrorist attacks in Europe, can be 

made from the commonly-available ingredient acetone (found in common household products) 

and from hydrogen peroxide (which is found in hair bleach and some disinfectants).51 Another 

chemical precursor often used in home-made explosives is ammonium nitrate, which is most 

commonly found in fertilizers. Anders Breivik used ammonium nitrate to create his vehicle-

borne bomb that would greatly damage a government building in Oslo. He created a fictitious 

agricultural company to acquire large quantities of chemicals and fertilizers and produced 

explosives without arousing suspicion.52 

Breivik’s attack was exceptional, as most contemporary terrorists who perpetrate attacks 

in the Western world have switched from the use of large explosive charges, carried by vehicle-

borne IEDs, to smaller charges and person-borne IEDs.53 These are easier to construct and use. 

The acquisition of smaller quantities of precursor substances also arouses less suspicion and 

can easily fall below security and regulatory thresholds.54 A 2013 EU regulation aims to stop 

“would-be attackers” misusing certain dual-use materials without curbing access for legitimate 

bona fide users.55 It requires member states to ban non-professionals from acquiring certain 

chemicals that could also be used in producing explosives. It also obliges businesses which sell 

or supply such chemicals to report suspicious transactions as well as significant losses and 

thefts. Yet, some loopholes remain due to a fragmented restriction system among various EU 

member states. This can make it possible for terrorists to obtain precursor materials in member 

states with fewer restrictions or lower levels of control.56 

Another challenge that remains, is curbing and controlling internet sales. There is often no 

good method to verify an online purchaser’s identity. In addition, purchasing from various 

sellers or a combination of retail and internet purchases can avoid raising suspicion. Ahmad 

Hassan, who in 2017 detonated a TATP-based explosive device on a tube train at Parsons 

Green in London, had bought the material for his bomb in at least three different venues to 

avoid suspicion: he got shrapnel from local supermarkets, had hydrogen peroxide delivered to 

a friend’s address, and bought another ingredient from Amazon.57 

Instructions and material for creating explosive devices might be widely available, the 

myth of the highly lethal Do-It-Yourself (DIY) bomb-maker needs some nuancing. In reality, 

it remains very complicated to manufacture an effective explosive charge and device based 

only on online training. The numerous failed explosions with TATP-based explosives, 

generally perceived as the easiest ones to create, demonstrate this: the Gare Centrale plot in 

Brussels, the above-mentioned Parsons Green bombing, and the Barcelona plotters.58 Lone 

bombers are also quite often detected during their bomb-making process, due to suspicious 

injuries or careless handling of the materials.59 Furthermore, the lethality of those lone actors 

that actually manage to reach the point of attack is often low. For terrorist groups, bomb attacks 

are generally the deadliest type of attacks, with a lethality rate of two deaths per attack, whereas 

the lethality rate of lone-actor bombings is only 0.9 per attack. Of the 68 bomb-based attacks 

by European lone offenders over the last twenty years, only seven killed individuals other than 

the attacker himself. 

 

 

Case Study: Attack in Lyon (2019) 

In May 2019, Mohamed Hichem Medjoub left a paper bag containing a parcel bomb in front 
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of a bakery in a shopping street in Lyon. The jihadi-inspired attack injured 13 persons. With 

his deed, Medjoub hoped to increase the populist vote in the EU elections two days later, 

provoking thereby to “push Muslims to revolt.”60 

The attacker had used a remotely controlled detonator to set off the bomb, which was based 

on a small quantity of TATP surrounded by bolts and metal airsoft balls as shrapnel. He had 

manufactured the explosive device and the charge in his kitchen. There, the police found after 

his arrest three bottles of ammonia, hydrochloric acid and oxygenated water. The perpetrator 

had studied jihadi-materials and bomb-making videos online and purchased the necessary 

materials in the months preceding the attack, including through Amazon. 

The attacker is one of the few lone actors in this sample who had managed to construct a 

functioning bomb and set it off remotely. Medjoub’s bomb was effective, yet he had probably 

hoped to cause a much larger number of casualties from the shrapnel, which is generally used 

to increase the number of wounded and killed. That not a single individual was killed by his 

explosion was also due to the small quantity of TATP that was used. Even though the 

restrictions on chemical precursors most probably deterred him from constructing a deadlier 

device, the attacker had managed to outsmart restrictions and defy suspicion by ordering the 

materials from separate places with large time intervals separating the purchases. 

However, the attacker was less careful about other aspects of his planning and preparation. 

Lone actors often adopt limited operational security measures, as they have not or only poorly 

been trained in this regard. For instance, they may leave virtual traces, give away clues on their 

intention to strike or expose their radicalism.61 The attacker in Lyon left such traces. Police 

reportedly found evidence of contacts with ISIS operatives on his computer.62 He also left 

online purchase trails for certain materials he could have acquired more safely in a 

supermarket, such as the batteries and oxygenated water.63 He also displayed a lack of attention 

for his post-attack security, in particular considering his clear intention of surviving the attack 

(e.g., he used a remotely-controlled detonator, and never claimed the attack). Police were able 

through video surveillance cameras to retrace his residence, where he had not disposed of 

incriminating evidence (e.g., the bottles of acid used to manufacture the charge). 

 

 

4. Arson 

Arson attacks have often been used by terrorist groups of different ideologies. Right-wing 

extremists, for instance, often use fire as a tactic to spread fear among foreigners. In the 1990s, 

right-wing arson attacks in Germany were aimed at frightening and harming refugees and 

immigrants.64 Fire also carries a high symbolic value in the far-right scene, reminding some 

people of the Nazi period. Arson also plays an important role in many of the American Ku 

Klux Klan’s ceremonies. Anarchist and left-wing terrorists as well have conducted incendiary 

attacks against a variety of targets. They often prefer arson over other types of weapons, in part 

due to the challenges of investigating this type of attack and tracing evidence back to offenders. 

More recently, jihadist groups have also encouraged their sympathizers to use arson as a 

terrorist tactic. Al-Qaeda and ISIS have in their English-language magazines encouraged 

sympathizers to use arson as a weapon to ignite buildings, forests, and fields.65 They also 

provided guidance on various methods of conducting such attacks, and issued a fatwa noting 

that incendiary warfare is religiously permissible.66 

     In recent years, European lone actors have increasingly made use of arson in their assaults. 

Between 2014 and 2017, there have been more than eight times as many arson attacks as in the 

previous 16 years combined. Targets varied from banks to private residences, but most of the 

recent arson attacks were aimed at places of worship and refugee-related targets. Particularly 

worrying is how easy it is to conduct such an attack. The materials to start a fire are readily 

available. Even more advanced incendiary compounds, such as thermite, can be obtained or 
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manufactured at home. Buying materials to do so, does not always raise the same level of 

suspicion as purchasing explosive precursors.67 

Arson attacks also require limited know-how and are easier to conduct than explosive-

based attacks. Terrorists can ignite fires with jerry cans filled with gasoline or by making 

Molotov cocktails. Jihadist groups recently shared online instructions with their sympathizers 

and supporters on how to make Improvised Incendiary Devices (IIDs), such as timed or 

remotely ignited combustibles.68 Detailed instructions on various types of IIDs can also easily 

be found on open-source websites of other terrorist groups, such as the Animal Liberation 

Front.69 Such devices can cause major damage, but do not always function properly. In July 

2006, two bombs made from gas canisters filled with petrol and diesel, which were placed in 

suitcases on two trains in Germany, failed to go off when the detonators did not manage to 

ignite the gas.70 In another case, a firebomb carried inside the perpetrator’s coat into a shop in 

Belfast in 2013 detonated prematurely, severely injuring the attacker.71 

Arson attacks by lone actors have been significantly less deadly than assaults with other 

weapons. The 63 incendiary attacks that took place in the last 20 years caused only one fatality 

and seven injuries, other than those injuring the attacker himself. Yet, fire is mainly a tactical 

weapon. Pyro-terrorism, regardless of the deaths it causes, can be very effective for terrorist 

groups since it carries a high fear factor. Pyro-attacks are also able to draw large media 

attention, due to their visual and sometimes symbolic appeal. For this reason, not all arson 

attacks are aimed at causing casualties. Recent jihadist propaganda has recommended to target 

parked vehicles and natural resources as well.72 Fire can also aggravate terror attacks that are 

carried out with other types of weapons, for instance by causing confusion and hindering rescue 

operations.73 

 

 

Case Study - Altena Arson Attack (2015) 

A substantial number of arson attacks in Western Europe targeted refugees and refugee-related 

premises. One such attack occurred in October 2015, when two men set fire to a refugee home 

in Altena, a city in Western Germany. Seven people were in the building at the time of the fire 

but were alerted by neighbors and managed to escape. The attack caused no casualties, but it 

generated fear among the direct victims (the residents of the house) and the refugee 

communities in Germany as a whole. 

This attack was highly unsophisticated and committed with the help of readily available 

materials. The perpetrators had bought the gasoline shortly before the attack at a nearby gas 

station. Prior to setting fire to the attic of the three-story building (while the residents were 

sleeping on the ground floor), they had cut the cables of the fire alarm system in the house.74 

The unsophisticated tactics and near-spontaneous character of such attacks complicate efforts 

to disrupt them. It is also challenging to adopt measures preventing terrorists from gaining 

access to inflammable materials, without curbing the general public’s access to them. 

The Altena arson attack highlights the need for broader preventive measures to lone-actor 

terrorism, in particular curbing online radicalizing material. In the Altena case, the real-life 

profiles of the two perpetrators showed a strong contrast with their online profiles. They were 

not already known to law enforcement (one of the attackers was a fireman who had helped to 

put the fire out again) and had not engaged in violence or extremist activism before. Their 

radicalism manifested itself exclusively online, as they showed significant activity in right-

wing online platforms. Social media echo-chambers can reinforce radical ideas and thus 

contribute to the radicalization of lone actors. An interesting study conducted two years after 

the Altena attacks found that towns where per-person Facebook use was higher than average, 

such as in Altena, experienced significantly more attacks on refugees.75 The internet continues 

to play an important role in the radicalization process of extremists, including lone actors.76 
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Therefore the increasing amount of terrorist and propagandizing material online should be met 

with a more intensive policing of the internet space.77 

 

 

Conclusion 

This chapter has illustrated how terrorists make use of the weapons that are readily available. 

European lone actors, due to current restrictions on traditional weapons such as firearms, 

increasingly make use of readily available tools, which are often less lethal. This means that a 

sustained and coordinated pressure for limiting the access to weapons is crucial to preventing 

and countering the deadliest forms of lone-actor terrorism. 

Key to reducing access to weapons is the further harmonization of relevant legislation of 

EU member states. Gaps in legislation and implementation, in particular with regard to firearms 

and chemical precursors for explosives, create loopholes that allow terrorists to acquire 

weapons or the materials to manufacture them. There is also a need to increase restrictions and 

monitoring of purchases of large bladed weapons, which have become the weapon of choice 

for European lone actors and can still be freely acquired. 

The internet has come to play an increasingly important role in providing terrorists with 

access to weapons. There is, thus, a need to replicate restrictions that currently exist for on-site 

purchases also for web shops, such as those selling chemical precursors. In this regard, it is 

also necessary to enhance the cooperation with, and support of public and private couriers, to 

facilitate the detection of parcels containing weapons and hazardous material. Cooperation 

with key third countries is crucial in this, as many weapons are purchased from websites 

overseas. 

Reducing the general availability of weapons can also be useful, in particular for firearms, 

which are still a widely used and highly lethal weapon. It remains imperative to counter the 

trafficking of illicit firearms both within the EU and from third countries. New flows of illicit 

weapons might arrive in particular from conflict areas in the EU’s near neighborhood. 

Measures should also focus on better registration and monitoring of legally held firearms and 

impose stricter rules for their storage, as some of these weapons end up on the illegal market. 

As terrorists generally use the weapons that are at hand, they will continue to show 

flexibility and innovation with regard to the weapons they use and how they access them. 

Therefore, it is necessary to continuously monitor trends in weapon use and update and 

implement relevant legislations accordingly, including at the EU level. 

The lethality of lone-actor attacks is often lower than group-based attacks, partially due to 

the limited (para-)military training of lone offenders. Therefore, it is crucial to continue 

imposing obstacles to opportunities to gain weapons training in real life. However, online 

training has proven to be more important for lone actors. Continued leverage on social media 

platforms and encryption channels to eliminate and prevent the dissemination of instructional 

material is therefore necessary. Online monitoring of suspects can be particularly helpful for 

countering lone-actor terrorism, as they often use the internet for tactical research with limited 

concern about their operational security. 

Nevertheless, lone-actor terrorism is a complex phenomenon. Therefore, a focus on the 

weapons and know-how should be complemented with a broader preventive focus. The 

presence of mental health issues and criminal antecedents in a high number of lone-actor 

profiles also calls for more upstream preventive responses. Actions should include, but not be 

limited to, improving detection, monitoring and taking care of young people with mental health 

problems, and rethinking current strategies aimed at reintegrating and rehabilitating those 

released from prisons. 
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