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3.1. Introduction
There are numerous avenues for terrorists and other non-state actors to acquire SALW in the Middle
East.264 At the core of the supply and demand for weaponry and ammunition is conflict—both interand intra-state. Wars have plagued the region for decades, including the 1980-1988 Iran-Iraq War,
Israel’s numerous skirmishes with Hezbollah and Hamas, the 1991 Persian Gulf War, and the 2003
U.S. invasion of Iraq, to name just a few. Civil war, insurgency, and state failure have characterised
the Middle East, both prior to and following the Arab Spring in 2011. Today, a regional battle for
supremacy between Gulf Arab countries like Saudi Arabia on the one hand, and the Islamic Republic
of Iran on the other, has fuelled sectarianism and proxy conflict, including ongoing hostilities in Iraq,
the 2006 conflict in Lebanon between Hezbollah and Israel, the 2011 Syrian Civil War, and the 2014
Yemeni Civil War.

Figure 11. The number of SALW per capita in the Middle East.265
In the past decade, Middle Eastern countries such as Iraq, Syria and Yemen have moreover structurally
been ranked among the countries most impacted by terrorism worldwide and they account for a large
part of the nearly 70,000 terrorist fatalities that the Middle East and North Africa have collectively
suffered during this timeframe.266 Moreover, the terrorism landscape was “changed globally” 267 with
the emergence of ISIS’ self-proclaimed “Caliphate” in 2014. Located in Iraq and Syria, the group
formed “a first in the history of modern terrorism: a proto-state able to seize and control territory,
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amass possibly billions of dollars and organize a major military force”.268 Although international
military operations caused ISIS to largely lose its control over the so-called caliphate’s territories, its
remaining forces and followers continue to pose a serious regional and international threat.269
Terrorist organisations operating in the Middle East have demonstrated a consistent ability to
overcome organisational setbacks, as well as changing social and political circumstances of the
unstable environments they operate in. More importantly, groups such as al-Qaeda, ISIS, and others
remain determined to reconstitute their operational capabilities to project influence, secure social
control in contested and ungoverned territory, and establish forward operating positions to carry out
terrorist attacks, recruit new members, and finance their organisations. While some experts believe
the epicentre of jihadi terrorism may shift away from the region,270 the Middle East continues to hold a
major position in the terrorism landscape. A prominent reason for that is the size and sophistication of
the arsenals that various regional terrorist and other non-state actors have. These arsenals, as well as
the central role they play in the continuing functionality and threat of those groups, merit closer study.
The focus of this chapter will be a range of conflict and violent non-state actors in the Middle East,
(3.2) the SALW they possess and acquire, as well as (3.3) the direct and indirect use these weapons
have to finance their activities. While not all groups or organisations analysed are listed/designated
as terrorist groups by the European Union, all are violent non-state actors and engage in acts of
terrorism.271 Because this chapter addresses illicit criminal activities, smuggling and trafficking, the
analysis also covers criminal actors and networks operating throughout the region. These criminal
networks though not identified by name as a formal organisation or group (e.g., Ndrangheta), play
an important role related to their interaction with terrorist groups. The chapter’s findings were based
on a combination of extensive study of earlier work, and interviews with both local and international
experts.

3.2. SALW possession and acquisition by terrorist organisations
In a region that has experienced intense levels of conflict for the better part of the past several decades,
the Middle East is awash in weaponry, especially SALW. The proxy conflicts of Iraq, Syria, and Yemen
lead the respective states to flood conflict zones with weapons, with massive transfers of SALW to
violent non-state actors.272 Weapons are then captured and traded on and off the battlefield, with
external state sponsors ultimately unable to control which groups end up possessing the arms they
originally supplied. When states collapse, it also leads to stockpiles being raided, another significant
source of SALW in the Middle East. The Small Arms Survey has assessed that the 2003 Iraq war led
directly to the transfer of at least 4.2 million SALW from the military to violent non-state actors or the
broader civilian population, resulting from either the government’s arming of militia forces prior to an
invasion, or the looting of stockpiles following external intervention.273 This section will analyse (3.2.1)
268
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the various types of SALW possessed by terrorist groups, but more importantly, (3.2.2) it will seek to
examine why this region remains at the forefront of SALW proliferation. By understanding what fuels
conflict between states and non-state actors, it will help elucidate specific trends and map out how
these trends might evolve in the future.

3.2.1 Types of SALW possessed by terrorist organisations274
The Middle East is home to some of the most well-armed non-state actors in the world. Lebanese
Hezbollah, ISIS, Hamas, the Houthi rebels in Yemen, and Iraqi Shia militias are just a few examples. Small
arms are more common than light weapons, with assault rifles accounting for two-thirds of the sample
size analysed by Conflict Armament Research (CAR), the average age of which are at least thirty years
old (See Box 4).275 Only a small number of AK-pattern assault rifles have been manufactured post2010, which could explain in part one of the reasons why terrorist organisations in the Middle East rely
so little on direct financing of SALW (see Section 3.3)—the weapons available could be unattractive to
violent non-state actors seeking to arm their fighters, although they can still be used for many of the
coercive aspects related to the indirect financing of these same groups. Handguns were almost “nonexistent,” in the region, while in Yemen, security forces seized large-calibre rocket launchers from
the Houthis, AQAP, and the Islamic State Yemen.276 65 percent of the weapons in CAR’s sample for
Iraq, Syria, Libya, and Lebanon came from just three sources: China, Romania, and “factories based
in modern-day Russia.”277 In the Gulf, defined by CAR as Yemen, Bahrain, and Saudi Arabia, CAR
found “widespread evidence” that components from AK-pattern rifles (seventeen separate models
were identified in the Middle East) were interchanged between weapons, which could suggest that
component-swapping is used to extend the life and value of an individual weapon.278
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Box 4 Types and origins of SALW used by terrorist groups (Source: CAR dataset)279
Middle East (Documentations in Iraq, Syria, Libya, and Lebanon)
Assault rifles: By far the most common weapon type deployed by terrorists and armed groups in the Middle
East are AK-pattern assault rifles. Assault rifles in general make up 66 percent of CAR’s weapon sample
in the Middle East. Almost all of these were 7.62 x 39 mm calibre, consistent with AK-pattern rifles. CAR
has identified 14 countries of origin for rifles in this calibre documented in the Middle East. The largest
manufacturing country was China (40 percent), followed by Romania (14 percent) and factories based in
modern-day Russia (11 percent). Where CAR is able to determine the age of these rifles (in a little under half
of the sample), the most common decades for production are 1980-89 (20 percent) and 1970-79 (11 percent).
Only a handful of rifles in the region have been identified as manufactured post-2010. In sum, the weapon
of choice for armed groups fighting in high intensity conflicts in the Middle East are – based on CAR’s data
sample in the region – AK-pattern assault rifles that are at least thirty years old. CAR’s dataset does not show
any great trajectory of change in the degree of significance of these weapon types to terrorist groups in the
region. Each year that CAR has documented more than 100 weapons in the Middle East, AK-pattern assault
rifles represent between 54 and 75 percent of the weapons that were seized from terrorist and armed
groups.
Handguns: Handguns (pistols and revolvers) are almost non-existent in CAR’s Middle East data. CAR has
only documented 11 such weapons that were recovered from ISIS forces in the Middle East, out of a sample
of more than 2,000 weapons. CAR has conducted documentations in arms markets in Iraq that reveal a
fundamentally different dynamic in the nature of available weapons compared to those that were seized from
ISIS forces. For example, there is a much larger proportion of handguns in the market sample (making up
29 percent of weapons) compared to the national baseline in Iraq (0.5 percent). Handguns are not typically
regarded as ‘weapons of war’ that would be associated with groups actively engaged in armed conflicts, this
dynamic reinforces expectations of the types of weapons that may be documented in a commercial market.
The chain of custody for these weapons may not include terrorist groups at any stage: CAR traced several
weapons in this market sample that had been exported legally to a government entity or other authorised
individual end-users in Iraq.
Ratio of small arms v light weapons: Almost all the materiel that CAR has encountered in the Middle East is
made up of small arms and light weapons (SALW) and their related ammunition. These items are particularly
susceptible to diversion. The vast majority of weapons, some 91 percent, that CAR has documented in
the Middle East fall into the category of small arms (primarily assault rifles and machine guns). However,
ISIS forces, and other terrorist and armed groups in the Middle East region, have had well-documented
access to light weapons such as mortars, heavy machine guns and shoulder-fired rocket launchers. ISIS
also established a sophisticated and standardised weapon production process to manufacture supplies,
including light weapon ammunition: in a six-day period in Mosul in 2016 alone CAR documented more than
5,000 rockets and mortar rounds in various states of production. However, this materiel makes up just nine
percent of CAR’s weapon sample documented in Iraq, Syria, Lebanon and Libya.
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The CAR dataset consists of thousands of weapons and more than 300,000 units of (mostly small calibre) ammunition primary
collected in Iraq and Syria between 2014 and 2017. The dataset includes materiel seized from groups such as Islamic State in Iraq and
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referred to as ‘Houthis’). While approximately 90 per cent of the sample analysed comes from the conflicts in Iraq and Syria, the dataset
also includes other high intensity armed conflicts in the MENA region such as those fought in Libya and Yemen.
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Gulf (Documentations in Yemen, Bahrain, Saudi Arabia)
Assault rifles: CAR has to date documented a far smaller sample of weapons recovered from terrorist
groups in the Gulf region. These encompass some extremely common model types, that CAR has observed
both in the Middle East and in the Gulf: CAR has documented 17 models of AK-pattern rifles in the Gulf, 15 of
which were also observed in CAR’s Middle East operations. CAR has also documented rifles and handguns
in Somalia that are believed to be linked to arms dealers and markets in Yemen. CAR observes, not only in
this region but generally, widespread evidence of components for these rifles being interchanged between
weapons. This may not necessarily be suggestive of any trade in components or weapons themselves, and
there could be a number of reasons why this interchange occurs on such a widespread basis. However, this
practice may speak in part to the intrinsic value of these weapons to armed groups, in that they are highly
versatile and durable, and that this type of component-swapping may extend the life and value of a single
weapon.
Rocket launchers: Security forces in Yemen have seized large-calibre rocket launchers from all three major
armed groups active in the country: AQAP, ISY and the Houthis. Several models of rockets were documented
both in areas held by Houthi armed forces and by AQAP, in different parts of Yemen. This may suggest a
common source of diversion, most likely from the state’s own stockpiles.

The most well-equipped terrorist organisations in the Middle East seem to be ISIS and Hezbollah.
ISIS acquired its weaponry in a variety of ways, while Hezbollah primarily relied on Iranian largesse
to acquire its vast arsenal, which it has compiled over decades. Hezbollah’s arsenal is particularly
impressive, owing in large part to Iranian sponsorship that provides them access to sophisticated
weapons systems. An analysis of Hezbollah’s July 2006 battle with Israel demonstrated the
possession of small arms (AK-47s, M-16s, and M-4 carbine rifles), short range to mid-range surface-tosurface rockets, shore-to-ship missiles, unmanned aerial vehicles, and anti-tank missiles.280 Most of
these weapons were made in Russia, Syria, and China. Besides small arms proficiency, Hezbollah is
highly proficient with explosives—both smaller, improvised explosive devices or large truck bombs. In
southern Lebanon, insurgents would detonate homemade claymore mines containing nails and antipersonnel ball bearings to great effect, a tactic that was adopted by Shia insurgents in Iraq.281
ISIS was not the prototypical insurgent group – it was equipped more like a conventional military.
Armoured vehicles were purchased on the black market or scavenged from the Iraqi security forces
who had retreated from the battlefield.282 The use of “technicals,” which are pick-up trucks modified
with machine guns or anti-aircraft weaponry, provides the militants freedom of movement and muchneeded mobility. ISIS fighters have used artillery and RPGs in Syria while also making use of Humvees
and T-55 tanks captured from the Iraqi security forces.283 While these vehicles and equipment were
not SALW, they enabled the ISIS war machine and helped the group to diversify its weaponry. Other
types of weapons include M79 anti-tank rockets made in the Balkans, American-made M16 and M14
rifles, as well as assorted small arms and ammunition.284 Many of the weapons and equipment that
ISIS militants fought with were initially distributed to the Iraqi Army to provide it with both a qualitative
and quantitative edge over its adversaries.285 The group even managed to wrangle sophisticated anti280
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aircraft weaponry such as the Chinese-made FN-6, which was provided to Syrian rebels who were
ultimately overrun by ISIS fighters.286 Nearly 90 percent of the weapons and ammunition acquired by
IS originated in China, Russia, and Eastern Europe.287
ISIS also relied on IEDs (See figures 11 and 12) on an industrial scale. As documented by the
researcher Charlie Winter, ISIS relied on vehicle-borne IEDs, or VBIEDs, “far more regularly than any
other organization in history, jihadist or otherwise.”288 This reliance on asymmetric tactics and VBIEDs
in particular, are just but one example of the numerous ways ISIS engaged in irregular warfare.
ISIS maintained factories throughout the territory it controlled in Iraq and Syria where its fighters
experimented with various designs in order to determine what worked best when constructing myriad
types of IEDs.289

Figure 12. IEDs recovered from ISIS (Syria 2015)290

Figure 13. Phosphide flasks (Iraq 2017)291
And it was not just ISIS that perfected the use of IEDs. Shia militias in Iraq, though not formally
designated at the time as terrorist groups, detonated IEDs with impunity during the height of the
Iraq war. Explosively formed penetrators (EFPs), essentially a more lethal version of an IED, were
responsible for killing nearly 200 U.S. troops and wounding another 900 between 2005 and 2011.292
With materials readily available and a network of highly skilled and experienced militants, many
terrorist organisations in the Middle East could emulate the strategy employed by Iraqi Shia militias,
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which used IEDs in terrorist attacks to great effect.
Hamas is less active in the acquisition of SALW and relies more on building and acquiring katyusha
rockets. The types of weapons that terrorists and other violent non-state actors seek to acquire are
dependent on sources (e.g., state sponsor) and adversary (nation state, non-state actor). Because
a group like Hamas is primarily concerned with fighting Israel, it makes sense that the group would
focus on acquiring rockets and not small arms like AK-47s, pistols, or handguns, although its members
are surely equipped with basic SALW that allow them to operate in an environment like Gaza.
Both Salafi-jihadi terrorist organisations, notably AQAP, and militant groups, such as the al Houthi
movement, successfully acquired a vast multitude and range of SALW. Like most armed groups
in Yemen, these actors obtained publicly accessible Soviet-bloc small arms likely tracing back to
previous arms stockpile raids during 1994 Yemeni Civil War. Yet, the individual arsenals of these
groups have greatly expanded with the flow of more modern small arms platforms—largely attributed
to end-user violations by members of the Saudi-led Coalition and the flow of Iranian SALW into the
country. AQAP fighters are known to operate Belgian-made FN MINIMI light machine guns, as well as
explosive weapon systems—notably OSA M79 rocket launchers of Yugoslav origin, which have also
appeared on battlefields in Syria.293 Elements of the Islamic State of Iraq and Syria—Yemen Province
(ISIS-YP) utilised Austrian Steyr SSG 69 sniper rifles in their operations against Houthi forces, while
also acquiring explosive materials, such as mortar rounds from the Serbian Krušik factory and Iranianmade M112 C4 that likely originated from stockpile material available through commercial markets.294
Houthi forces possess a combination of weapon systems of Western-origin, and both Iranian and
Chinese small arms. Houthi militants are documented to possess German-G3 rifles, Swiss-HG85 hand
grenades, MANPADs, Chinese AK-platform rifles, PKM light machine gun, and various rifles and SALW
from Iran.295

3.2.2. Acquisition of SALW by terrorist organisations
A combination of post-conflict diversion and stockpile leakage, along with battlefield capture, transfers
to non-state actors, and significant and ongoing military build-ups throughout the Middle East are all
important factors to evaluate when analysing the acquisition of SALW by terrorist organisations in
the region.296 One interviewee who is an internationally-recognised expert on the convergence of
transnational organised crime and terrorism states that many weapons in the Middle East come from
post-conflict situations, where “stuff” [weapons and ammunition] is left on the battlefield.297 Throughout
the region, terrorist groups have acquired weapons and ammunition that were held in the stocks of
state security forces, which could have been lost or looted, or captured on the battlefield.298
A separate interviewee who specialises in the SALW trade in Iraq and Syria, confirmed what the
academic literature has documented, noting that there are several different typologies of diversion
happening in the Middle East: battlefield capture, state-sponsored diversion, and loss from stockpiles
during state collapse.299 This tracks with research from organisations like CAR (See Box 6), which have
documented that the vast majority of weapons analysed in the Middle East—91 percent—consist of
small arms, namely assault rifles and machine guns. Even more so than light weapons such as mortars,
heavy machine guns, and shoulder-fired rocket launchers, small arms are “particularly susceptible to
diversion.”300
293
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Another reason for the proliferation of SALW in the Middle East is simple supply and demand. The
Middle East has been a region marked by instability and the growth of terrorist and insurgent groups
for decades, with ongoing conflicts in Yemen and Syria driving demand by groups operating in these
countries. Weak state capacity and prolonged conflict have been primary drivers of the proliferation
of weaponry. The ongoing sectarian conflict between Saudi Arabia and Iran also promotes the use
of proxy groups and in turn, SALW trafficking to arm these groups. And finally, the collapse of Libya
fuelled the movement of SALW throughout North Africa and into the Middle East.301

Box 5 Common sources of weapon diversion in the Middle East and the Gulf
(Source: CAR dataset)
Battlefield capture/Loss from national custody: Terrorist groups in the Middle East and the Gulf have
acquired weapons and ammunition that were held in the stocks of national security and defence forces.
These may have been lost or looted from the stocks themselves, captured in battle, or diverted in some other
way. CAR uses different means to identify loss from national custody, including the presence of import marks.
For example, 175 weapons recovered from terrorist groups in Iraq and Syria were marked with Iraqi arsenal
marks. These marks indicate that the weapons were once held in government stocks prior to the collapse
of the Saddam Hussein regime in April 2003. CAR has also documented weapons with this distinctive mark
outside of the MENA region. CAR is often not able to determine the chain of custody for these weapons
after they were held in national stocks, and each weapon could have passed through several hands before
reaching ISIS. At the very least, however, CAR estimates that 12 percent of the weapons recovered from ISIS
between 2014 and 2017 had originated in Iraqi national stockpiles.
State collapse: The high intensity of armed conflicts has resulted in the partial or wholesale collapse of the
governing authority in several countries in this region, including Libya, Syria, and Yemen. This has resulted
in the dissolution of some security forces and the subsequent loss or illicit transfer of weapons that have
then reached terrorist groups. Non-state armed groups in the MENA region have been able to take and hold
large expanses of territory at such times, allowing them to move equipment and materiel more easily across
countries and borders.
State-sponsored diversion: This mechanism of diversion includes direct, state-backed supply to an armed
group, or the unauthorised retransfer of legally imported items carried out in spite of commitments made
to the original exporter not to do so without their knowledge and consent. CAR has not documented any
cases of unauthorised retransfer to terrorist groups in the Middle East or Gulf region. CAR has however
reported previously on materiel that was supplied, despite non-retransfer agreements, by governments
into the conflict with ISIS, presumably in support of Syrian opposition forces who then subsequently lost the
items– either from battle or stocks – to ISIS at some point. This retransfer and subsequent loss to terrorist
forces could be extremely rapid, sometimes within the space of a couple of months. In a 2018 analysis
CAR identified that eight percent of the unique chains of custody for diverted weapons and ammunition
documented in the MENA/Gulf region were a result of state-sponsored diversion.

The importance of state sponsored diversion
State sponsorship of terrorist organisations in the Middle East is one of the main reasons the region
is awash in weaponry. Iran is the most notorious state sponsor of terrorism, but several Gulf countries
and Turkey have also supplied their patrons with weaponry at various points.302 Moreover, in the
earliest years of the conflict in Syria, the U.S. intelligence community worked with various rebel groups
to indirectly supply them with sophisticated weapons. State sponsorship is a more important factor
in the Middle East than in other regions, driven in part by the ongoing sectarian conflict between Iran
301
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and Saudi Arabia, which has cooperated with other Gulf countries to arm myriad non-state actors in
the region.
Iran has long provided its proxy, Hezbollah, with SALW, including sophisticated weaponry. More than
500 Hezbollah arms caches are thought to exist in southern Lebanon alone.303 The group boasts a
diverse armoury that allows it to function as a guerrilla group or a small-scale conventional army. In
addition to what looks like a typical weapon inventory for insurgents, Hezbollah has obtained militarygrade global positioning system (GPS) platforms, advanced aircraft analysis and design software, stun
guns, nitrogen cutters, naval equipment, ultrasonic dog repelling equipment, and laser range finders.304
During a briefing at the Washington Institute for Near East Policy in November 2018, U.S. Department
of State Coordinator for Counter-Terrorism Nathan A. Sales publicly announced that Iran provides
Hezbollah with approximately $700 million per year, a figure far higher than most had previously
believed.305 With that money, Iran has helped Hezbollah to develop an arsenal of upwards of 150,000
rockets and missiles. The external state support is just part of Hezbollah’s operating budget, however,
as the group continues to maintain a worldwide network of companies and middlemen that assist with
weapons procurement and securing other critical dual-use equipment for the organisation.306 Iran is
not the only state sponsor of violent non-state actors in the region. It is also important to note that the
flow of SALW has ebbed and flowed into the hands of rebel groups in Syria for the entirety of the past
decade. The Gulf States and Turkey were major suppliers of SALW to non-state actors throughout
Syria, including guided anti-tank weapons.307 Saudi Arabia in particular funnelled anti-aircraft missiles
to a bevy of rebel groups aligned against the Assad regime.308 With active support from the Gulf
States, Turkey provided valuable passive support, allowing its border with Syria to be used as a
conduit for arms smuggling and trafficking, as long as the weapons were destined for groups fighting
against the Assad regime.309 In 2013 and early 2014, Turkey actively helped ship arms to a range of
jihadist groups operating on the ground in Syria.310 Military cargo flights from Jordan, Saudi Arabia,
and Qatar would land at Esenboga Airport near Ankara in addition to several other airports in both
Turkey and Jordan.311 And while Turkey was far from the only country to send weapons into Syria to
arm various rebel groups, its geographic location made it the most important of all countries to help
facilitate the smuggling and trafficking of SALW.312
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Figure 14. This map demonstrates the Saudi-Irian rivalry who have both have been accused of state
sponsorship of terrorism.313
In Yemen, foreign intervention by Saudi Arabia and the United Arab Emirates (UAE) produced profound
implications for the Yemeni arms trade. Saudi Arabia continues to rely heavily on foreign weapon
importations, mainly sourced from the West, to outfit its armed forces. The state’s involvement in the
Yemeni Civil War only increased the demand for advanced, sophisticated weapon systems to ensure
that Saudi forces have a tactical advantage on the battlefield against Houthi insurgents. Data analysis
from the Stockholm International Peace Research Institute reflects the Saudi’s increase in mass arms
importations. From the war’s start in 2015, through 2018, Saudi Arabia was the number one arms
importer, estimating at importing $14.1 billion worth of weapons sales; the spike in arms sales differs
from the period prior to 2015, where Saudi Arabian arms imports were valued at $8.7 billion between
2012 to 2015.314 The same sense of reliance on foreign weapons sales applies to nearly all Arab
states involved as part of the Saudi-led coalition in Yemen. Sales figures provided by Tufts University’s
World Peace Foundation place the U.S., U.K., France, Germany, and Italy amongst the top suppliers of
weapons systems to nations that comprise the Saudi-led coalition—the largest recipients being Saudi
Arabia and the UAE.315
Though these arms shipments act as a form of political-military support to the coalition they pose
a critical security risk for Yemen’s internal security. Part of the Saudi-led coalition strategy in Yemen
centres around coordinating with local militant factions in Yemen to assist in offensive and defensive
operations against the Houthis. Consequently, Saudi Arabia and the UAE, “openly passed” weapons
“to militias aligned to the Saudi coalition [as well as] to marginalised and feuding groups fighting their
313

Madawi al-Rasheed, “Saudi Arabia executions: A cruel travesty of Justice” Middle East Eye, April 24, 2019, https://www.
middleeasteye.net/opinion/saudi-arabia-executions-cruel-travesty-justice.
314
Referenced data draws from the quantitative analysis provided by the Stockholm International Peace Research Institute
(SIPRI) Trend Indicator Values (TIVs) of arms imports to the top 50 largest importers between 2015-2018 and TIV of arms imports to the
top 50 largest importers between 2012-2015. http://armstrade.sipri.org/armstrade/html/export_toplist.php.
315
Samuel Perlo-Freeman, “Who is arming the Yemen War? (And is anyone planning to stop?),” World Peace Foundation—Tufts
University, February 18, 2018, https://sites.tufts.edu/reinventingpeace/2019/03/19/who-is-arming-the-yemen-war-an-update/.

49

Middle East

own territorial battles.”316 This practice of arms distribution to third-party groups, regardless of their
allegiances and affiliation, serves as a direct violation of end-user agreements that prohibit the sale
of armaments to third parties without authorisation from the initial supplier.317 These legal violations of
end-user agreements allowed modern weapon systems of Western-origin to appear on the Yemeni
arms market, as factions outside the total-control of the Saudi-led coalition knowingly exchanged
armaments to prominent insurgent and terrorist groups within Yemen—namely AQAP, ISIS-YP, and the
Houthi movement.

ISIS: diversified sources of weapons
During its peak, ISIS could be considered one of the most well-funded terrorist groups in history, and,
also, one of the most well-armed.318 ISIS managed to acquire a sizable arsenal of weapons to equip the
army of its proto-state, focusing on becoming self-sufficient rather than depending on state sponsors.
ISIS fighters trained with small arms, but also learned how to use heavy-calibre weapons that could
be used in more conventional-style skirmishes. Its fighters proved innovative, demonstrating the skill
and alacrity to modify a range of weapons systems. The group displayed a remarkable ingenuity
in training new recruits, adept at onboarding both battle-hardened jihadists with experience in
previous fronts, and newly arrived Europeans with little or no knowledge of military tactics. Its fighters’
reliance on suicide attacks was unprecedented in terms of overall numbers, lending credence to the
saying that quantity can have a quality all of its own. Some scholars have argued that ISIS’s ability
to wage conventional warfare was so advanced that the organisation of its military capabilities bore
resemblance to the warfighting functions of the United States military in terms of combined arms
concepts and command and control.319
Unlike many terrorist and insurgent groups, ISIS was not forced to rely upon external states to provide
it with weaponry. Instead, its fighters forcibly looted hundreds of millions of dollars’ worth of weapons
and equipment from Iraqi and Syrian military installations.320 ISIS maintained a diversified source of
weapons, including those acquired from other insurgents in Syria who defected to ISIS; weapons
purchased from other insurgents who received them from foreign donors; weapons captured from
defeated adversaries; and weapons bought from or traded for with corrupt members of the security
forces in Syria and Iraq.321 Unlike in some conflicts where much of the weaponry on the battlefield is
old or antiquated, the lion’s share of ISIS’s weaponry, and especially the ammunition it was using, was
predominantly found to have been delivered to the region since the Syrian conflict began in 2011.322
Throughout the conflict there were reports of ISIS fighters using drones in a number of different ways,
from surveillance and reconnaissance to actual attacks involving grenades and explosives.323 The
primary strength of ISIS is not necessarily the acquisition and use of advanced technology, but the
improvised use of less advanced and easily accessible technology to great (and lethal) effect.324
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The influx of weapons to Syrian Civil War – and beyond?
There is a certain reciprocity to the conflict in Syria. Over the course of the past decade, as Assad grew
weak, his backers, including Russia and Iran, stepped up assistance to the regime, including in the
form of dumping weapons into the country. As SIPRI has noted, “the escalation of the Syrian conflict,
in particular, has fuelled illegal arms smuggling between Lebanon and Syria in both directions.”325 And
it was not only Assad’s supporters who were sending weapons to Syria, it was also those countries
which supported the patchwork of anti-Assad rebels. One of our interviewees singled out the yearlong
timeframe from the autumn of 2011 to the autumn of 2012 as one of the most important of the Syria
conflict, noting that SALW flowed into Syria from wealthy individuals linked to governments in the
Gulf and privately funnelled weapons supplies into northern Syria. Based on personal relationships,
including the Libyan diaspora in Qatar and the Syrian diaspora in Kuwait, familial networks benefited
from support within governments, even though it was not official government policy. According to the
interviewee, this included MANPADS but also SALW and huge amounts of ammunition.326
“Syria has had an absolute influx of external weaponry into the conflict, and an influx of weaponry
to actors on all sides…[including] pro-regime actors, Iranian-linked militias, and even other local
armed actors who were operating early on in the conflict”
Middle East expert based in North America
In an interview with a widely regarded expert on Syria, he suggested that the biggest trend was that
SALW smuggling became more government-run. From mid-2013, the Central Intelligence Agency
(CIA) took over as a kind of “overwatch” of governments that were smuggling very large quantities of
weapons into both southern and northern Syria. The interviewee went on to note the covert nature
of the operations, which was accomplished with the assistance of Turkish intelligence in the north
and Jordanian military intelligence in the south. It became more well-coordinated, he noted, but as
the SALW made it into Syria, it also became more illicit, with recipient groups sometimes selling off
the arms.
Between mid-2014 into 2015-2016, Nusra gained more influence over the border regions and created
its own kind of tax system on any external weapons shipments. Naturally, Nusra took a cut of these
shipments. As one interviewee observed, the CIA was well aware that this was happening, according
to Marc Lynch, who noted that “[i]n September [2013], CNN reported that CIA-funded arms were
flowing to Syrian rebels. In October, the CIA program expanded further with paramilitary specialists
deploying to Jordan to accelerate training. By December, the existence of ‘secret’ CIA training camps
for Syrian rebels in Jordan was widely reported in the regional and international media. Somewhere
around this time, the advanced anti-tank TOW missiles began to arrive.”327 But as explained by a
leading expert on Syria: “only certain weapons systems or certain supplies were included in the cut.
Nusra mostly took SALW and ammunition, not heavy weapons, or TOW anti-tank weapons. The deal
of what was an acceptable cut was what would not raise the ire of the international community. Taking
AK ammunition was deemed acceptable.”328
Syria has experienced a massive influx of weaponry during the course of the conflict, flowing into
all sides. SALW were sent to Turkey and then over the border into Syria in what one interviewee
described as a “very chaotic process.” And according to this interviewee, it was not criminal networks
that were running the show in Syria, but the use of pre-existing smuggling networks, and localised
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organised crime, which was critical. Part of the smuggling industry was state-sanctioned by the Assad
regime.

Figure 15. The current power dynamic in Syria329 (right) and the areas still under jihadist control330
(above).
With the conflict now entering its tenth year, fighting continues to rage in various parts of the country.
In Idlib Province located in Syria’s northwest, terrorist organisations including Haya’t Tahrir al-Sham
(HTS) and the al-Qaeda-linked Hurras al-Din remain active. Armed groups operating in these areas
remain heavily outfitted with advanced military-grade weaponry. Consequently, engaging in any postconflict disarmament will prove to be an extensive and high-demanding effort. Most of the actors who
still maintain weapons are terrorist groups. Within Syria, HTS’ possession of a vast array of SALW, in
addition to heavy armaments, armoured vehicles, and high explosives, presents its own challenges
to the DDR process. Not only is the group one of the most heavily armed terrorist actors operating in
the country, but the organisation continues to maintain extensive territorial control and influence in
northern Syria, making them a considerable stakeholder in Syria’s asymmetric environment. As one
internationally renowned Syrian expert stated:
“Armed groups who are still active and hostile have fleets of tanks, APCs (Armoured Personnel
Carriers), heavy artillery, towed howitzers. That is going to be a massive effort to reverse…most
of the actors who still maintain those are terrorist groups. If you are talking about a DDR process,
that would necessitate terrorist organisations being part of the settlement. So, there’s lots of big
questions to ask whether that is feasible or not.”
Middle East expert based in North America
There are myriad ways in which the Syrian civil war will have a direct impact on the acquisition of SALW
by terrorist organisations. Because Syria has always served as the primary conduit for Iranian arms
passing into Hezbollah-controlled Lebanese territory, an Assad victory (which seems likely in early
2021) would enable Hezbollah and other violent non-state actors throughout the region to intensify
or expand their arms acquisition efforts, as well as broaden their political and social influence. Iranian
influence stretching through Iraq and into Syria and Lebanon, allows the Islamic Revolutionary Guard
Corps (IRGC) the operational space needed to deliver weapons to Iranian proxies, including Iraqi
Shia militia groups like Kata’ib Hezbollah (KH), as well as some of the Afghan and Pakistani brigades
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operating in Syria as part of Iran’s foreign terrorist fighter pipeline.331

The hotbed of weapons; the case of Yemen
The overwhelming presence and public acceptance of SALW in Yemen plays a crucial role in the
sustainability of arms trafficking in the country. Societal norms play a critical role, as firearms act as a
cultural symbol of power, respect, and protection for Yemeni citizens.332 The cultural value assigned to
firearms, along with their large quantities and easy accessibility rationalises the large number of nonstate gun ownership. As of 2017, estimates on non-state ownership of both legal and illegal firearms
tallied at 14,900,000, with a projected rate of firearm holdings per 100 residents being at 52.8—
second only to the U.S.333 Economic security also drives civilian involvement in SALW trafficking. The
overwhelming presence of gun ownership, matched with economic disparity, drives many Yemeni
civilians to sell their firearms for economic survival.334 Hostile actors, including the Houthis, have
exploited rampant economic disparity to advance its own self-armament. Acting as buyers, the
Houthis turned to economically struggling communities willing to part with their personal weapons by
offering financial compensation. Those who engaged in illicit arms sales to Houthis in 2016 claimed
the profession was profitable, indicating individuals earned around 100,000 rials ($465) per week.335
The SALW trade also relies on facilitators overseeing transnational trafficking activities throughout
the Gulf of Aden. One interviewee claimed observing “the presence of intermediaries is key,” as
she described the “ant trade by boat” that traffics weapons to and from the Arabian Peninsula.336
These facilitators are extending activities to smuggle weapons from Yemen into trading hubs in the
Horn of Africa, where an array of actors can acquire them—including Salafi-jihadists and other nonstate actors.337 Consequently, Yemen is becoming a catalyst for transnational arms trafficking that is
expanding into the African continent.
Although an array of armed actors operate in Yemen, these actors remain unanimous in their need to
arm their personnel and enhance their military capabilities. With the arms trafficking scene offering
groups the means for self-armament, organisations aim to achieve high levels of tactical lethality to
better enhance their presence and political standing. In the case of AQAP, the group’s involvement
in the arms trade assists in enhancing the group’s operational capabilities. AQAP seized weapons
caches abandoned by retreating Yemeni military forces in areas such as the city of Mukalla, where
the group managed to retain weapons while selling off armaments that were likely either dated,
lowquality, or not needed for the group’s operations.338 It remains unclear where these arms ended
up, however it is likely these weapons were divided between the possession of local patrons and
various arms bazaars. Abandoned stockpiles also served as one of the primary sources for AQAP’s
arms-acquisition of SALW.339 Yet, middlemen also supply groups in Yemen with SALW, including AQAP.
To what degree these people are actually AQAP themselves or ideologically aligned, perhaps at
some level according to one interviewee is debatable, but she went on to observe they are more
facilitators than group financiers.
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Figure 16. Maritime trafficking routes from Iran into Somalia and Yemen.340
Houthi involvement in arms trafficking has evolved over the years. With receiving more advanced
weaponry, the Houthis have become increasingly more dependent on armaments of Iranian origin.341
Iranian SALW provisions to the Houthis include AK-platform rifles and PK-variant machine guns.342
Nonetheless, despite reliance on external arms provisions, the Houthis continue to be participating
actors in the arms trafficking business. In contrast to Iranian involvement, Saudi Arabia and the
UAE have indirectly fuelled the SALW acquisition on behalf of hostile actors. In most cases, lacking
oversight on weapons distribution on behalf of Saudi Arabia and the UAE allowed the Houthis and
jihadist factions to acquire Western-SALW. There is no shortage of reports that attest to these arms
acquisitions by radical groups in Yemen. Mohamed Abo El Gheit, an investigative journalist, provided
evidence attesting to the acquisition of Western-arms by radical actors. El Gheit documented cases
where AQAP, ISIS-YP, and the Houthis acquired Western-manufactured arms originating from priorarms shipments arranged by coalition member states. These include cases of AQAP fighters utilising
German-MG3 machine guns, Houthi rebels acquiring German-G3 rifles, AQAP militants firing Belgian
FN MINIMI machine guns, and ISIS fighters with Austrian Steyr SSG 69 sniper rifles, with nearly all
weapons tracing back to prior Saudi or Emirati arms shipments.343 Saudi and Emirati malfeasance
has altered the SALW trafficking landscape, with dealers benefiting from the influx of Western-SALW.
Reports attest that traders throughout the country, such as the southwestern city of Taiz, are “offering
to buy or sell anything, from a U.S.-manufactured rifle to a tank, to the highest bidder.”344
Arms dealers also utilise digital platforms for online arms purchases. The Telegram messaging service
is widely used throughout the country, due to its offering of encrypted conversations allowing arms
traders to operate outside the parameters of state oversight.345 The use of Telegram in the Yemeni
arms business is a mechanism seen in other regional conflict zones.ISIS and al-Qaeda affiliate groups
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are known to utilise Telegram to engage in the illicit arms trafficking market within Syria.346 The
application now helps sustain the presence of illicit arms transactions in the country, while increasing
accessibility to various audiences, including civilians, insurgents, and Salafi-jihadists. The presence
of digital arms marketing in Yemen now presents a new array of challenges for state enforcement
authorities that seek to curb the risk the illicit economy poses to internal security.

North Africa as a Conduit to the Middle East
Given its nature far beyond the reach of the government in Cairo, the Sinai is the ideal location for
smuggling networks to take root. The Sinai served as a key transit site for the movement of arms
originating from Iranian-linked brokers, moved into Sudan, transferred to Egypt, ultimately destined
for Hamas in Gaza—likely involving Bedouin and Sinai’s nomadic populations as facilitators.347 Since
Bedouins and nomads have maintained a traditional culture, which involved unregulated trade, the
area has become, in effect, “both a haven and a crossing point for smuggling fighters, weapons and
illicit goods” between Egypt and the Maghreb.348 Israel has major concerns about weapons smuggling
in the Sinai, since the region has been a key conduit for Hamas and other groups, including more
recently violent Salafists, to bring in weapons and ammunition via underground tunnels.349 The Sisi
government in Egypt has tightened security along the Gaza border, shut down many of Hamas’s
tunnels (flooding some of them with sewage) and even harassed Gazan fisherman that stray into
Egyptian waters. This loss of sanctuary has provided Hamas with a serious logistical challenge,
especially considering how critical these tunnels have been for smuggling goods (including weapons)
and infiltrating fighters into Israel.350

Figure 17. This map (left) shows the route taken by the KLOS-C in 2014, a ship laden with weapons
destined for the Gaza strip via Sudan and Egypt.351 Below is an image taken by the Israeli military,
showing weaponry confiscated in 2002 from the Karin A – a vessel, which was also destined for
Gaza, with ties to Iran.352
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The emergence and growth of Islamic State Wilayat Sinai (IS-Sinai) presents new opportunities
for SALW trafficking activity on the peninsula. As IS-Sinai grows more tenacious in its operations,
targeting Egyptian military personnel, civilians, and infrastructure, its demand for small arms to outfit
its personnel and initiate kinetic operations will likely rise.353 The group can possibly develop business
relationships with Bedouin traffickers presently engaged in smuggling activities to act as a consumer
of arms or to supply weapons for future financing efforts. One interviewee assessed that “there is
a very likely some kind of relationship that exists in the context of IS-Sinai and the Bedouin in terms
of exchange of arms and money.”354 Elements of the Bedouin are known to have engaged in arms
acquisition and trafficking activities in the past, notably with Hamas, however it remains difficult to
indicate the levels of interaction that may presently exist between IS-Sinai and the Bedouin.355 As
the Bedouin continue to act as facilitators for the Sinai’s smuggling markets, IS-Sinai will have open
access to mediators and arms traffickers, likely driving arms acquisition activity on the peninsula. If ISSinai emerges as a supplier of SALW in the area through acquiring weapons via battlefield capture or
other means, the Bedouin are positioned to possibly buy arms from the group, where they can move
them on to other non-state actors or terrorist groups for profit.356 The Sinai remains an ungoverned
territory, now used by jihadist organisations to smuggle weapons from looted arsenals in Libya.357
“I suspect IS-Sinai, through the course of its raids against Egyptian military services, has acquired
a great amount of arms, some of which they probably have sold to the Bedouins who then move
it on to Hamas and they profit from it.”
Middle East expert based in North America
The countrywide political instability that has engulfed Libya for the past decade has led to “the
emergence of a vast regional black market in firearms.”358 And while a thriving black market trade
in weapons existed prior to the 2011, Gaddafi’s regime was capable of controlling the illegal arms
trafficking that did take place.359 With the regime no longer available as a bulwark, new opportunities
emerged for criminal networks, especially as warring militias were in dire need of weapons and
ammunition.360 Following the overthrow of Muammar Gaddafi in Libya in 2011 and unfolding over the
course of the Arab Spring, vast quantities of MANPADS were looted from Libyan military depots and
warehouses. The diversion of national stockpiles, including what occurred in Libya after Gaddafi’s
fall, has contributed drastically to the proliferation of illicit civilian-held arms in the region, which
through smuggling and trafficking to non-state armed groups, including terrorist organisations.361 It
should also be noted that “readily convertible alarm weapons” have flowed from the Middle East to
North Africa, including Libya, “where both merchants and end users, including armed groups, are
converting them.”362 For the past decade, Libya has served as a regional hub for illicit arms flows.363
Moreover, arms trafficking is not just a destabilising factor in Libya, but it also has direct implications
353
354
355
356
357
358

Interview with international terrorism expert.
Interview with international terrorism expert.
Interview with international terrorism expert.
Interview with international terrorism expert.
Daniel Byman, “Is Hamas Winning?” Washington Quarterly, Vol. 36, No. 3, Summer 2013, p. 67.
According to some sources more than a million tons of weapons were looted after Gaddafi fell. Francesco Strazzari, and
Francesca Zampagni, “Illicit firearms circulation and the politics of upheaval in North Africa,” in Nils Duquet and Kevin Goris. Firearms
acquisition by terrorists in Europe - Research findings and policy recommendations of Project SAFTE. Flemish Peace Institute,
Brussels, April 18, 2018, p.113, https://www.flemishpeaceinstitute.eu/safte/files/vrede_syntheserapport_safte_lr.pdf.
359
Rim Dhaouadi. “Social media and the sale of arms in Libya.” ENACT, April 2019. https://enactafrica.org/research/trend-reports/
social-media-and-the-sale-of-arms-in-libya.
360
Meryl Demuynck et al. ICCT Situation Report: The Use of Small Arms and Light Weapons by Terrorist Organisations as a
Source of Finance in the Middle East and North Africa, International Centre for Counter-Terrorism (ICCT)- The Hague, 2020, https://
icct.nl/wp-content/uploads/2020/06/The-Use-of-Small-Arms-Light-Weapons-by-Terrorist-Organisations-as-a-Source-of-Finance-in-theMiddle-East-and-North-Africa.pdf.
361
Mark Bromley, Giovanna Maletta and Kolja Brockmann. Arms transfers and SALW controls in the Middle East and North
Africa: Mapping capacity-building efforts. SIPRI Background Paper, November 2018, p.3, https://www.sipri.org/publications/2018/sipribackground-papers/arms-transfer-and-salw-controls-middle-east-and-north-africa-mapping-capacity-building-efforts.
362
Small Arms Survey (SAS). Weapons Compass. Mapping Illicit Small Arms Flows in Africa. January 2019, p.59, http://www.
smallarmssurvey.org/fileadmin/docs/U-Reports/SAS-AU-Weapons-Compass.pdf.
363
Alexis Arieff, “Crisis in Mali,” Congressional Research Service (CRS), January 14, 2013, https://fas.org/sgp/crs/row/R42664.pdf.

56

Middle East

for its neighbours.364
“There are well documented instances of Gaddafi area stockpiles being plundered. We are
talking millions of rounds of ammunition, thousands and thousands of SALW, potentially
thousands of Soviet-era MANPADS, and those definitely did make their way into Syria, Iraq, and
possibly Yemen.”
Middle East expert based in North America
An estimated 5,000 missiles have been located and destroyed, but there could be as many as 15,000
MANPADS still unaccounted for.365 While most of them are believed to have fallen into the hands of
Libyan rebel groups, there is the possibility that dozens—possibly more, possibly fewer—made their
way to groups including AQIM, Ansar al-Sharia, or the ISIS’s affiliate in Libya.366 MANPADS have turned
up across North Africa and the Middle East, in Algeria, Egypt, and Gaza. MANPADS are thought to
be in the possession of today’s most capable terrorist groups—including al-Qaeda and ISIS. Given
current trends, al-Qaeda and ISIS (and their affiliates) seem the most likely candidates to attempt an
attack using MANPADS, but there are a host of other terrorist groups throughout the globe that have
the capability to conduct such an attack. One key concern is that the shifting nature of the conflicts in
places like Libya could bring terrorist groups into contact with one another, leading to cooperation that
ultimately involves the exchange of either MANPADs themselves, or the tacit knowledge necessary to
use these weapons effectively.
In September 2016, Rukmini Callimachi and Lorenzo Tondo reported in The New York Times on a new
drug trafficking route discovered by the Italian Navy (see Figure 18), stretching from Sicily to Libya.367
The new route is thought to be a response to increased surveillance along the Spanish coastline and
the opportunity provided by the implosion of Libya, where drugs can now transit en route to Egypt and
the Middle East, before entering Europe through the Balkans.368 An investigation by Italy, which also
included other European countries and the United States Drug Enforcement Administration, revealed
that, at least for a time, drugs were transiting through territory in Libya controlled by ISIS, and likely
taxed by the group which conducted similar procedures in Iraq and Syria. Other reports have detailed
a transactional relationship between ISIS militants in Libya and the Calabrian ‘Ndrangheta, which is
working with the Neapolitan Camorra.369 The drug trade would not be possible without SALW, which
provides the traffickers with the coercive threat necessary for any criminal transaction. The smuggling
of arms and ammunition, antiquities and artefacts, counterfeit pharmaceuticals, and other contraband
all transit smuggling routes between Europe and North Africa.

3.3. The use of SALW by terrorist organisations as a source of finance
Most of the evidence suggests that SALW play a much more significant role in the indirect use of
SALW as a source of terrorist finance. While there have been accusations that groups like ISIS have
profited from the trafficking of SALW, empirical evidence is difficult to come by to demonstrate the
direct financing of funds and proceeds derived from the sale of SALW. What is clear, however, is that
terrorist groups in the Middle East do benefit significantly from the indirect financing that would be
impossible without the use of SALW. With a vast arsenal of AK-47s and more advanced weaponry,
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groups like ISIS have been able to carry out a range of criminal activities, functioning more akin to
a heavily armed mafia state. Without an abundance of SALW, ISIS, Hezbollah, Hamas, and other
terrorist groups in the region would not be able to carry out the same level of revenue-generating
criminal activities. In short, SALW help facilitate the perpetration of an entire industry of illegal activities
including smuggling and trafficking of illicit goods and products, extortion, and taxation, and KFR.
After exploring the existence of a crime-terror nexus, which seems to be prevalent in the region (3.3.1),
this section will thus explore (3.3.2) the direct and (3.3.3) indirect role played by SALW in terrorist
organisations’ financing strategies in the Middle East.

Figure 18. The new trafficking route as reported by the Italian navy in 2016.370

3.3.1. SALW and the prevalence of the crime-terror nexus
There have long been links between criminal networks and terrorist groups in respect to SALW
trafficking in the Middle East. Because of the history of conflict in the region, as well as well-tread
traditional smuggling routes applied by informal networks of Bedouins and traders, smuggling arms
between various countries is a longstanding practice. Indeed, cross-border smuggling between
Turkey and Iraq and Syria has been routine practice for decades, with guns and ammunition frequently
smuggled from Turkey into neighbouring countries in the region.371 The Kurdistan Workers Party (PKK)
has been known to engage in the trafficking of explosive and weapons purchased from both Europe
and Russia and smuggled into the Middle East.372 States throughout the Former Soviet Union (FSU)
have also served as suppliers of weapons to the Middle East.373
It is important to conceptualise the crime-terror nexus on a spectrum, and to recognise that not
every interaction between a terrorist group and a criminal organisation is indicative of a nexus. Some
transactions are merely that—transactional; yet others, particularly if they occur on a more regular
basis, could provide more tangible evidence of a relationship, or at the very least, a tactical marriage
of convenience. To some extent, most of the major terrorist groups analysed in this paper have some
links to criminality and indeed may, including ISIS, have engaged in “do-it-yourself” (DIY) organised
crime. Others like AQAP merely maintain on-again, off-again relationships with criminal elements who
are able to supply them with a range of illicit resources, while also engaging in “mafia-like tactics,”—
notably extortion and taxation.
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The Middle East is both a source region and a destination for illicitly trafficked SALW. According to
Boris O. Saavedra, as many as 4,000 MANPADS from Iraq’s pre-war arsenal could not be accounted
for and disappeared onto the black market.374 Iraq’s legacy as a hotbed for arms smuggling and
trafficking continues to the present day. In an area that has been labelled Iraq’s “money and death
triangle,” smuggling networks linked to pro-government armed groups have thrived, and the region
is the second largest market of small and medium-sized weapons in the entire country.375
Facilitators fulfil such a critical role in the SALW supply chain, making them key conduits in the various
regional SALW trafficking markets. One interviewee supported this notion, suggesting that identifying
these brokers at various points along the chain of custody is one of the most challenging aspects of
attempting to document the trade in SALW.
While the concept of the crime-terror nexus arises often, one interviewee seemed doubtful about
the utility of this notion, commenting instead that, there is “not a nexus because they are the same
people—terrorists, criminals, insurgents, warlords.” But to the extent that a crime-terror nexus in the
Middle East does exist, the archetypal example is that of the Islamic State.

3.3.2. Scope and dynamics of the indirect use of SALW as a source of
finance
Kidnapping for Ransom
Kidnapping is an ideal terrorist weapon as it can be used for political purposes or as a fund-raising
activity. Kidnapping for ransom in Iraq became a staple of AQI (al-Qaeda in Iraq) during the four
years or so following the U.S. occupation.376 Iraqi kidnappings began with the targeting of Assyrian
Christians and children of “middle income or wealthy families.”377 Another Christian sect, the Sabean
Mandeans were also targeted, in part because the community included goldsmiths and jewellers and
had a reputation for wealth. The target pool was subsequently extended to professionals including
doctors, scientists, and university professors as well as businessmen. Kidnapping of foreigners began
in earnest in April 2004 when 43 people were abducted.378 Reports suggested that France, Germany,
and Italy paid about $45 million for the release of 11 hostages.379 Other countries such as Japan,
Jordan, the Philippines, Sweden, and Turkey, are also believed to have paid significant ransoms for
release of their hostages. In addition, multiple companies paid for the release of their employees.
Within Iraq, connections were established between kidnapping gangs and groups such as AQI with
the gangs conducting sub-contracting operations, selling the kidnapped victims to the highest bidder.
Although there was a high degree of opportunism in its kidnapping activities, ISIS reportedly
developed an entire unit known as the “Intelligence Apparatus” specialising in kidnappings.380 ISIS
took a calculating approach to ransoms. This was evident in negotiations for the release of the 25
hostages “held by the Islamic State from the end of 2012 until the summer of 2014. The first ones to
be released belonged to countries that pay the highest ransoms.”381 One negotiator even noted that
“in 2013 the market for Western hostages in northern Syria was very well developed. Foreigners were
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traded according to their nationality and profession.” 382 The result was the release of around two
thirds of the hostages after ransom payments were made, totalling somewhere between 60 million
and 80 million Euros.383 In other cases, however, hostages were killed.
ISIS also kidnapped locals “including many Yezidis, releasing them for sums of up to 4,000 dollars.”384
In 2015, ISIS engaged in a mass kidnapping of 230 Assyrian Christians in Syria. Facilitated by
contributions from the global community of Assyrian Christians, ransom payments were subsequently
made, and the hostages were gradually freed, with the last 42 of them released in February 2016.385
Reports of how much had been paid in ransom varied from around 9 million to between 25 and 30
million dollars.386 KFR would not be possible without the acquisition and use of SALW as a form of
coercion. To be sure, weapons are essential to terrorist groups’ ability to kidnap individuals or small
groups of people by force and then extort their families or employers for money. Kidnapping gangs
cannot function without SALW. The threat of violence or death is the forcing mechanism, and the
weapons themselves are the enabling tools.

Extortion and Taxation
Numerous terrorist groups in the Middle East rely on extortion and taxation, backed by the coercive
power of SALW, to fund their organisations. Hamas, ISIS, and AQAP have each engaged in these
practices over time.
In September 2012, an extortion ring responsible for the kidnapping of an Eritrean immigrant was
uncovered by Israeli police and involved Hamas members, militants from the Sinai, and four Israelis.387
Allegations from as recent as July 2014 allege that Hamas leaders, including Ismael Haniyeh, have
benefited financially from a 20 percent tax imposed on all goods throughout Hamas-controlled
tunnels in Gaza.388 Without ‘muscle’ provided by SALW, Hamas would not be able to dominate local
politics in Gaza in the manner that it does. While the group certainly possesses a significant amount of
political legitimacy, that legitimacy was garnered in a sense through the organisation’s ability to fight
Israel and eliminate other Palestinian rivals internally.
Of all the al-Qaeda affiliates, perhaps no group relied more on extortion to fund its activities than
AQI. In the anarchic situation that developed throughout Iraq following the 2003 United States-led
invasion, Baghdad and its surrounding areas fell victim to AQI fighters that extorted individuals and
businesses, large and small. Around Mosul, insurgents extorted between 5 and 20 percent of the
value of contracts local businessmen obtained from the Iraqi government.389 The checkpoints that the
insurgents manned were enforced by SALW. With no weapons, the militants would have no ability to
enforce their demands.
ISIS’s extortion practices demand between 10 and 20 percent of revenue from businesses in its
territories and operates other “mafia-style” rackets that help the group bring in as much as $1 million
a day.390 According to Jonsson, ISIS couches its extortion related activities in terms of jizya, which
is traditionally a tax paid by non-Muslims living in Muslim lands and is similar to other forms of
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“revolutionary” taxes collected by a number of other insurgent groups.391 In Mosul alone, ISIS earned
an estimated $8 million a month from its extortion activities in 2012 and 2013,392 with the bulk of
funding coming from commercial, reconstruction, and oil sectors of northern Iraq,393 including taxes
collected on trucks and cell phone towers.394 ISIS also extorts individuals or groups moving back
and forth through critical border crossings between Syria and Iraq.395 The group has even extorted
the Syrian government, as was the case in February 2013 when ISIS militants seized control of the
Tabqa Dam in eastern Syria and sold electricity back to the Assad regime.396 A 2015 report by the
FATF noted that ISIS “manages a sophisticated extortion racket by robbing, looting, and demanding a
portion of the economic resources in areas where it operates, which is similar to how some organized
crime groups generate funds.”397 The extortion encompasses a wide variety of goods and activities,
ranging “from fuel and vehicle taxes to school fees for children.”398 The report added that although
all of this “is done under the auspices of providing notional services” it is “underwritten by the threat
of force” and amounts to “a sophisticated protection racket where involuntary ‘donations’ purchase
momentary safety or temporary continuity of business.”399
In addition, ISIS has imposed transit taxes on goods moving into and through territory it controls. These
include “a road tax of 200 USD in northern Iraq and an 800 USD ‘customs’ tax on trucks entering
Iraq along the Syrian and Jordanian borders.”400 ISIS has also proved to be quite entrepreneurial. In
Mosul, for example, ISIS turned a former police station “into a market, with 60 shops selling fruits and
vegetables. The annual rent for a market stall is… roughly $2,500.”401 In Raqqa, ISIS has an Office of
Services that collects “a cleaning tax” from market shops of “$7 to $14, per month depending on the
size of the shop.”402 Residents go to collection points to pay their monthly electricity and water bills:
$2.50 for electricity and $1.20, for water.403 In addition, ISIS imposes a 4 or 5 percent income tax on
salaries.404 The income tax was particularly effective in Iraq as the central government in Baghdad
continued to pay salaries to government employee in ISIS-controlled areas until July 2015. Even after
the cessation of the payments, however, ISIS members reportedly forced “some employees to leave
IS controlled territory to collect their salaries, holding their property as collateral, only to retroactively
tax them” on their return.405 This created a serious dilemma for the government in Baghdad.
ISIS also controlled the banks within its territory. When it took Mosul in summer 2014, there were
multiple reports of the largest ever bank robbery amounting to around $500 million dollars.406 The
robbery itself could not have occurred without ISIS’s use of SALW. Although the reports portrayed
391
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ISIS actions as a heist, it seems more likely to have been an assertion of control over the bank
and everything in its vault.407 Indeed, since then, ISIS has treated “state-owned and private banks
differently.”408 The state banks have effectively been appropriated by the Caliphate. At the private
banks, ISIS imposed a “tax of 5 percent on all customer cash withdrawals” thus providing another
form of extortion.409 In addition, ISIS imposed fines for any kinds of behaviour that violated the societal
and behavioural norms it imposed.410
ISIS also established control over businesses, agriculture, and industry throughout the territory it
controlled in Syria and Iraq. As the Center for the Analysis of Terrorism noted, “ISIS exerts its authority
over a wide range of industrial and commercial activities, natural resources and raw materials, from
oil to agricultural products, including minerals.”411 Again, the use of violence or the threat of violence
is essential to this practice. It may seem obvious, but bears repeating, that without a large arsenal
of SALW, terrorist and insurgent groups would be unable to engage in widespread and systematic
acts of illicit activity, from KFR to extortion to robbery. Without SALW serving as the enforcement
mechanism behind threat of violence, ISIS would not have been able to secure control over the
various sectors that facilitated its financial success.
Similar to actions of ISIS, AQAP has also engaged in “mafia-like” tactics to advance the organisation’s
revenue generation in Yemen. Notable cases include AQAP’s levying of financial tolls on ship traffic
around the south-eastern port city of Mukalla, until an Emirati-led offensive forced AQAP out of the
city in 2016.412 AQAP’s engagement in racketeering as a form of financing also extended into Mukalla’s
SALW trade. While the organisation maintained an extensive presence in Mukalla, it oversaw the
imposing of taxes on weapons sales and other smuggled goods being trafficked through the port
city’s thriving trafficking networks. 413

Oil Smuggling and Trafficking
A substantial portion of ISIS’s impressive war chest was derived from the smuggling and trafficking of
oil and oil-related products. The group’s predecessor, AQI, had been involved in the theft, diversion,
and smuggling of oil, but ISIS was able to elevate the practice to industrial-scale levels. The group
captured key oilfields and refineries in north-eastern Syria and northern Iraq between June 2014
and September 2014 and took control of key roads and other centres of commerce.414 ISIS was able
to gain control over these key resources through violence and the threat of violence. Individuals
who resisted were shot, and the message soon reached others, who either complied or fled. Those
workers who remained did so under the threat of coercion and death, once again, enabled by SALW.415
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Figure 19. A visualisation of the smuggling routes and oil fields in ISIS held territory as of April
2017.416
When ISIS gained control over Deir Ezzor in 2014, it laid claim to Syria’s largest oil field, al-Omar,
in addition to several smaller but still significant oil fields including Tanak, Jafra, and Ward.417 It also
developed relationships with traditional smuggling organisations, such as the Berri clan in Aleppo,
that were critical in moving gasoline into Turkey where prices are among the highest in the world.
Without access to SALW, ISIS would have lacked the “muscle” to move into the dominant position
in such a lucrative criminal market. Turkey plays a major role in the SALW trade, according to one
interviewee, who went on to say that the porous border between Turkey and Syria and the myriad
different family groups operating in the region to facilitate the movement of illicit products is one of
the major reasons why the trade in SALW is thriving.
ISIS needed SALW to overtake the personnel at the oil facilities and enforce new management. In
some cases, ISIS compelled technicians to remain in their jobs to ensure that oil continued to flow.
The individuals were not necessarily given a choice—they were paid, but operated under duress,
understanding that if they abandoned their jobs or refused, they would be killed, most likely alongside
their families. Without SALW, ISIS never would have had the coercive capabilities to seize control of
the oil fields. And without control of the oil fields, ISIS would have struggled mightily to build its protostate, so there is a direct connection between SALW and ISIS financing, and in effect, its ability to
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construct its so-called caliphate.
Not only were SALW essential to ISIS gaining control of the oil fields, but the entire value chain of
moving the oil and oil-related products was also linked to SALW. The convoys that smuggled and
trafficked oil throughout the region needed to be accompanied by heavily armed soldiers to avoid
being robbed or overtaken. As such, armed militants were the guardians of these lucrative assets and
the entire illicit supply chain that sustained such robust revenues for the organisation.

Migrant Smuggling and Human Trafficking
One area of activity that has been discussed a great deal, but very little in terms of ISIS profit-making,
is human smuggling of refugees. Napoleoni, however, claimed that “in the summer of 2015, the tax
on human cargo crossing into Turkey generated about half a million dollars a day for the Islamic
State.”418 She also argued that ISIS forces in Libya are regulating and taxing refugee boats leaving
to cross the Mediterranean, limiting the number of passengers to 120 per boat.419 “Traffickers pay
50 percent of their profits to ISIS in exchange for the right to sail, so counting the migrants also
establishes the amount of tax each boat must pay. In 2015, this tax generated about $ 20 million for
every 10 thousand migrants.”420 This was at the height of the refugee crisis and it seems likely that
since then, this revenue stream has declined somewhat. There is often a connection between the
trade in SALW and other aspects of transnational crime. For example, according to one interviewee
who studies illicit criminal activities in the Middle East, the boats that smuggle and traffic humans to
various destinations in the Persian Gulf “never go back empty.” She noted that they almost always
bring weapons back to trading hubs and arms bazaars throughout the region and even further afield
to the Horn of Africa.421
In addition to the taxation of human smugglers, ISIS has subsequently become involved in human
trafficking and according to one report “has set up prostitution businesses in certain towns and cities in
which they occupy using primarily teenage girls that they force to work in such businesses.”422 In2014,
ISIS abducted over 5,000 Yazidi women which its members used to conduct “slave auctions.”423 ISIS
was able to overtake Yazidi areas because of the group’s superior firepower. Men were separated
from women and children, and in many cases killed using SALW. Small clans and tribes were simply
outnumbered and outgunned, given ISIS’s vast arsenal of weapons. Similarly, to the ways jihadist
groups engage in kidnapping for ransom, the acquisition of SALW permits ISIS to effectively coerce
vulnerable populations into involuntarily services as part of its human trafficking mechanisms.

Drug Trafficking
As discussed throughout this chapter, ISIS has diversified its funding portfolio to ensure a steady
supply of financing to support its operations and organisation.424 And as its territory is further squeezed
in Iraq and Syria, it will increasingly turn to opportunistic methods of raising money, including drug
trafficking.425 One major consequence of the Arab Spring and follow-on geopolitical tumult has been a
shift in smuggling and trafficking networks throughout the Middle East and North Africa, with criminal
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groups and terrorist organisations taking advantage of continued instability in key geographic hubs
throughout the Mediterranean region.426 ISIS fighters are cognisant of the benefits that this instability
affords, even stressing in a 2017 issue of Rumiyah that conflict zones such as Ukraine and Syria,
provide ample opportunities for connections to underground criminal networks.
And ISIS militants are not just in the business of profiting from drugs but are apparently taking them
too. Myriad reports suggest that terrorists are widely using captagon, also known as ‘jihad pills,’ an
amphetamine that suppresses feelings of pain, induces euphoria, and allows fighters to remain awake
for extended periods of time during intense battles.427 The Global Initiative Against Transnational
Organized Crime estimates that the captagon market could be worth approximately 1.39 billion
dollars.428 Criminal gangs from Syria and Bulgaria and other terrorist groups, including Hezbollah, are
thought to be involved with the production and sale of captagon throughout the Middle East, which
could potentially bring them into contact with ISIS militants as fighters flee the collapsing Caliphate.429

3.3.3 Scope and dynamics of the direct use of SALW as a source of
finance
Terrorist groups using the smuggling and trafficking of SALW to finance their organisations is difficult
to document, although according to several interviewees, it does indeed happen. The more common
usage of SALW is indirect financing, wherein terrorist groups use SALW to help carry out a range of
illicit activities, from extortion to armed robbery. When asked about whether terrorist groups profit
from SALW trafficking (e.g., direct financing), one interviewee noted that “we don’t see a lot of it…but
just because you can’t find it doesn’t mean it’s not happening.” She went on to say that “everybody
wants a nice clean picture, but it’s very messy.”430 This comment tracks with similar perspectives
from several other interviewees who each spoke about their gut instinct that these groups might be
profiting from the illicit trade in SALW, but because weapons are also useful on the battlefield, it was
often much more difficult to discern a pure profit motive, as is typically the case with drug smuggling
or human trafficking.

Terrorist organisations’ direct involvement in SALW trafficking
Several interviewees expressed the viewpoint that for terrorist groups in the Middle East, arms
trafficking was not a primary source of revenue, and perhaps only secondary at best. In their article
in Foreign Policy from January 2018, Renad Mansour and Hisham al-Hishami noted that ISIS profits
from trade of illicit arms, in addition to a range of other products it buys and sells on the black market,
including illicit drugs and antiquities.431 In a separate piece, Hishami notes that “the revenue ISIS
generates from the border economy provides the group with funds to carry out its terrorist attacks
and obtain arms, food, medicine, vehicles, and anything else needed to survive and continue its
activities, as well as for recruitment for support functions.”432 Rollie Lal, an expert on transnational
organised crime, has similarly asserted that ISIS has profited from weapons trafficking.433
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Throughout the interviews, experts disagreed over the extent to how much groups profited directly.
In terms of whether groups like ISIS actually profit from the sale of SALW, one interviewee was
sceptical. She believes the fact that ISIS maintained its own weapons production facilities meant that
it lacked a surplus, and thus was unlikely to be selling SALW for a profit. Still, another interviewee
who is considered one of the world’s leading experts on conflict in Syria believes that many terrorist
organisations have made money by selling weapons to the regime, as well as to regime-linked actors
(Russian, Iranian). He spoke of numerous border crossings where the SALW trade was very well
known. He went on to say that one way for terrorists to maintain an additional income was for them
to sell arms to their enemies. Nusra did it, ISIS has been widely accused of doing it. Holistically, it is
evident that terrorist financing via SALW trafficking remains extremely multi-faceted, rationalising the
need for continued comprehensive and diligent monitoring.
“[ISIS] obviously gained access to a great amount of armaments related to Syria and Iraq, so
establishing dark websites to sell some of this material so they can make money makes sense…
It wasn’t a significant source of financing for a group like ISIS relative to the other sources they
were benefiting from, like extortion.”
Middle East expert based in North America
Areas under Houthi control have seen immense growth in the arms trafficking business. Locals
residing in Sanaa attest that the arms market in urban centres under Houthi control is “accelerating at
an alarming rate”, with little oversight in documenting what weapons variants are sold and to whom.434
In some of these areas, fighters participate as suppliers. Ahmed Himmiche, a coordinator for the UN
Security Council’s Panel of Experts, claims that reports emerging from Yemen attest that militants
often sell their issued weapons in the absence of wages.435

Terrorist organisations’ indirect involvement in SALW trafficking
As part of secondary source financing via SALW trafficking, extortion and other “mafia-like” tactics
executed by terrorist groups remain among the prevalent criminal strategies executed by these
non-state actors. With states continuing to struggle to exert social control over portions of conflict
zones, ranging from Iraq, Syria, and Yemen, these groups remain positioned to tax the flow of SALW
throughout the country, often through coercing traffickers through the threat of armed confrontation or
limiting their access to regional trade outlets. Consequently, though these groups do not rely heavily
on direct engagement in arms sales as a primary source for revenue generation, they continue to be
immediate beneficiaries of the SALW trade. Within areas under militant control, groups are positioned
to potentially extort local arms businesses or impose regulatory taxes on arms sales.
Outside of the case of Mukalla, AQAP and other Salafi-jihadist groups operating in Yemen likely
continue to impose taxes on the movement of SALW in areas where the group maintains levels of
social control or significant influence. One interviewee supported this notion, claiming terrorist groups
in Yemen are likely gaining most of their revenue from “mafia activity” and extortion through the arms
trade.436 Despite limits in territorial control of Salafi-jihadi actors, the tribal dynamics and economic
hardships of the Yemeni conflict zone is likely driving jihadist groups to charge traffickers utilising routes
through the territories where they do exercise considerable influence. While SALW traffickers remain
key facilitators in Yemen’s smuggling environment, they likely engage in transactional interactions
with terrorist groups, where they either pay the organisation or agree to a negotiated percentage
in order to access weapons markets.437 As suggested by the interviewee, this practice can be best
understood as a brand of “warlordism” that jihadist groups are embracing, claiming “[traffickers] don’t
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end up having to fight them. It’s easier for traffickers to pay.”438
Moreover, like other illicit markets, SALW trafficking is adapting in the digital age. The presence of
SALW sales via digital applications in Yemen and Syria, notably Telegram, reflects the fluid nature of
SALW marketability in regional conflict zones. The presence of SALW in the digital sphere not only
allows arms dealers to expand its consumer pool, but it also now provides terrorist organisations with
additional mechanisms to expand the acquisition and possible sale of SALW across demographics and
geographic areas. With terrorist organisations enhancing their technical fluency with exploiting digital
platforms in these conflict zones, states with declining legitimacy and enforcement capabilities will
likely continue to struggle in combatting the presence of a digital-SALW marketplace. Consequently,
this will likely pose challenges for counter-SALW efforts aiming to address the emerging marketability of
SALW in cyberspace and the implications for the acquisition and sale of arms by terrorist organisations.

3.4. Conclusion
As detailed throughout this report, there are myriad ways that terrorist organisations use SALW
trafficking to conduct operations and in some cases, indirectly finance their organisational activities.
Terrorist groups in the region have access to, and ultimately obtain, a wide range of SALW, and
they do so through state sponsorship, diversion, and theft, and through taking advantage of weak
state capacity, porous borders, and corrupt law enforcement and border security officials. State
sponsorship of terrorist groups and sub-state proxies has flooded the Middle East with SALW, which
further contributes to instability and provides terrorist groups with the means of sustaining their
campaigns, by offering the means of indirect financing—through KFR, extortion and taxation, and
various types of illicit smuggling and trafficking activities.
Terrorist organisations like ISIS, AQAP, and Hezbollah have displayed remarkable staying power.
Their strength has been bolstered, both directly and indirectly, by the possession and acquisition of
SALW, which has in turn fuelled civil war, terrorism, and insurgency throughout the Middle East. But
SALW remain a problem beyond the violence itself, because these weapons of war are crucial to
terrorist organisations’ ability to raise funds that sustain their movements, as they serve as the primary
coercive mechanism that fuels extortion, kidnapping for ransom, and numerous other forms of illicit
activities perpetrated by terrorist groups in the region and beyond.
As documented throughout this paper, there are numerous examples of the indirect financing of
terrorist organisations through the use of SALW. Nearly every illicit revenue stream pursued by terrorist
organisations in the Middle East is underpinned by the use of force or by the threat of force. SALW
provide terrorist groups with the ‘muscle’ needed to coerce their targets. And, as demonstrated by
ISIS with frequency, this was more than just an idle threat. ISIS took barbarism to new levels and in
the process, managed to gain control over key sectors of the illicit economy. This revenue in turn
fuelled the ISIS war machine. Numerous al-Qaeda affiliates in the Middle East—including AQAP and
al-Qaeda’s franchise in Syria—also rely on SALW to hold territory, fight their adversaries, and pursue
illicit revenue generating activities that help sustain these groups’ operational and organisational
lines of effort.
Looking ahead, it is prudent to anticipate what could be coming over the horizon in the near future,
including a move toward online and digital transactions. Arms dealers utilise digital platforms for online
arms purchases. The Telegram messaging service is widely used throughout the country, due to its
offering of encrypted conversations allowing arms traders to operate outside the parameters of state
oversight.439 The use of Telegram in the Yemeni arms business is a mechanism seen in other regional
conflict zones. ISIS and al-Qaeda affiliate groups are known to utilise Telegram to engage in the illicit
arms trafficking market within Syria.440 The application now helps sustain the presence of illicit arms
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transactions in the country, while increasing accessibility to various audiences, including civilians,
insurgents, and Salafi-jihadists. The presence of digital arms marketing in Yemen now presents a new
array of challenges for state enforcement authorities that seek to curb the risk the illicit economy
poses to internal security.
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