Foreign Terrorist
Fighters:
Trends, Dynamics and Policy
Responses
This paper, which was developed for the Global Counterterrorism Forum's
Foreign Terrorist Fighters Working Group, takes stock of the current trends
and dynamics related to the FTF phenomenon and identifies some of the
gaps that still need to be addressed. The distinction between home-grown
terrorists and (returning) FTFs is fading, the difference between ISIL/Da’esh
inspired or directed terrorist attacks is becoming more fluid and the nexus
between terrorism and crime is more prominent, which clearly indicates
that terrorism can manifest itself in many different ways. The involvement
of returning FTFs in some terrorist attacks is a stark reminder of the
potential threat returning FTFs pose. The data also indicate a demographic
change with a more prominent role of female FTFs and children being
recruited and used in hostilities or involved in terrorist attacks. The current
trends underline the need for a comprehensive, tailored and
multidisciplinary approach including the involvement of stakeholders at the
local level to adequately address the evolving aspects of the FTF
phenomenon.
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Introduction1
The geographical expansion of ISIL/Da’esh outside Iraq and Syria, notably into
Afghanistan, Yemen and East Africa, the rise of Foreign Terrorist Fighters (FTFs) in Libya,
closer cooperation between ISIL/Da’esh and Boko Haram pose a serious threat to peace
and security.2 The growing foothold of Al-Qaida in the Islamic Maghreb in West Africa,
the creation of Al-Qaida in the Indian sub-continent and the broadened ambitions of
Al-Shabaab in East Africa further increases the risk of terrorist attacks.3 In 2016 a wave
of terrorist attacks, not only in Syria and Iraq, but also outside these conflict zones in
Indonesia, Kenya, the United States, Bangladesh and France, illustrate that the threat
is not yet diminishing. These evolving aspects of the threat emanating from ISIL/Da’esh
and other terrorist organisations require states to continuously adapt and adopt
appropriate counter-terrorism measures.
Travelling to a conflict area may contribute to (further) radicalisation, expand the knowhow and skills to carry out an attack and play a role in the prolongation of conflicts.4 In
order to stem the flow of FTFs, states have taken different countermeasures to identify
and prevent travel movements of FTFs. 5
States are increasingly concerned with the potential risk posed by returning FTFs.
Estimates indicate that 30% of FTFs have returned home or moved to a third state. The
involvement of FTFs in attacks in Jakarta, Paris, Brussels and Istanbul – whether in
plotting, recruiting, facilitating or carrying out attacks – illustrates the ability of terrorist
organisations, such as ISIL/Da’esh, to mobilise returned FTFs and to involve homegrown terrorists – sometimes referred to as “remote-controlled” fighters. This has
further blurred the distinction between “foreign” and “home-grown” fighters.
In recent years several terrorist attacks took place on so-called soft targets. The
combination of the use of low-tech tactics and soft targets makes it very difficult to
adequately protect public spaces and prevent such attacks. Some of the perpetrators
involved in the attacks suffer from mental health issues and that there is also the risk
………………………………………………………………………………………………………………………………………

that returning FTFs may suffer from post-traumatic stress disorder (PTSD). Several of
the attackers have a criminal past, which provides them with certain ‘advantages’ in
carrying out attacks.
This paper takes stock of the current trends and dynamics related to FTFs and identifies
some of the gaps that the FTF Working Group might address.

1. The flow of FTFs travelling to Syria and Iraq drops
The military efforts, increased information sharing and improved border security
have contributed to reducing the number of FTFs travelling to Syria and Iraq to join
ISIL/Da’esh. The lack of a clear profile makes it difficult to identify a FTF.
2. More FTFs are expected to return
More FTFs are expected to return home, but FTFs can also choose to join other
terrorist organisations in Syria and Iraq or decide to travel to another conflict area,
thus not mitigating the threat but morphing into another. To adequately deal with
returning FTFs, states should adopt a comprehensive approach consisting of
preventive, criminal, administrative and rehabilitative measures.
3. Nexus between FTF and crime
Research indicates a strong link between FTFs and crime. FTFs with a criminal past
are most likely already ‘familiar’ with violence and can use certain skills to plan and
carry out terrorist attacks. Inter-agency information sharing and linking databases
relating to terrorism and crime would be helpful.
4. Role of women and children in terrorist-related activities
The role of women and children in terrorist-related activities is becoming more
prominent. In order to prevent the radicalisation of women and children, states
need to invest in getting a better understanding in the pull- and push factors that
draw women and children to violence and develop targeted interventions.
5. “Remote-controlled” fighters
Some of the attacks in 2016 appear to have been committed by lone actors who
may have ‘loosely’ been in touch with operatives of ISIL/Da’esh through encrypted
social media applications. States need to prevent the misuse of communication
technology by terrorist organisations and should work more closely together with
internet service providers.
6. Mental health problems
Some initial data indicate that there is a relationship between terrorists, more
specifically FTFs, and mental health problems. Further research is required to draw
any conclusions. It is important to engage trained psychologists to ascertain
whether (returning) FTFs suffer from mental health problems or PTSD.
7. Soft targets and low-tech tactics
During the summer of 2016, a series of terrorist attacks took place against soft
targets using low-tech tactics. Alertness and close contact with local communities
could be helpful in detecting early signs of radicalisation to violence.
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Trends and Dynamics
1. The Flow of FTFs Travelling to Syria and Iraq Drops
In the last few months, ISIL/Da’esh continues to lose territory which may very well mark
the beginning of a new chapter in the fight against the organisation.6 Since August 2014,
ISIL/Da’esh has lost 61% of its territory in Iraq and 28% in Syria, including access to and
control over many oil fields. 7 The depletion of oil revenues makes it harder for
ISIL/Da’esh to maintain its financial infrastructure and pay for its fighters. 8 As
ISIL/Da’esh struggles to maintain control, its appeal may also be diminishing. Several
countries such as France, Belgium and the United States (US) have indicated that the
number of FTFs travelling to Syria and Iraq has dropped significantly, with other
countries expecting the number to drop in the foreseeable future. 9 Most FTFs with
ISIL/Da’esh in Iraq and Syria come from North Africa, the Middle East and Central Asia,
but significant numbers of FTFs also originate from Europe and South-East Asia.10
Not all the FTFs that travelled to Syria and Iraq have joined ISIL/Da’esh, a considerable
number of FTFs have joined Jabhat Fatah al-Sham, formerly known as Jabhat al-Nusra.11
Last year the group indicated that 30% of it is fighters were foreigners. 12 There is no
reliable information available indicating whether the number of FTFs joining Jabhat
Fatah al-Sham has reduced.
Another report reveals that a small number of FTFs travel to Syria and Iraq to fight
against ISIL/Da’esh and Jabhat Fatah al-Sham. These FTFs often join armed groups like
Yekîneyên Parastina Gel (YPG) or Peshmerga. The majority of these 300 FTFs are male
and from Western countries, often with a military background. 13
While less FTFs are joining conflict zones in Syria and Iraq, the instability in Libya is
attracting FTFs, especially originating from African countries. 14 FTFs have joined
branches of Al-Qaida and ISIL/Da’esh in Libya.15
………………………………………………………………………………………………………………………………………

The motivations for FTFs wanting to join terrorist organisations like ISIL/Da’esh vary
significantly, posing an important challenge for states to identify potential FTFs.
The flow of FTFs to Syria and Iraq has dropped as a result of the military efforts but
could also be attributed to other efforts states have taken, ranging from increased
information sharing to improved border control. Turkey has established risk analysis
units at airports and border crossing points and has a comprehensive no-entry list in
place. In July 2016, Turkey deported 3500 suspected FTFs and denied entry to 2200 FTFs
over a period of 18 months.16
Pursuant to United Nations Security Council (UNSC) Resolutions 2178 (2014) and 2253
(2015), and in accordance with The Hague-Marrakech Memorandum, several countries
have already taken steps to improve information sharing, which include enhancing
access to and providing timely information to multilateral and regional databases.17 As
of July 2016, INTERPOL maintains a database on FTFs which holds 7,500 records of
suspected FTFs from 60 countries. 18 Its main contributors are Belgium, Russia,
Tajikistan, France and the Netherlands. 19
Within the European Union, Europol’s Focal Point Travellers database contains over
3000 verified FTFs.20 In 2015, there has been a substantial increase in the number of
FTF alerts in the SIS Schengen Information System (SIS II) and the EU Member States
also submitted more information regarding on-going prosecutions and convictions.
Despite these efforts, these data do not reflect the actual number of FTFs who have left
Europe, which is estimated at 5000. 21
In the area of border security and in accordance with UNSC Resolution 2178 (2014), 56
countries have so far adopted the Advance Passenger Information (API) system. 22
States are also encouraged to use the Passenger Name Record (PNR) system
complementing the API system. 23 In April 2016, the EU Directive on the Use of
Passenger Name Record (PNR) Data for the Prevention, Detection, Investigation and
Prosecution of Terrorist Offences and Serious Crimes was adopted.24
………………………………………………………………………………………………………………………………………
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Other border control measures that have been introduced include the development
and use of risk assessments to screen potential FTFs leaving or entering the country.
Algeria, for example, has connected all of its border posts to the INTERPOL I-24/7
databases and has transmitted the INTERPOL FTF ‘photo album’ to all of its official
border checkpoints. Furthermore, the European Commission adopted a
Communication on Stronger and Smarter Information Systems for Borders and
Security, initiating a process of structurally improving the EU's data management
architecture in full compliance with fundamental rights, in particular the protection of
personal data. 25 Other programmes focus on technical and operational capacity
building. In October 2015, for example, the EU-ASEAN Migration and Border
Management Programme was initiated to improve border security across Southeast
Asia to address transnational crimes. 26 In order to prevent the misuse of porous
borders by terrorist organisations and FTFs, the Border Security Initiative (BSI), a
collaboration between the United Nations Centre for Counter-Terrorism (UNCCT) and
the Global Counterterrorism Forum (GCTF), developed a set of good practices. These
include practices such as engaging border communities in border security
management and setting up of border cooperation centres to stem the flow of FTFs. 27
To further bolster these efforts and to reduce the significant gap between the number
of FTFs in the databases and the actual numbers of FTFs, states need to systematically
update multilateral and other existing databases and further improve information
sharing.

2. A Reverse Flow: More FTFs Are Expected to Return
The fact that the so-called caliphate is shrinking and ISIL/Da’esh is under both financial
and military pressure, influences the options FTFs have who are currently in Iraq and
Syria. FTFs can decide to go home or to a third country – either with peaceful purposes
or with the intent to carry out terrorist attacks. Other options are to stay in the region
and join another terrorist organisation or continue fighting in another conflict area.
Currently, approximately 15,000 FTFs are deemed to be in Syria and Iraq. 28 The number
of returning FTFs, especially to Europe and the Maghreb, is expected to rise. 29 Already
earlier this year, a number of countries in the EU have reported a marked increase in
the rate of returning FTFs from the territories of Syria and Iraq. Notably, 30% of FTFs
who have left from the EU are now thought to have returned. 30 Several hundred Libyan
FTFs have also returned from the Iraqi/Syrian battlefield to join ISIL/Da’esh in Libya in
what seems like a strategic step to expand the organisation’s global footprint.31

………………………………………………………………………………………………………………………………………

Similar dynamics could be expected in Tunisia, where a significant number of FTFs are
presumed to be returning with the possible intent to conduct attacks. Tunisian
returnees from Libya and Tunisian FTFs in Libya were not only involved in perpetrating
terrorist attacks in Tunisia in 2015 and 2016, but also play a major role in the local
recruitment of new FTFs.32
Motivations of returning FTFs are diverse: some are disillusioned with terrorist
practices, not prepared for the brutality and atrocities that were being committed,
while others were disappointed with life under ISIL/Da’esh and/or denounced their
prior views.33 Others, however, return to their countries of origin with the intent and
capability to carry out terrorist attacks, with evidence pointing to the systematic export
of terror as a new element in the strategy of ISIL/Da’esh. 34 For instance, several of the
perpetrators of the 2015 attacks in Paris, Brussels and Istanbul were FTFs.35
Another possible scenario would be that FTFs decide to stay in Syria but join another
terrorist organisation such as the rebranded Jabhat al-Nusra, which claims to have
broken ties with Al-Qaida. Several of the FTFs that have joined ISIL/Da’esh previously
fought for Jabhat al-Nusra, perhaps making the switch easier.
Finally, FTFs can decide to relocate to other conflict areas and join branches of
ISIL/Da’esh in other regions or other terrorist organisations. FTFs could decide to go
Libya, Yemen or other instable countries.
To address the threat FTFs pose, UNSC Resolution 2178 (2014) requires states to adopt
appropriate criminal justice measures reflecting the seriousness of the crime. 36
Furthermore, it underlines the importance of developing and implementing
prosecution, rehabilitation and reintegration strategies for returning FTFs. States face
numerous challenges in the identification, detection, prosecution, and rehabilitation of
returning FTFs. In order to avoid detection, returning FTFs take advantage of porous
borders, use stolen passports and ‘broken travel’ techniques, infiltrate migration routes
and make use of encrypted communication technology.
Challenges with respect to prosecution include the availability and gathering of
evidence, the conversion of intelligence into admissible evidence and the need for
mutual legal assistance. Several countries have indeed indicated that a considerable
number of returning FTFs do not meet the threshold for prosecution for terrorism
offences, already served a relatively short time in prison or can only be tried for
relatively minor offences.

………………………………………………………………………………………………………………………………………
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There is growing recognition that a comprehensive approach to returning FTFs should
include rehabilitative measures to prevent further radicalisation to violence (also in the
direct social environment of FTFs), promote disengagement and ultimately ensure the
reintegration of returned FTFs into society.
In September 2016, the GCTF adopted several new documents as part of the Life Cycle
Initiative. The Addendum to The Hague-Marrakech Memorandum on Good Practices for a
More Effective Response to the FTF Phenomenon offers additional guidance on the
development of comprehensive reintegration programs and other relevant issues
pertaining to returning FTFs.37 States are encouraged to use individual risk assessment
tools, apply a case-by-case approach, which can assist in determining appropriate
interventions for specific categories of returning FTFs, but also to consider integrating
rehabilitative measures within and beyond the criminal justice response as part of a
broader counter-terrorism approach. In this context, countries should also consider
alternatives to pre-trial detention and post-conviction incarceration to returning FTFs.
The GCTF Recommendations on the Effective Use of Appropriate Alternative Measures for
Terrorism-Related Offenses provide useful guidance on the different elements that states
should take into consideration when implementing alternative measures for terrorismrelated offences.38
Considering the risk of further radicalisation in prisons, rehabilitation programmes and
aftercare should be developed for violent extremist offenders and FTFs in detention
centres. 39 In the Netherlands, Indonesia and the United Kingdom, FTFs and violent
extremist offenders (VEOs) are separated from other prisoners to prevent
radicalisation and recruitment in prisons. 40 Isolating FTFs and VEOs as a security
measure might not be effective on its own and could even lead to further
radicalisation. 41 The Rome Memorandum on Good Practices for Rehabilitation and
Reintegration of Violent Extremist Offenders and its accompanying Addendum offer
additional guidance on reintegrating returning FTFs into society. 42
To adequately deal with returning FTFs, states should have several measures at their
disposal – ranging from preventive, criminal, administrative to rehabilitative measures
– which should be applied using a case-by-case approach, while taking different factors
………………………………………………………………………………………………………………………………………

into account, such as the potential risk a returning FTF presents to society or the
seriousness of the crime.

3. Nexus Between FTFs and Crime
A 2006 study looked at 28 “Islamist” terrorist networks and the involvement of 200
individuals in terrorist plots and terrorist attacks carried out in Europe between 2001
and 2006. Nearly 25% of these terrorists had a criminal past, half of which were related
to prior terrorist offences.43
More recently, several of the perpetrators involved in the Brussels and Paris attacks
were also found to have had a link with crime, mainly petty crime, and to have had
access to fire arms.44 Belgium already reported that half of its FTFs have had a criminal
record prior to travelling to Syria and Iraq.45 In Germany, two thirds of FTFs were known
to the police, whereas one third of FTFs have a criminal record. 46 Morocco and
Switzerland reported that between 15 to 20% of the FTFs have a criminal record. In
France, this number amounts to 52%.
Another study examines the link between 79 “European jihadists” and their criminal
past, the impact this link has on the radicalisation process, and the role prisons play in
the radicalisation process.47 In this context, the radicalisation process appears to be
much shorter. Criminals are already familiar with violence and converting them into
violent extremists is easier than converting radicals into violent extremists. The study
reveals that 27% of the individuals that have been in prison were radicalised there.
However, ISIL/Da’esh does not appear to systematically recruit criminals.
Furthermore, the acquired set of skills of a criminal can be useful as a FTF. The report
indicates that several of the criminals have easier access to weapons and are more
skilled in avoiding being caught or spotted by law enforcement officials, both useful
skills for a terrorist.
Approximately half of the European FTFs have a criminal past. 48 As the distinction
between terrorism and crime is becoming increasingly blurred, states should no longer
compartmentalise these crimes so strictly. Interagency information sharing and linking
databases relating to terrorism and crime would be helpful to detect potential criminal
recruits and discover the financing of terrorism.
………………………………………………………………………………………………………………………………………

10

The nexus with crime also has an impact on the financing of terrorist activities. Funding
of terrorism is becoming more diverse. 49 Funding through small-scale illicit trade in
firearms, cigarettes or counterfeit goods is becoming more common. Several of the
attacks in Europe were funded through illicit trade but also through petty crimes, such
as robbery. Petty crime is also used by European FTFs to fund their travel. 50 As
ISIL/Da’esh is experiencing financial pressure, funding through illegal trade and
ordinary crime is likely to increase in the near future.

4. The Role of Female FTF and Children in Terorist-Related
Activities
Research on FTFs from European countries indicates that the proportion of women
among FTFs averages about 17% of the total European FTF contingent. 51 European
women travelling to Iraq and Syria mostly marry upon arrival or just before departure.
Switzerland reported that since July 2014, 10% of its FTFs are female. This number
amounts to 36% in France, and up to 40% in the Netherlands. 52 In Tunisia, the
percentage of female FTFs averages 12% 53 , and in Australia and Morocco 54 , this
percentage is 15% and 17%, respectively. The Al-Khanssaa Brigade circulated a
manifesto which was specifically directed at recruiting Arab women. 55 Open sources
suggest that women have also been used to perpetrate suicide attacks orchestrated by
Boko Haram in Nigeria.56
Until recently, female FTFs were not thought to take part in active combat; they were
mainly fulfilling a variety of different roles, such as raising their children in line with
terrorist ideology, engaging in recruitment activity, facilitating travel to conflict areas
and raising funds for terrorist organisations. 57 A study indicates that women are more
capable of forging useful links and can thus play a crucial role in terrorist organisations
by disseminating information such as recruitment messages, videos, files and other
propaganda used for recruitment purposes. 58 The way women are portrayed in the
media often leads to underestimating or overestimating the role of women in terrorist
organisations.59
During the summer of 2016, several foiled attacks were carried out by women. In
France, three women were arrested for plotting an attack at a train station. 60 This is the
………………………………………………………………………………………………………………………………………

first time a terrorist cell consisting solely of women has been arrested. Earlier in 2016
in France, several other young girls were indicted for planning attacks, which were
announced on different social media sites.61 In October of 2016, Morocco dismantled a
terrorist cell of ten women who were planning a series of terrorist attacks.62 The recent
increase of women in plotting and planning terrorist attacks could mark the beginning
of a new trend.63
The recruitment and the use of children in armed conflict is likewise a major concern.64
There are different categories of children who are affected by and involved in terrorist
activities: some children accompany their parents, who travel to Syria and Iraq, or are
born there to FTF families, while others have been forcibly abducted and conscripted
against their will. Some minors have voluntarily enlisted, albeit after being enticed by
material gain.65 In 2015, 37 children were recruited in Iraq, 903 children in Somalia and
278 children in Nigeria. In the same period, 362 children were recruited in Syria. The
majority of the children have been recruited by ISIL/Da’esh, but other armed groups
like Free Syrian Army and Liwa’ al-Tawhid have also been conscripting children. 66
Recruitment narratives propagated by terrorist organisations that specifically target
young people drive the trend of minors travelling independently to conflict areas in
substantial numbers: strong ideological messaging is attractive for adolescents
developing their identities and seeking purpose in their lives.67 Countries like France,
Germany and the United Kingdom have also reported underage girls who left their
home countries to marry FTFs in Syria and Iraq.68
As part of its objective to create a so-called caliphate, ISIL/Da’esh needs to prepare for
the future, to which the recruitment and use of children are instrumental. ISIL/Da’esh
has created schools in which children – at the age of 10 years69 - are systematically
educated in military training, mental preparedness and religious instruction. 70. Children
of FTFs are systematically indoctrinated and desensitised towards violence from an
………………………………………………………………………………………………………………………………………
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early age.71 Terrorist organisations such as ISIL/Da’esh have also incorporated children
in their propaganda efforts, seeing them as the main means to further its state-building
agenda and ensure their continued existence and long-term survival.72
Considering the large number of children that are being recruited, radicalised to
violence and possibly involved in terrorist-related activities, states need to prepare
appropriate measures to deal with these minors and their possible return. The GCTF
Neuchatel Memorandum on Juvenile Justice73 provides guidance in the development and
implementation of policies regarding children in terrorism cases. The aim is to enhance
the juvenile justice system in a counter-terrorism context.
In order to prevent radicalisation of women and children, States need to invest in
getting a better understanding in the push- and pull factors that draws women and
children to violence and develop targeted interventions.

5. “Remote-Controlled” Fighters
ISIL/Da’esh has the ability to mobilise returning FTFs to engage as operatives in terrorist
activities and to inspire self-radicalised lone wolves to carry out terrorist attacks in its
name. The threat emanating from ISIL/Da’esh covers a broad spectrum, at one end of
which are individuals who carry out terrorist attacks inspired by ISIL/Da’esh, and
ISIL/Da’esh operatives who are giving direct guidance in planning and committing
terrorist attacks located at the other end. According to some experts, several of the
2016 terrorist attacks were not just inspired by ISIL/Da’esh but possibly “remotely”
controlled by the organisation’s operatives.74
Several report reveal how Emni, a special intelligence branch of ISIL/Da’esh, operates
and actively promotes terror abroad. 75 The spokesperson of this branch, Abu
Muhammed al-Adnani, – who was killed in August of this year – called out to his
followers to launch attacks across the globe in any way possible at the beginning of
summer 2016.76 The terrorists who committed the attacks in Würzburg, Ansbach and
Hannover in Germany received instructions through encrypted communication
services. 77 Likewise, three women connected to a foiled attack in Paris were also
digitally in touch with their ‘handlers’. 78 In Asia, the terrorist attacks in Dhaka,
………………………………………………………………………………………………………………………………………

Bangladesh, a disrupted plot in Hyderabad, India and failed attacks in Malaysia and
Indonesia also seem to have been coordinated virtually by ISIL/ Da’esh. 79
The internet, social media applications and encrypted communications are being used
by terrorist organisations to disseminate propaganda, contribute to recruitment
efforts, instigate terrorism, enable radicalisation, but also to finance terrorism, provide
online training and for the operational planning of terrorist attacks. 80
ISIL/Da’esh continues to use social media to spread targeted propaganda, such as highquality videos and polished publications in multiple languages. The use of Telegram or
other forms of encrypted technology allowed ISIL/Da’esh to plan and control virtually
some of the plots and attacks during the summer of 2016. 81 Even though social media
accounts linked to terrorist organisations have been subject to increased suspension
from internet service providers – Twitter announced in August 2016 that it had deleted
more than 235,000 accounts since February 201682 – terrorist organisations succeed in
maintaining a proactive presence on-line for different purposes. The evolution of
propaganda campaigns by terrorists is evident, in which proxy disseminators
coordinate its social media campaigns with or without receiving directions from the
organisation’s core leadership.83
Internet service providers are proactively taking steps to prevent online radicalisation.
Facebook, YouTube, Twitter and Microsoft signed earlier this year an EU code of
conduct for countering illegal hate speech, committing themselves to remove hate
speech as defined by the Framework Decision 2008/913/JHA of 28 November 2008
within 24 hours. 84 In September 2016, Jigsaw, formerly known as Google Ideas,
developed a method to dissuade potential recruits through targeted advertisements
which redirect them to videos that counter the ISIL/Da’esh propaganda. 85 Since its
establishment in July 2015, the EU Internet Referral Unit has received 11,050 referrals
and lead to the removal 9,787 items.86
States are increasingly working together with internet service providers and civil society
to identify and prevent violent extremism and online recruitment. The EU Internet
Forum, which provides a platform for internet companies and EU Member States to
cooperate in countering extremist content online, is an example of this. 87 Other
initiatives include a regional digital counter-messaging communication centre which
………………………………………………………………………………………………………………………………………
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will be launched soon in Malaysia 88 and – under the auspices of ASEAN – a shared
database of websites dealing with terrorist propaganda has been developed. 89 The
GCTF Action Plan for Identifying and Countering Terrorist Recruiters and Facilitators
contains good practices on curbing online recruitment. 90 Australia and the UK have
developed a mechanism to report illegal content to internet service providers.
However, cooperation with internet companies needs to be further strengthened to
address the increasingly complex internet infrastructure (cloud computing, satellite
links, end-to-end encryption, the use of anonymisers, foreign 3G networks) which is
frequently being used by terrorist organisations.
The distinction between terrorist attacks inspired or directed by ISIL/Da’esh does
matter. Terrorist attacks that are directed by ISIL/Da’esh require more planning. The
attackers are frequently communicating with ISIL/Da’esh and probably receive funding,
false documents and weapons to carry out terrorist attacks. These activities leave
traces that law enforcement and intelligence agencies can pick up on. Terrorist attacks
which are carried out by self-radicalised lone actors without any support from outside
are much more difficult to detect and prevent. Some of the attacks in 2016 appear to
have elements of both: attacks are committed by lone actors who may have loosely
been in touch with operatives of ISIL/Da’esh through encrypted social media
applications providing one possible link that can be prevented or intercepted.

6. Mental Health Problems
The media reported that several of the lone actors who carried out attacks during the
summer of 2016 may suffer from mental health problems. 91 A study looked into
characteristics of European lone actors between 2000 and 2015 and found that 35%
were reported to have mental health issues compared to 27% of the general adult
population.92 The presence of a history of mental health problems among a number of
lone actors does not mean that mental health disorders present a general aggravating
factor leading to terrorist violence. It is important to underline that mental health
problems rarely lead to violence and that social exclusion, perceived grievances or
sensation seeking are more common in this regard. 93
Available data from three EU Member States indicate that up to 20% of FTFs suffer from
some mental health-related issues. 94 Switzerland indicated that between 15 to 20%
have mental health problems, whereas in the Netherlands, research indicates that 60%
of its FTFs suffer from mental health issues.95
………………………………………………………………………………………………………………………………………

Returning FTFs are also likely to have mental health problems. Several returning FTFs
suffer from symptoms of post-traumatic stress disorder (PTSD), such as stress,
emotional instability or disillusionment. These symptoms can occur shortly after the
FTF returns home but may also appear much later. There is the risk that returning FTFs
suffering from PTSD are vulnerable to (further) radicalisation, thus becoming a danger
to both themselves and their direct surroundings. 96
Further research is required to support that there is a relationship between terrorists,
more specifically FTFs, and mental health problems.97 It is important to engage trained
psychologists to ascertain whether FTFs and returning FTFs suffer from mental health
problems or PTSD.

7. Soft Targets and Low-Tech Tactics
The terrorist attacks in France and Germany 98 but also in New Jersey and New York99
were not sophisticated attacks, with perpetrators using low-tech tactics and equipment,
such as knives, axes, pressure cookers or vehicles as weapons, to spread terror. There
appears to be no significant planning and plotting involved that intelligence agencies
can pick up on. Attacks targeted trains, airports, night clubs, markets, public events and
cafés, not only in big cities but also in small villages, making it more difficult for law
enforcement to predict them and protect such public places. The frequency and
combination of sophisticated and low-tactic terrorist attacks make the threat more
complex. 100 Alertness and close contact with local communities could be helpful in
detecting early signs of radicalisation to violence.

Policy Measures
1. Preventive Measures
Measures that countries have taken to counter the FTF phenomenon, aimed at
potential, identified and returning FTFs, can broadly be grouped into preventive
measures, criminal measures, and rehabilitative measures. While states have
acknowledged the need for a comprehensive approach to tackle the issue of FTFs, in
practice, very few have developed such comprehensive strategies. To date, states have

………………………………………………………………………………………………………………………………………
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predominantly implemented restrictive measures, but only a few have focused on the
preventive side or implemented rehabilitation programmes. 101
Governments are often focused on implementing security and law enforcement
measures, but states need to also address the underlying conditions that are conducive
to the spread of violent extremism. The UNSG Plan of Action to Prevent Violent
Extremism, which calls for making preventive measures an integral part of
comprehensive strategies to counter violent extremism, contains over 70
recommendations on how to address radicalisation to violence. The GCTF has also
adopted two documents - Recommendation on the Role of Families in Preventing and
Countering Violent Extremism and Recommendations on CVE and Religious Education –
which emphasise the role of families and the relevance of education in prevention
programmes.
Where measures to prevent violent extremism have been implemented, these include
the development of narratives, awareness-raising programmes for first line
practitioners, de-radicalisation programmes for potential FTFs, and programmes aimed
at intercultural and interreligious dialogue involving civil society actors.102
Several narrative campaigns have been developed, often using social media platforms
as the primary means of distribution of messages. Examples of such campaigns are “UK
Against Daesh”, the international “Against Violent Extremism”, the now-defunct
American “Think Again, Turn Away” as well as campaigns by the Sawab Center, a joint
venture by the US and the United Arab Emirates. However, these campaigns have
limited resources, so that the volume with which they create output does not measure
up to the social media activity of terrorist organisations which are using multiple
thousands of social media accounts to distribute their material on a daily basis. 103
Government-led campaigns alone might not be very useful in preventing violent
extremism. Empowering NGOs, schools and local partners to reach out to the
communities can be more effective. Using ‘credible voices’ such as respected
journalists, a religious authority or victims can be very effective. An example is the
Victim’s Voices Project in Indonesia in which victims of violent extremism are engaged
in preventing it.104
Regarding programmes to prevent violent extremism, Germany stands out with
numerous initiatives aimed both at helping radicalised individuals exit the scene and at
preventing radicalisation through educational measures involving religious institutions,
schools, migrant organisations and youth centres. Some of these programmes have
been able to build on the experience of EXIT programmes designed to deal with rightwing extremism. Most of these measures are organised and carried out by local
institutions but funded by the federal government.105 In Denmark, the Action Plan on
Prevention of Radicalisation and Extremism aims, through multi-agency interventions,
to prevent people from joining extremist groups, help those who want to leave and
………………………………………………………………………………………………………………………………………

limit the impact of violent extremist propaganda. 106 Also Canada has carried out
measures to increase engagement with communities on understanding pathways to
radicalisation by developing an engaging story-telling and dialogue process and
identifying the resources needed within those communities to address the issue of
violent extremism and prevent radicalisation.107 In Morocco, the website of the Ministry
of Endowments and Islamic Affairs provides narratives related to ‘counter-messaging’
and the Rabita Mohammedia of Ulema launched a multilingual electronic platform
promoting interaction with the public on issues related to countering violent
extremism.

2. Criminal Measures
Pursuant to UNSC Resolution 2178 (2014), states are required to criminalise the full
range of conduct related to FTFs, including criminalising preparatory and accessory
acts. Several states have updated their national legislation in response to the FTF
phenomenon. This is being done in several ways: while some have introduced separate
legislation focusing solely on terrorist crimes, others have added aggravating factors in
sentencing when a terrorist intent can be proven. 108 However, the updating of
legislative measures is far from uniform or complete.109
Laws that have been introduced in response to the FTF phenomenon criminalise,
among other things, the financing of terrorism, participation in and/or leadership of a
terrorist group, recruitment for a terrorist cause, incitement to and/or glorification of
terrorism, providing and/or receiving of terrorist training and travel for terrorist
purposes.
States face difficulties in obtaining evidence; this includes the collection and
admissibility of evidence located abroad, evidence obtained from the internet, and
converting intelligence into admissible evidence in criminal proceedings. Another issue
that can impair effective prosecutions is the need for and availability of mutual legal
assistance. Mutual legal assistance requests tend to be slow and very formal. Only 38%
of the countries have designated a central authority to process extradition requests.110
Several states have indeed indicated that a considerable number of returning FTFs do
not meet the threshold for prosecution, already served a relatively short time in prison
or can only be tried for relatively minor offences.
Eurojust reported that 218 court cases related to terrorism have been completed in 12
EU Member States in 2015, concerning 514 individuals.111 Australia indicated that there
is one ongoing court case and has requested mutual legal assistance 29 times and
received 2 requests. Morocco has completed 200 cases which have led to 194
convictions, 4 acquittals and 2 suspended sentences. In most of these cases, FTFs were
………………………………………………………………………………………………………………………………………
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convicted for joining or attempting to join terrorist groups, recruitment and incitement.
In the US, 65 alleged FTFs have been charged since 2013 which has led to 30 convictions.
In Switzerland, one individual has been found guilty of participation in and support of
a criminal organisation but, due to diminished mental capacity, was sentenced to public
service work under conditions. Currently, 26 cases are ongoing in Switzerland. Spain
has convicted 11 persons up and Austria has indicted 21 persons and completed 17
cases.112

3. Administrative Measures
Several states have adopted administrative procedures to diminish the potential risk
posed by FTFs. In some jurisdictions, like the UK 113 and Australia114, when prosecution
is not viable, states can consider issuing control orders with respect to FTFs to protect
the public from a terrorist attack or when there is reason to believe the returning FTF
has been involved in terrorist activities. Control orders can restrict the movement of
returning FTFs by imposing a curfew to remain at a specific place, apply electronic
tagging or restrictions to meet certain individuals or attend specific functions. Other
measures include restrictions on the use of internet and telecommunications, weapons
prohibition and regular reporting to the police.
A number of countries have taken measures to disrupt travel. In France and Germany,
the security services can conduct preventive interviews. 115 Several states, such as
France, Austria and Denmark, can issue travel bans (entry and exit) to a national if there
is a serious reason to believe the person plans to join a terrorist organisation abroad
or poses a threat to national security. With respect to foreigners who are likely to join
or have participated in terrorist activity abroad, states can deny visas, revoke residence
permits or impose travel bans.116 In the Netherlands, the nationality of Dutch citizens
can be revoked if he or she is convicted for terrorist crimes, as long as this does not
render a person stateless.117 In the UK, among other countries, the Home Secretary has
the discretionary power to deprive a person of British citizenship if this is against the
public interest. 118 In Nigeria, the President can revoke the Nigerian citizenship if a
person has been declared a suspected international terrorist, however, citizenship can
only be revoked if the person has obtained Nigerian nationality other than by birth.119
In Austria, citizenship of dual nationals can be revoked for voluntary participation in an
armed group engaged in terrorist activities abroad. 120 In France, a proposal to revoke
citizenship of French-born persons who have been convicted of terrorist activities has
been rejected. 121 Conversely, in Canada, an Act to Amend Citizenship has been
………………………………………………………………………………………………………………………………………

proposed with the aim to repeal provisions that allow citizenship to be revoked from
citizens with double nationality who engage in certain acts against the national interest,
such as terrorism.122

4. Rehabilitative Measures
Considering the number of returning FTFs who cannot be prosecuted due to a lack of
evidence or who have already served (a short) time in prison, or those returning FTFs
that no longer pose a threat to society, rehabilitation programmes can assist in
reducing the likelihood that these FTFs will return to committing illegal and/or violent
acts. Depending on the goals of a rehabilitation programme, it can promote
disengagement, prevent (further) radicalisation and assist in successfully reintegrating
into society.
In the last decade, several rehabilitation and reintegration programmes for violent
extremists have been developed. So far, initial research indicates that eighteen GCTF
Member States have implemented rehabilitation and reintegration programmes, but
that they differ greatly. In some cases, countries have been able to rely on existing
rehabilitation programmes developed to deal with local terrorist organisations and
non-state armed groups and individuals.
Examples of concrete initiatives include a Dutch rehabilitation programme aimed at
(returning) FTFs and persons wanting to leave a terrorist organisation on a voluntary
basis, a French four-phased programme aimed at both FTFs and radicalised youth at
large which involves multiple actors from state and civil society, a local Danish initiative
offering specialised exit programmes for FTFs who are not suspected of criminal activity
and the Saudi rehabilitation programme focusing on providing counselling to detainees
and continued educational and religious training after release from state custody. In
Indonesia, 238 terrorists are detained in prisons. The rehabilitation programme
consists of four stages: identification, rehabilitation, re-education and re-socialisation.
Out of the 204 convicted terrorists, more than a quarter refused to meet or
communicate with staff and showed no willingness to change their beliefs. 123

Concluding Remarks
This analytical paper describes recent trends, dynamics and policy responses with
regard to the FTF phenomenon. The distinction between home-grown terrorists and
(returning) FTFs is fading, the difference between ISIL/Da’esh inspired or directed
terrorist attacks is becoming more fluid and the nexus between terrorism and crime is
more prominent, which clearly indicates that terrorism can manifest itself in many
different ways.
The involvement of returning FTFs in some of the terrorist attacks is a stark reminder
of the potential threat returning FTFs pose. The use of the internet to recruit FTFs and
the trend of shorter periods of radicalisation are of particular concern. The data also
………………………………………………………………………………………………………………………………………
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indicate a demographic change with a more prominent role of female FTFs and children
being recruited and used in hostilities or involved in terrorist attacks. The fact that the
profile of a FTF is so diverse makes it difficult to identify FTFs and does not allow for a
one-size-fits-all approach.
The current trends underline the need for a comprehensive, tailored and
multidisciplinary approach including the involvement of stakeholders at the local
level to adequately address the evolving aspects of the FTF phenomenon.
Comprehensive: States should adopt a comprehensive approach to address the FTF
phenomenon. States should have a tool box at their disposal consisting of preventive,
criminal, administrative and rehabilitative measures. In developing these tools, states
should carefully take into account the human rights implications of the different
measures.
Tailored: States should develop tailor-made interventions. To address concerns of
specific categories of FTFs – such as women, children, criminals or those suffering from
mental health problems – states should adopt a flexible and tailor-made approach. To
assist in designing such interventions, the use of individual risk assessment tools could
be useful.
Multidisciplinary: States should forge strategic alliances with the private sector and
civil society organisations. Working closely together with the travel financial sector can
help track the movement of (returning) FTFs and the financing of terrorist plots.
Internet service providers can assist in reducing violent content on the web and in
developing – together with civil society organisations - online counter-narratives.
Internet service providers could also assist in collecting evidence in FTF court cases.
Working in multidisciplinary teams in governments across different disciplines is
essential to address the FTF phenomenon. These teams could consist of law
enforcement officials, prosecutors and security agencies, in order to improve
coordination and to share information, but could also consist of teachers, religious
leaders, health coaches or job counsellors to assist with the prevention of radicalisation
to violence and/or the reintegration of a FTF back into society. Trained psychologists
can be helpful in diagnosing whether a (returning) FTF is suffering from mental health
problems or PTSD.
Local level: Local communities and authorities play a crucial role in detecting early
signs of radicalisation to violence. Engaging local communities - but also teachers,
religious leaders or youth workers – in developing alternative narratives, in targeted
outreach and assisting in the reintegration of FTFs in society is vital. Through
community policing, local authorities have a better understanding of the context in
which individuals in their communities radicalise and might be able to detect links with
ordinary crimes and discover radical networks.
In conclusion, although the flow of FTFs has dropped significantly, the threat has not
decreased but has morphed, making the (returning) FTF phenomenon more complex.
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