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1. Introduction
In order to address the phenomenon of foreign fighters (FFs), that is, individuals
travelling or aiming at travelling, for instance to Syria or Iraq, for the purpose of
participating in terrorist activities or to join an armed group, 1 states have adopted a
multitude of counter-terrorism laws and policies, usually combining repressive,
preventive, and other measures. On the repressive side, criminal justice measures have
been adopted, notably in implementation of United Nations Security Council Resolution
2178 and other instruments calling for the creation of new terrorist offences. 2 Many
states have thereby criminalised incitement to terrorism, recruitment for terrorist
activities, travel or attempt to travel to areas where terrorist groups are active, and
providing or receiving terrorist training. 3 On the preventive side, policies and
programmes aimed at countering violent extremism are being developed. 4
As the threat posed by FFs remains very high, governments keep developing new
legislative policies, and seek new types of measures that could be applied against FFs.
This paper addresses such relatively new type of measures, namely the so-called
‘administrative measures’, which some states are increasingly relying upon to
counteract FFs.5 These measures, which seem to fit somewhere in between prevention
and repression, 6 include travel bans (e.g. through passport revocation), expulsion
orders, entry bans, control orders, assigned residence orders, area restrictions, social
benefits stripping, and citizenship revocation. The use of administrative measures in
counter-terrorism is not completely new, as they have been used for countering the
financing of terrorism.7 However, their renewed popularity to address a much broader
scope of behaviours has raised concerns amongst organisations and scholars criticising
their shortcomings in the protection of human rights.8
This paper addresses challenges flowing from the increasing use of these
administrative measures against FFs. It argues that, in view of the human rights
concerns they raise, the use of administrative measures in counter-terrorism should
be limited both in its scope and methods, and that safeguards should be implemented
………………………………………………………………………………………………………………………………………

to ensure full compliance with human rights obligations. In Section 2, the paper begins
by introducing the notion of ‘administrative measures’ in the context of counterterrorism, which remains unclearly defined at the international level. In Section, 3 the
paper looks more closely at the use of administrative measures in three states selected
as case studies: The United Kingdom (UK), whose counter-terrorism policies have
included such measures since 2001; France, which has more recently enacted
administrative measures in response to terrorist attacks; and the Netherlands, which
is debating the adoption of new measures. On the basis of this review, the paper
provides in Section 4 a critical assessment of the use of administrative measures
against FFs. It analyses in which situations the use of administrative measures might or
might not be justified, and assesses the impact of the use of administrative measures
on the protection of human rights such as the right to freedom of movement and the
right to due process. Finally, Section 5 provides conclusions and recommendations to
establish limits and safeguards around the use of administrative measures in counterterrorism.

2. The Notion of Administrative Measures
in the Context of Counter-Terrorism
While the term administrative measures is more and more frequently referred to in the
counter-terrorism context, 9 it is rarely explicitly defined, and has no established
meaning at the international level. Furthermore, the term as used in this context cannot
be equated with domestic concepts of administrative law, the precise contours of which
vary in different domestic legal orders.10 Often, the term is defined negatively, without
identifying the particularities and common features of administrative measures against
FFs. For instance, some documents refer to non-criminal measures,11 which designates
a much broader category of laws and policies. Other documents seem to oppose
administrative measures to legislative measures, 12 which is misleading, since there is
always a legislative basis for the application of administrative measures. The same goes
for references to non-judicial measures:13 although the involvement of the judiciary in
the application and review of administrative measures is often limited, the terms such
as non-judicial measures can wrongly imply that no judge is involved at all. Other terms
have also been used to refer to the notion, including the term ‘restrictive measures’, 14
………………………………………………………………………………………………………………………………………
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which attempts to more functionally define the measures, and the term ‘executive
measures’,15 which adequately pinpoint one of the key aspects, namely that individual
measures are decided by organs of the executive. Although, due to the ambiguities
described, the author of this paper finds that the terminology could be refined, the
term administrative measures, which seems to be becoming accepted, will be used in
this paper.
The lack of definition can also be explained by the fact that the measures used in
practice are rather heterogeneous, aiming at different purposes, and difficult to
categorise. Some measures aim at preventing travel abroad of potential FFs, others at
preventing their return, and some others address the threat posed by radicalised
individuals in the territory of the state itself. One of the features of administrative
measures thus appears to be that they are territorially-focused, aiming at addressing
terrorism and FFs within a state’s own territory. Functionally, they are preventive in the
sense that they are applied before the commission of a terrorist act, in an attempt to
reduce the terrorist threat and to prevent the occurrence of terrorist acts within a
territory, but also restrictive to the individuals to whom they are applied. Finally, they
follow different procedures depending on the country, with varied degrees of
respective involvement of the executive and the judiciary.
This paper proposes the following working definition of administrative measures in the
counter-terrorism context:
Restrictive measures aimed at preventing terrorism within the
territory of a state, decided upon and ordered by the executive (or
with its close involvement), and subject to limited judicial review.

3. Review of the Use of Administrative
Measures against FFs in Three Selected
States
3.1. The United Kingdom
The UK is one of the first states to have enacted administrative measures in the context
of counter-terrorism. 16 As part of the Anti-Terrorism, Crime and Security Act 2001
adopted in reaction to the 9/11 attacks, it had developed a regime of indefinite
administrative detention of foreign nationals suspected of being terrorists. 17 The
measure was heavily criticised for being “discriminatory, draconian and unlawful”, 18
declared incompatible with human rights obligations by the House of Lords, 19 and
eventually repealed.20
………………………………………………………………………………………………………………………………………

In order to provide for alternative measures, the UK introduced in the Prevention of
Terrorism Act 2005 a regime of control orders, pursuant to which the executive could
impose a variety of restrictive measures on individuals suspected to be or to have been
involved in terrorism-related activity. 21 The regime allowed the Secretary of State to
impose on either nationals or foreigners a wide range of restrictive measures aimed at
“preventing or restricting involvement by that individual in terrorism-related activity”.22
These included, but were not limited to, restrictions regarding residence, travel,
movements within the UK, communications, possessions, and work. 23 For instance,
control orders could consist of the obligation to wear an electronic monitoring tag, the
obligation to relocate to another part of the UK, curfew obligations, a daily telephone
reporting requirement, the prohibition to meet any person, and the prohibition to use
a mobile phone and to access internet.24 From 2005 to 2011, control orders were used
52 times against individuals suspected of involvement in terrorism, “for periods ranging
from a few months to more than four-and-a-half years”.25 The regime of control orders
received lots of criticism for allowing the executive to impose restrictions on a broad
range of human rights without fair trial guarantees. In practice, the cumulative effect
of obligations imposed pursuant to control orders could lead to excessive
infringements of fundamental freedoms. 26
In view of these critics, the UK enacted new administrative measures to replace control
orders, namely the Terrorism Prevention and Investigation Measures (TPIM) Act 2011. 27
TPIMs are similar to control orders, as they allow the executive to impose a range of
restrictive measures on individuals suspected of involvement in terrorism, including
measures regarding residence, travel, electronic communication devices, and
association. 28 The criteria to impose TPIM orders is that “the Secretary of State is
satisfied, on the balance of probabilities, that the individual is, or has been, involved in
terrorism-related activity” and that he “reasonably considers that [the measure] is
necessary, for purposes connected with protecting members of the public from a risk
of terrorism”.29
There are some notable differences between TPIM orders and the previous control
orders.30 First, the types of restrictions which can be imposed under TPIM orders are
exhaustively listed in the Act,31 while for control orders the executive could devise all
sorts of restrictions. Additionally, the scope of some of the possible restrictions was
………………………………………………………………………………………………………………………………………
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refined. For instance, while control orders could impose a ban on the use of any
communications device, under the TPIM Act “[t]he Secretary of State must allow the
individual to possess and use (at least) […] a computer that provides access to the
internet by connection to a fixed line […] [and] a mobile telephone that does not provide
access to the internet”, subject to conditions such as monitoring. 32 Another important
difference is that TPIM orders can be imposed for a maximum period of two years and
can only be extended further if new evidence is presented by the Secretary of State, 33
while control orders could be extended year to year for an indefinite period of time. 34
In 2015, the Counter Terrorism and Security Act (CTSA) modified some modalities of
the TPIM orders and reintroduced the controversial involuntary relocation measure
which existed under the 2005 control order regime but was removed from the TPIM
Act 2011 due to civil liberties concerns. The new relocation measure however comes
with a new safeguard, which is that involuntary relocation cannot take place further
than 200 miles (320 km) from the previous residence of the individual. 35
One of the main concerns regarding the use of administrative measures such as control
orders or TPIM orders is that, due to matters of national security, the evidence on which
the allegations of involvement in terrorism are based are kept secret, and to a large
extent not disclosed to the individuals subject to TPIM orders. 36 In the UK, the issue of
the use of secret evidence is dealt with to a certain extent by the use of “special
advocates” as part of the “closed material procedure”. 37 Under this procedure, the
detailed evidence upon which a TPIM order is based is disclosed to a special advocate
who has security clearance, while the individual is only provided with the non-sensitive
information. The special advocate can only communicate with the controlled individual
prior to seeing the secret evidence, and the individual is prevented from being present
during the rest of the procedure. 38 Due to these modalities, the closed material
procedure has been criticised for not providing sufficient opportunities to challenge
TPIM orders.39 The European Court of Human Rights had the opportunity to assess the
issue, and considered that “the special advocate could perform an important role in
counterbalancing the lack of full disclosure”, but that “the special advocate could not
perform this function in any useful way unless the detainee was provided with sufficient
information about the allegations against him to enable him to give effective
instructions to the special advocate.” 40 Accordingly, “[t]he extent to which the Special
Advocate procedure is consistent with the requirements of a fair trial will depend to a
large extent on the degree of disclosure that is made to the controlled person.”41
………………………………………………………………………………………………………………………………………

Some oversight mechanisms are in place to monitor the application of counterterrorism measures such as TPIM orders, including through reports and
recommendations by the Independent Reviewer on the terrorism legislation, David
Anderson QC, and by the Joint Committee on Human Rights of the House of Lords and
the House of Commons. Furthermore, TPIM orders are subject to “quasi-automatic” 42
prior judicial review by the High Court, which gives permission for the imposition of
measures unless it considers that the decision to impose a TPIM order is “obviously
flawed”.43 Finally, prior to issuing a TPIM order, the Secretary of State must consult with
the police and prosecutors to assess whether there is sufficient evidence for a criminal
case.44 In practice, few TPIM orders have been issued since their adoption, leading the
Parliamentary Joint Committee on Human Rights to consider that “TPIMs may be
withering on the vine”.45 As of October 2016, only six TPIM orders were in place.46
Several measures are available in order to prevent the travel abroad of potential FFs
located in the UK. First, when imposing a TPIM order, it is possible to impose a travel
ban prohibiting an individual from leaving the UK and an obligation to surrender travel
documents. 47 Besides, under the Counter Terrorism and Security Act (CTSA) 2015,
administrative officers may seize the passport of individuals suspected of intending to
leave the UK to engage in terrorism-related activity. 48 In addition, the revocation of
passports is possible through the use of Royal Prerogative powers, pursuant to which
the decision to withdraw or cancel passports is at the discretion of the Home
Secretary.49 This power has notably been use to invalidate the passport of individuals
likely to travel abroad in order to engage in terrorism-related activity. In a case brought
by individuals whose passports were cancelled, the continuing use of this discretionary
power despite the existence of specific legislation was deemed lawful by the High
Court.50
In 2015, new measures specifically targeted at returning FFs were introduced as part of
the CTSA. 51 In particular, new provisions provide for the imposition of temporary
exclusion orders (TEOs), which allow for the exclusion from the territory of individuals
situated outside the United Kingdom and suspected of involvement in terrorism activity
abroad.52 The measure is applicable to nationals and thus has the effect of forbidding
British FFs from re-entering the UK. Exclusion orders are issued for periods of two
years, and result in the automatic invalidation of “any British passport held by the
excluded individual”.53 In order to manage the return of British FFs against whom TEOs
have been issued, the CTSA further introduced a procedure of “permits to return”,
………………………………………………………………………………………………………………………………………
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under which individuals subject to TEOs may be given permission to return to the UK
subject to a number of conditions. 54 Individuals wishing to return must submit an
application to the Secretary of State, and have to accept conditions that can be attached
to the permit to return, such as obligations to report to the police and to notify their
place of residence.55 In addition, the permit states the time during which, manner in
which, and place where, the individual is permitted to return.56 Both the TEO and the
permit to return are reviewable before a court to ensure that the conditions for their
imposition were met and continue to be met. 57 At the time of writing of this paper, no
TEO had yet been issued.58
Finally, citizenship revocation has been used by the UK as part of its counter-terrorism
policies. Exact numbers have not been disclosed by the government, but it appears that
citizenship revocation has been used in about 30 instances since 2010. 59 In two
controversial instances, it was used against citizens who were subsequently killed by
drone strikes.60Citizenship revocation is provided for by the British Nationality Act 1981,
which has been amended several times to extend the scope of the measure. 61 Under
this Act, the citizenship of dual nationals, including since 2002 of British-born citizens,
can be revoked by order of the Secretary of State if he is “satisfied that deprivation is
conducive to the public good”.62
Furthermore, an amendment adopted in 2014 re-introduced a controversial power
allowing to revoke the citizenship of naturalised British citizens who have no other
nationality, provided that there are “reasonable grounds for believing that the person
is able […] to become a national of such a country or territory”. The Secretary of State
must there be satisfied that the individual “has conducted him or herself in a manner
which is seriously prejudicial to the vital interests of the United Kingdom”. 63 The
measure has been criticised for its capacity to lead to statelessness. 64 The risk of
statelessness is supposed to be reduced by the condition that the individual could
potentially acquire another nationality, however, “[w]ould another country seriously
consider giving nationality, even to someone who might have the ability to apply for
nationality of that country, if it knew that British citizenship had been removed on the

………………………………………………………………………………………………………………………………………

grounds that the person was believed to be in some way linked to, or to condone,
international terrorism?”65
This controversial measure was adopted in reaction to the impossibility of lawfully
depriving the British nationality of Mr Al-Jedda,66 an individual who had acquired British
citizenship in 2000, as a result of which his original Iraqi citizenship automatically
lapsed. Mr Al-Jedda lived in the UK since 1992 but travelled to Iraq in 2004, where he
was arrested and detained by British forces in Iraq from 2004 to 2007 on grounds of
suspected membership of a terrorist group. 67 Upon his release, the UK attempted to
revoke his citizenship, however the Supreme Court invalidated the measure on the
ground that revoking the citizenship of an individual who could hypothetically acquire
another nationality was not in line with international obligation on the reduction of
statelessness.68 Following the 2014 amendment to the British Nationality Act 1981 Mr
Al-Jedda’s citizenship was revoked for a second time.

3.2. France
France has turned to administrative measures in the counter-terrorism context a bit
more recently than the UK. As in other countries, some measures that can be applied
to FFs have been in place for a long time, but not as part of counter-terrorism policies.
In particular, immigration law provisions allow administrative authorities to deny
entry 69 to foreigners who constitute a threat to public order, or to issue expulsion
orders against foreigners who constitute a serious threat to public order. 70
More recently, administrative measures specifically targeted at FFs have been adopted.
In reaction to the very high threat to which it has been subject in the past years, France
has enacted several counter-terrorism laws, in what some have qualified as “legislative
fever”.71 It notably brought amendments to its Criminal Code aiming at strengthening
criminal justice tools against FFs,72 but also adopted administrative measures.

………………………………………………………………………………………………………………………………………
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In November 2014, in the same law that created the criminal offence of travelling to an
area where terrorist groups are operating, 73 the possibility to issue travel and entry
bans against potential and suspected FFs was enacted. Travel bans, referred to as
“administrative interdiction to leave the territory” are applicable to French nationals,
where there are serious reasons to believe that an individual is planning to travel
abroad in order to engage in terrorist activities. Travel bans are issued by a written and
motivated decision of the Minister of the Interior, for a duration of maximum six
months, renewable for a total duration of maximum two years. Individuals subject to
the measure are notified, have the opportunity to present observations, and can appeal
the measure within two months before an administrative tribunal. Travel bans result in
the automatic invalidation of travel documents, which much be handed over. 74
Furthermore, they are registered with national databases, the Schengen Information
System (SIS2) and INTERPOL’s Stolen/Lost Travel Document database (SLTD). 75 The
Parliamentary Commission on the means used to fight terrorism reported that,
between November 2014 and April 2016, 308 travel bans had been ordered, and 56
individuals had brought complaints before an administrative tribunal, out of which four
travel bans had been invalidated. 76 The efficiency of such measures has however been
called into question when it was revealed that one of the terrorists of the Bataclan
attacks had been able to travel to Syria in 2013 while being subject to a travel ban – not
as a result of an administrative measure, but as part of a judicial enquiry – simply by
pretending that he had lost his passport.77 This illustrates the dire need for increased
information sharing amongst national agencies and between states in order to
operationalise legislative policies.
Conversely, entry bans allow for the barring of foreigners, who are not residing and not
located in France and who constitute a threat to public order and security, from
entering the territory. A distinction is made between non-EU citizens, for which a
serious threat is required, and EU citizens, for which the threat must be not only serious
but also genuine and sufficient. Entry bans are pronounced by decision of the Minister
of the Interior, and are justified unless issues of state security are involved.78 Available
statistics show that 98 entry bans were issued between February 2015 and April 2016,
32 of which concerned EU nationals.79
Compared to other administrative measures, travel and entry bans have not caused
extensive controversy. They raise some human rights concerns,80 but can be seen as
potentially effective (subject to effective data sharing and cooperation) and not
………………………………………………………………………………………………………………………………………

excessively restrictive means to prevent the travel of FFs. Yet, in view of their impact on
the right to freedom of movement, notably within the Schengen area, it is important to
ensure that sufficient safeguards are in place.81
A number of administrative measures available in France at the time of writing of this
paper result from the state of emergency in force since November 2015, and have, by
contrast, received ample criticism.82 The state of emergency regime stems from a 1955
law83 which provides that, in case of imminent danger resulting from serious breaches
of public order, the Government may declare a state of emergency, which can then be
extended by the Parliament. Administrative measures available under the state of
emergency are particular in that they result from an exceptional and, in principle,
temporary regime called for by an equally exceptional situation. Measures under this
regime can explicitly and validly derogate from some human rights obligations, in
accordance with Article 15 of the European Convention of Human Rights 84 and the
declaration made thereof by France on 24 November 2015. 85 They are, again in
principle, not conceived as regular means of addressing terrorism, and in that sense
are not fully comparable to other administrative measures enacted as part of long-term
counter-terrorism strategies. However, since its proclamation after the November 2015
attacks, the state of emergency has been repeatedly extended, and was – at the time
of writing of this paper – set to be further extended until the upcoming elections of
spring 2017. 86 Apart from the measures themselves, this prolonged application of a
supposedly exceptional regime has been criticised.87
Under the state of emergency law, organs from the executive have the authority to
order a number of administrative measures. Key provisions include the possibility for
the Minister of the Interior and/or Departments’ Prefects to order the placement under
house arrest of any individual in respect of whom there are serious reasons to believe
that his behaviour constitutes a threat to security and public order, 88 to order the
conduct at day or night of warrantless searches at any place suspected to be
………………………………………………………………………………………………………………………………………
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frequented by an individual posing a threat to public order and security, 89 to impose
specific area bans on anyone seeking in any way to hinder the action of public
authorities,90 to order the temporary closure of public venues, and to prohibit certain
meetings.91 Measures under the state of emergency have been used quite frequently
in practice, with close to 4000 searches conducted, and more than 500 house arrests
ordered.92
As mentioned, the application of the state of emergency regime received plenty of
criticism by organisations considering it has led to abuses, and to excessive restrictions
of fundamental freedoms. Criticism first arose out of the formal criteria for the
provisions – serious reasons that someone constitutes a threat to security and public
order – which has been denounced as too vague and too broad, and thus leaving wide
room for abuse. 93 The vague criteria notably allowed the government to impose
administrative measures for purposes unrelated to the prevention of terrorism, such
as to prevent environmental or labour law activists to demonstrate. 94
More generally, the broadness of the provisions resulted in practice in a
disproportionate and excessive application of the state of emergency regime. For
instance, it was reported that administrative searches had often involved excessive
physical and psychological violence (e.g. failure to take into account the presence of
children, pregnant women, elderly, and disabled people), and unnecessary damage to
property (e.g. breaking entry doors without prior notice, degradation of religious
symbols).95
Regarding house arrests, one of the main concerns pertained to the impact on the right
to private and family life of the strict modalities, applied in ways lacking consideration
for the specific situations of individuals. 96 House arrest orders usually not only impose
an obligation to stay at home up to 12 hours per day, but also an obligation to
permanently remain within a designated area (eg. a city), and an obligation to report to
a police station up to three times per day. 97 Such measures can have a significant
impact on carrying out work or studies, caring for children, or otherwise enjoying the
right to private life. The Conseil d’État (Council of State) recognised the need for the
individualisation of house arrest measures in a case involving a single mother of three
children who had to report to a police station every day including weekends at 9:00,
14:00, and 19:00, and as a result could not properly care for her children. While not
invalidating the measure, the Conseil d’État considered that in view of the right to family
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life and of the principle of the best interest of the child, the measure had to be modified
to an obligation to report only twice a day excluding weekends and to a closer station.98
A number of monitoring and control mechanisms have been put in place with regards
to the use of state of emergency powers. Primarily, parliamentary oversight is provided
for in the state of emergency law, under which the National Assembly and the Senate
must be kept informed of the measures taken by administrative authorities. 99 In
addition, independent institutions, such as the CNCDH (Commission Nationale
Consultative des Droits de l’Homme, National Consultative Commission on Human
Rights), and the Défenseur des droits (Rights Defender), have been monitoring and
reporting on the state of emergency. Furthermore, individuals subject to measures
have the possibility to bring claims before administrative tribunals, either to contest
and request the invalidation of measures such as house arrest, or to claim reparation
for damage resulting from measures such as house searches.100
However, judicial review and other forms of monitoring are constrained by one
significant hurdle, which lies in the recurrent use of secret intelligence to justify the
imposition of particular measures. In France, administrative measures in the counterterrorism context are often decided on the basis of so-called “white notes”, which are
very succinct, unsigned, and undated documents drafted by French intelligence
services, attesting – without fully disclosing why – that an individual poses a threat to
public order and security.101 In these circumstances, targeted individuals have ample
difficulty in challenging allegations that are not clearly exposed to them, while judges
cannot properly assess the conclusive value of evidence presented to them in white
notes.102
While the state of emergency is meant to end at some point – possibly by January 2017
–, 103 some new administrative measures have been enacted as part of regular
legislation in June 2016.104 This law enacts into regular legislation some measures that
can be seen as inspired by the state of emergency. 105 Remarkably, it provides for the
administrative control of returning FTFs. Under the new provisions, individuals who left
the country presumably to join terrorist groups and who are likely to endanger public
………………………………………………………………………………………………………………………………………
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safety upon return can, upon decision of the Minister of the Interior, be subject to a
certain number of controlling measures, including house arrest orders comparable to
the one applicable under the state of emergency (assigned residence, obligation to
remain within an area, and reporting requirements).106 While it is too early to evaluate
practice regarding these measures, it can already be questioned whether
administrative measures subject to limited judicial review should be used against
returning FFs.107
In the months which followed the attacks of November 2015, and then again in the
aftermath of the July 2016 attack, a number of politicians have pushed for the adoption
of increasingly tough counter-terrorism measures while showing limited consideration
for human rights protection.108 Two proposals, regarding deprivation of citizenship and
preventive administrative detention, were eventually dropped, but deserve to be briefly
discussed so as to better assess the trend towards the use of administrative measures.
Deprivation of nationality in relation to terrorism has been possible with respect to
naturalised citizens since 1996. 109 Under Article 25 Civil Code, “[a]n individual who
acquired the French nationality may be declared by decree adopted after conforming
assent of the Conseil d’État to have forfeited his French nationality, unless forfeiture
would have the effect of making him stateless […] [w]hen he is sentenced […] for a crime
or offense that constitutes an act of terrorism”. 110 The new measure proposed by the
government aimed at extending the deprivation of nationality to French-born dual
citizens, and involved an amendment of the Constitution allowing for such measure.111
In view of the political backlash resulting notably in the resignation of the Minister of
Justice, the project was abandoned.112 In practice, the deprivation of nationality does
not appear to have been applied often,113 revealing the rather symbolic function of the
measure.
The second project, which, quite worrisomely, involved the placement in administrative
detention of individuals suspected of being radicalised, did not even reach the stage of
a legislative proposal, yet has remained omnipresent in political discourses notably
from the opposition, in particular in the wake of terrorist attacks. The government
requested the opinion of the Conseil d’État on the possibility of enacting such measures,
………………………………………………………………………………………………………………………………………

and unsurprisingly was advised that it would constitute a flagrant violation of
fundamental rights guaranteed by the Constitution and by international human rights
law.114 Nonetheless, the idea persisted in political debates, with a number of politicians
declaring in the weeks following the July 2016 attack in Nice that preventive
administrative detention should be used, while expressly discarding rule of law
principles.115 Such discourse, reminiscent of post-9/11, should be firmly rejected,116 and
it should be insisted that “States must ensure that any measures taken to counter
terrorism comply with all their obligations under international law” and that “respect
for human rights, fundamental freedoms and the rule of law are complementary and
mutually reinforcing with effective counter-terrorism measures, and are an essential
part of a successful counter-terrorism effort”.117

3.3. The Netherlands
The Netherlands has also more recently engaged in the adoption of administrative
measures against FFs. In August 2014, it adopted a Comprehensive Action Programme
to Combat Jihadism, as part of which a number of administrative measures aimed at
reducing the threat posed by FFs and terrorism have been strengthened or
introduced.118
Regarding restrictions to travel, the Minister of the Interior has the authority to revoke
or refuse the passport of an individual where there are sufficient grounds to believe
that the person intends to commit acts abroad that will pose a threat to the
Netherlands.119 Between December 2013 and April 2015, approximately 65 passports
have been revoked, mostly of Dutch individuals suspected of intending to travel, and in
three cases of FFs located abroad.120 In situations where a Dutch national is subject to
a passport revocation while abroad, the law provides that a temporary travel
document, allowing only direct return to the Netherlands, can be issued. 121
Furthermore, the Minister of Security and Justice can issue entry bans against non-EU
foreigners constituting a threat to public order or national security and declare them
as “undesirable foreign nationals”. 122 Since March 2013, these measures were used
against 15 individuals.123 Finally, the Minister can declare EU foreigners constituting a
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threat as “undesirable foreign nationals” (resulting in expulsion), 124 and refuse or
revoke the residence permit of non-EU citizens constituting a threat (resulting in
expulsion).125 Additional legislation on travel prevention is being debated, which would
allow the Minister of Security and Justice to impose travel bans on individuals suspected
of intending to travel for terrorism-related activity, with the particularity that the travel
ban would apply only beyond the Schengen area.126
Amongst other measures, the Netherlands is one of the country which uses
termination of social welfare benefits as a measure against FFs. Under this measure,
Dutch FFs located abroad are removed from municipal registries and as a result cannot
receive any social benefits or allowances.127 Between December 2013 and September
2016, this measure was used 98 times, against Dutch residents who allegedly travelled
with “jihadists intentions” to Syria/Iraq.128
The introduction of further restrictive administrative measures has been under
discussion, with a draft legislative proposal of Temporary Law on Counterterrorism
Administrative Measures proposed by the government in December 2015 and
approved by the Tweede Kamer (House of Representatives) in May 2016, 129 but still
under debate before the Eerste Kamer (Senate) at the time of writing of this paper. The
new measures would allow the Minister of Security and Justice to impose measures
restraining freedom of movement, such as a notification requirement, an area ban, or
a restraining order, to any individual who “can be connected to terrorist activities or the
support of such activities, based on the behaviour of that person”. 130 This draft law has
been strongly criticised by human rights organisations as well as by the Raad van State
(Council of State), for being based on too broad and unclear criteria which might not
comply with the requirement of foreseeability, while imposing significant restriction on
fundamental freedoms. 131 Further criticisms of the proposal were brought by the
Commissioner for Human Rights of the Council of Europe. He considered that the
legislative proposal raised “major issues”, as it allows the imposition of serious
restrictions to freedom of movement, based on provisions which are not sufficiently
precise and “open to a very expansive interpretation”, and without prior judicial
approval.132
………………………………………………………………………………………………………………………………………

Furthermore, as in other countries, one of the most problematic aspects of the use of
administrative measures is that they are decided on the basis of intelligence materials
treated as confidential and therefore not communicated to the person involved. 133 The
government has put forward that, 134 under Dutch administrative law, the use of
confidential evidence must be approved by a judge, and is subject to the consent of the
individual seeking the review of a measure.135 However, in practice, an individual who
opposes the use of secret evidence will be considered to have denied the judge the
opportunity to fully review the measure and to have to bear the consequences of his
refusal.136
Finally, the Netherlands uses citizenship as a counter-terrorism tool. Under current law,
citizenship revocation is possible for dual citizens convicted of certain terrorism
offences, including since March 2016 when convicted for the commission of
preparatory acts in relation to terrorist activities under Article 134a of the Criminal
Code.137 In December 2015, the Government introduced a legislative proposal aiming
at further expanding citizenship deprivation to citizens located abroad and having
allegedly joined one of the terrorist organisations placed on a list established by the
Minister of Security and Justice, without any requirement for the individual to have
been subject to a criminal conviction or investigation. 138 The draft law has been the
source of debates that are still ongoing at the time of writing of this paper. Part of the
debate has revolved around the possible discriminatory effect of the provisions, under
which dual nationals are made “second-class citizens” subject to stricter measures than
individuals with a single nationality.139 In addition, considering that half of the Dutch
nationals who have a second citizenship hold a Moroccan or a Turkish nationality, 140
citizenship revocation could be perceived as a discriminatory tool targeting a specific
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part of the population.141 Furthermore, the very broad scope of the measure has been
criticised by the Raad van State, which considered that such a measure would be very
drastic, and that it would have limited added value for the prevention of terrorism. 142
In view of the experiences of the UK and France with the use of increasingly restrictive
measures described above, it would be advisable for the Netherlands to very carefully
consider the consequences of adopting the envisaged measures.

4. Critical Assessment of the Use of
Administrative Measures against FFs
4.1. Between Prevention and Repression: Justifications for the
Use of Administrative Measures against FFs
There are various reasons why administrative measures are increasingly relied on as
part of counter-terrorism policies. On the one hand, administrative measures have
been used as protective measures imposing limited restrictions in order to prevent the
commission of terrorist offences and to reduce the terrorist threat within a country,
but on the other hand, administrative measures in the counter-terrorism context are
becoming more and more restrictive and seem to be used as a repressive tool which
problematically circumvents the procedures and guarantees of criminal prosecution.143
Traditionally, administrative measures have a rather preventive function, aiming at the
protection of the public. In the counter-terrorism context, the reliance on
administrative measures as preventive tools allows intervention at an earlier stage so
as to preclude the occurrence of terrorist offences notably by disrupting terrorist
activity. This can be seen as part of a general shift towards preemptive approaches to
counter-terrorism144 aimed at “predicting and preventing future risks (in order, at least,
to minimise their consequences) rather than prosecuting past offences” 145 after the
damage is caused.
For instance, a number of states rely on travel bans to prevent the travel abroad of
potential FFs because they are seen as a better policy option than the criminal
prosecution of individuals for attempting to travel to Syria. Indeed, travel bans can
arguably be more effective in preventing travel than criminal measures, and can also
leave more room for the concurrent application of effective deradicalisation
strategies.146 As noted in a UN Report, “the imposition of a travel ban [is] potentially
………………………………………………………………………………………………………………………………………

one of the most effective and simplest measures to combat the phenomenon of foreign
terrorist fighters”.147 Echoing this trend towards the prevention rather than repression
of FFs travel, the Council of the European Union issued in September 2016 a decision
on “restrictive measures against ISIL”, under which EU “Member States shall take the
necessary measures to prevent the entry into, or transit through, their territories of
persons […] travelling or seeking to travel outside of the Union for the purpose of […]
the perpetration, planning, or preparation of, or participation in, terrorist acts […] [or]
seeking to travel into the Union for the same purpose.” 148
Other measures, however, are more restrictive, if not outright repressive, and are often
relied on as an alternative to prosecution allowing for the bypassing of constraints of
criminal procedure. They are usually justified on the ground of the need to prevent
terrorist acts, but impose significant restrictions to liberties which normally belong to
the realm of criminal law. In this regard, the UN Counter-Terrorism Committee
recommended that states “[u]tilize administrative measures […] as preventive
alternatives to prosecution [only] in cases in which it would not be appropriate to bring
terrorism-related charges, while ensuring that such measures are employed in a
manner compliant with applicable international human rights law and national
legislation and are subject to effective review.”149
Yet, in practice, coercive measures such as control orders, TPIM orders, and house
arrests are imposed on individuals without the procedural guarantees associated with
criminal prosecution, including prior judicial review and a high standard of proof.
Reliance on these measures is often linked to the possibility of applying measures on
the ground of secret intelligence, which would not constitute sufficient evidence at a
criminal trial.150 Administrative measures are thus becoming an increasingly repressive
tool used when it is suspected that an individual is involved in terrorist activities but
there is not enough evidence to bring criminal charges.151
Furthermore, some administrative measures having an arguably limited effect on the
prevention of terrorism appear to have been used as sanctions. For instance, the
revocation of social benefits of departed FFs can with difficulty be seen as a measure
of protection against terrorism, and in practice can result in a sanction affecting the
relatives of targeted individuals.152 More strikingly, the use of deprivation of citizenship
as a counter-terrorism tool appears difficult to justify. When used against FFs abroad,
it is said to be a way to prevent further terrorist acts. However, the revocation of
nationality is also clearly a sanction, and a particularly tough one. When used against
citizens located in the country, it is implicitly the first step before the expulsion of the
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former citizen to another country with which he might have no real link. 153 As others
have pointed out, the use of citizenship revocation as a counter-terrorism tool is
problematic, as it leads to unequal treatment between the citizens of a country, which
in turn can lead to perceived discrimination.154 The author of this paper is quite critical
of policies relying on deprivation of nationality, and adopts the view that this symbolic
measure does not constitute an efficient tool against terrorism, and exemplifies a lack
of global vision and answers to FFs, leading to “risk exportation”. 155 Indeed, the
relinquishment and exclusion of individuals genuinely bound to a state on the ground
of their involvement in terrorism is tantamount to buck-passing. States which use
citizenship deprivation are in effect refusing to directly address the problem posed by
these individuals, and attempt to shift responsibility for it to another state. In this
regard, the decision of Canada to back track and repeal its 2014 legislation on
citizenship revocation of convicted terrorists is laudable. 156
In conclusion, there is a need, when crafting administrative measures as part of
counter-terrorism policies, to balance the protective and restrictive aspects of the
measures, and to limit the use of administrative measures to situations where they are
both effectively protective and not excessively restrictive. As formulated by David
Anderson, “there is something unsettling about any system which allows the executive
to impose intrusive measures on the individual, challengeable only by way of a closed
material procedure and after significant delay. Accordingly, while some compromise of
fairness may be justifiable in the interests of national security, it is essential that the
use of this and similar powers should be kept to an absolute minimum.” 157

4.2. The Impact of the Use of Administrative Measures on the
Protection of Human Rights
While some administrative measures might be justified as a matter of policy, they can
nonetheless impose disproportionate restrictions on liberties and thereby result in
human rights violations. It is important for policy-makers to bear in mind that, when
using administrative measures, “[t]he balancing framework of international human
rights is critical; interference with a person’s rights must be legitimate, necessary and
proportionate. The failure of states to respect those rights and to apply the rule of law
[…] is one of the factors contributing to increased radicalization.” 158
The protection of a number of human rights is at risk when administrative measures
are applied. First, some administrative measures can lead to violations of substantive
rights, including the right to freedom of movement, the right to liberty, and the right to
private and family life. Furthermore, pursuant to the principle of non-refoulement, the
application of measures involving the expulsion of individuals can result in indirect
………………………………………………………………………………………………………………………………………

violations of the right to life and the prohibition of torture. More generally, it can be
questioned whether the procedures surrounding the application and review of most
administrative measures are in line with the requirements of due process and fair trial.
Certain administrative measures, including travel bans and area restrictions, impose
restrictions on the right to freedom of movement. While freedom of movement is
guaranteed under Article 12 of the International Covenant on Civil and Political Rights 159
and Article 2 of the 4th Additional Protocol to the European Convention on Human
Rights,160 it is far from an absolute right. Yet, restrictions must be proportionate and
“justified by reliable and credible information and anchored in law. Otherwise they may
unreasonably infringe upon a person’s right to freedom of movement.” 161
Depending on their intensity and modalities, other measures such as assigned
residence can amount not only to restrictions on the freedom of movement but also to
an actual deprivation of liberty in a de facto prison without bars. Indeed, when such
measures are imposed with strict conditions involving prolonged curfews and regular
reporting, it “may transform house arrest, which is a restrictive measure on the
freedom to come and go from the home, into a loss of liberty”. 162 In accordance with
the fundamental human rights and rule of law principle under which no one shall be
subjected to arbitrary detention, such measures restricting the right to liberty should
only be applied to individuals against whom criminal charges have been brought. 163
The right to private and family life is affected by virtually every administrative measure
described in this paper, which application often results in “upturned lives”. 164 Here
again, whether human rights are adequately protected will depend on whether the
modalities of a particular measure are necessary and proportionate. Some of the
measures which can have a potentially very significant impact on private life include
involuntary relocation under the UK’s TPIMs, and strict house arrest in France where
work and family life cannot be pursued. Deprivation of citizenship can also
disproportionality affect the right to private and family life when applied to individuals
having very precarious links to the state of their other nationality. 165
Moreover, administrative measures involving expulsion from the territory of foreigners
or former citizens can lead to indirect violations of human rights obligations when an
individual is at risk of being mistreated in the country to which he is sent. Under the
principle of non-refoulement, states are prohibited from deporting an individual to a
………………………………………………………………………………………………………………………………………
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country where his human rights are at risks. 166 As a result, convicted or suspected
terrorists stripped of their nationality are often left in a limbo where they cannot be
deported but cannot either claim lawful residency in the country which revoked their
nationality.
Apart from risks of violation of substantive rights, some of the most recurrent criticisms
against the use of administrative measures in counter-terrorism revolve around the
limited procedural guarantees available, which are not always commensurate to the
degree of restriction imposed by a measure and can result in violations of the right to
a fair trial.167 Most administrative measures can be reviewed by a court, however the
standards are much lower than in criminal procedures. In general, administrative
measures are only reviewed after they have been imposed, only upon request of the
affected individual, and evidence is reviewed with a certain degree of discretion,
according to a flexible standard such as the balance of probabilities.168 Administrative
procedures are not based on principles such as the presumption of innocence, and are
intrinsically asymmetrical.169 Further issues of due process arise when, as done in the
UK and in the Netherlands, measures against return are imposed in absentia to FFs
located abroad who cannot challenge the measures.170
Moreover, due to the lower standards of review, administrative measures can usually
be imposed on the basis of secret evidence collected by intelligence services and not
disclosed to the affected individual, making it practically impossible to effectively
challenge the measures. 171 The Special Advocate procedure developed in the UK
attempts to address this challenge, but in practice the procedure does not seem to
provide effective fairness guarantees.172 It is understandable that individual rights have
to be balanced with requirements of national security, however the use of
administrative measures and procedures becomes problematic when states make use
of lower standards to impose highly restrictive measures while circumventing the
guarantees of criminal procedure. When the measure is disproportionately restrictive,
this can lead to violations of the right to a fair trial.
This overview of the numerous risks of direct or indirect violation of substantive and
procedural human rights when applying administrative measures against FFs
………………………………………………………………………………………………………………………………………

demonstrates that there is a need for safeguards to ensure protection for human
rights.

5. Conclusions and Recommendations: The
Need for Limits and Safeguards
Administrative measures are not inherently undesirable, and searching for new tools
to effectively address the threat posed by FFs as part of broader coherent counterterrorism strategies is legitimate. However, this paper demonstrated that their use
raises serious concerns for human rights and the rule of law, and highlighted the crucial
need for limits and safeguards in using administrative measures in the counterterrorism context.
First, limits need to be put on the use of administrative measures in counter-terrorism.
Limits involve the types of situations in which administrative measures are used, as well
as the types of methods used. Regarding the types of situations, administrative
measures should be used only when they are both effective in protecting from
terrorism and not excessively restrictive. They should not be used as a tool to bypass
the constraints of criminal law. In terms of methods, administrative measures should
be limited to measures which respect fundamental freedoms. In this regard, measures
amounting to deprivation of liberty are unacceptable.
Second, when administrative measures are used, safeguards must be put in place to
ensure that human rights are adequately protected. Monitoring mechanisms are
useful, but only if the executive takes full account of the concerns raised. Besides,
judicial safeguards must be able to effectively review the measures and address
possible human rights violations.
In order to provide limits to and safeguards in the use of administrative measures, the
author of this paper suggests the following concrete recommendations:
1. Ensure the compatibility with human rights obligations of any legislative project
addressing FFs, so as to preempt future human rights issues. If the review of the
conformity of new legislation with constitutional or international obligations is not
automatic, request a review.
2. Limit the use of administrative measures to situations where they are both
effectively protective and not excessively restrictive. Do not use administrative
measures as a way to circumvent the guarantees of criminal procedure. Do not use
administrative measures when seeking to impose highly restrictive measures.
3. Set up monitoring and oversight mechanisms to control the use of administrative
measures in practice. Take full account of their reports as well as those of human
rights organisations.
4. Apply measures in a proportionate and individualised manner, so as to safeguard
the right to private and family life
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5. Provide procedures to address the handling of secret evidence and allow affected
individuals to effectively challenge measures.
6. Set up evaluation mechanisms to assess the efficacy and downfalls of current and
envisaged measures
7. Reflect on more global approaches to the fight against FFs and terrorism. Refrain
from adopting measures based solely on national considerations.
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